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1. Project Overview

This project, PRJ-OCI-COMPUTE-099, is a blueprint for deploying a secure,
compliant, and operationally efficient Oracle Cloud Infrastructure (OCl) Compute
environment. It addresses the critical challenge of managing security and compliance
at scale for cloud-based virtual machines. The core strategy is to implement a Zero
Trust security model by isolating the compute instance from the public internet and
leveraging native OCl services for automated management and secure access.

The implementation focuses on three key security pillars:

1. Automated Patching and Configuration: Utilizing the OCI OS Management
Service to ensure continuous patching, vulnerability remediation, and
adherence to security baselines, thereby mitigating the risk of exploitation from
unpatched systems.

2. Secure, Auditable Access: Employing the OCI Bastion Service to provide just-in-
time, temporary, and fully auditable access to the private compute instance,
eliminating the need for traditional, persistent jump hosts or public IP addresses.

3. Zero Trust Authentication: Implementing Instance Principals to grant the
compute instance necessary permissions to interact with other OCl services (e.g.,
Object Storage, Vault) without relying on long-lived, static credentials, which are
a common source of security breaches.

This guide provides a detailed, step-by-step methodology for deploying this secure
architecture, making it production-ready and aligned with industry best practices.



Technology Stack:

Component

Cloud Platform

Compute

Patching &
Compliance

Secure Access

Identity &
Authorization

Networking

Service

Oracle Cloud
Infrastructure (OCI)

OCl Compute

OCI OS Management
Service

OCI Bastion Service

OCI IAM - Instance
Principals

OCl Virtual Cloud
Network (VCN)

Purpose

The foundational cloud environment.

The virtual machine hosting the
application workload.

Automated vulnerability and configuration
management.

Secure, auditable, and temporary access
gateway.

Credential-less authentication for inter-
service communication.

Provides network isolation and
segmentation.

2. Business Context

The proliferation of cloud resources often leads to security and operational debt,

particularly in managing the lifecycle of compute instances. This project directly

addresses these challenges, translating technical security controls into tangible

business value.

The Problem: Security and Operational Debt at Scale

Organizations face a significant struggle in maintaining a secure posture across a

growing fleet of compute instances. The primary pain points include:

e High Vulnerability Exposure: Misconfigurations and delayed patching leave
systems exposed to known vulnerabilities. A single unpatched critical

vulnerability can lead to a catastrophic breach.

¢ Inefficient Operations: Manual processes for patching, configuration

management, and access control are time-consuming, error-prone, and do not



scale with the business. This leads to configuration drift and compliance failures.

e Increased Attack Surface: Traditional access methods, such as exposing SSH
ports to the public internet or relying on persistent jump servers, significantly
increase the attack surface and make auditing difficult.

The Solution: A Secure and Automated Baseline

The PRJ-OCI-COMPUTE-099 solution establishes a secure OCI compute baseline by
enforcing a modern Zero Trust access and management model:

1. Automated Compliance: OCl OS Management Service is configured to ensure
continuous patching and compliance with defined security baselines, drastically
reducing the window of vulnerability.

2. Just-in-Time Access: The OCIl Bastion Service provides a temporary, auditable,
and secure tunnel for administrative access, ensuring that the instance remains
in a private subnet and is never directly exposed.

3. Credential-less Security: Instance Principals eliminate the need to embed static
API keys or passwords in application code or configuration files, mitigating the
risk of credential theft and unauthorized lateral movement.

Quantified Business Value and ROI

The implementation of this project delivers significant, quantifiable business benefits:



Metric

Time to Patch
Critical
Vulnerability

Annual Security
Audit Effort

Risk of
Credential Theft

Cost of Jump
Host
Maintenance

Configuration
Drift Incidents

Before
Implementation

7-14 days (Manual
Process)

80 hours (Manual Log
Review, Compliance
Checks)

High (Static APl Keys
on Instances)

$X/month (Dedicated
VM, OS, Management)

High (Manual
Configuration)

After Implementation

<24 hours (Automated

via OS Management)

20 hours (Automated
Reporting from OCI
Services)

Near Zero (Instance
Principals)

$0 (OCI Bastion Service

is free)

Low (Enforced by OS
Management)

Business Value

90%+ Reduction in
Risk Exposure
Window

75% Efficiency Gain
in Compliance
Reporting

Mitigation of a Top
Cloud Security
Threat

Direct Cost Savings
and Reduced
Operational
Overhead

Improved System
Reliability and
Compliance

The Return on Investment (ROI) is realized through a combination of risk mitigation
(avoiding the cost of a security breach), operational efficiency (reducing manual
labor), and direct cost savings (eliminating the need for self-managed jump hosts).

3. GRC Mapping

This architecture is designed to align with major Governance, Risk, and Compliance
(GRC) frameworks, providing a strong foundation for regulated workloads. The OCI
services used provide the necessary technical controls and audit evidence to
demonstrate compliance.



Compliance Frameworks Alignment

Framework

NIST SP 800-
53

NIST SP 800-
53

ISO/IEC
27001:2022

ISO/IEC
27001:2022

SO0C2

CIS
Benchmarks

PCI DSS v4.0

Control/Standard

CM-3 (Configuration
Change Control)

RA-5 (Vulnerability
Monitoring and
Scanning)

A.8.12 (Control of

operational software)

A.5.15 (Access control)

CC6.1 (Logical Access)

OS Hardening
Standards

Requirement 6.3.1
(Vulnerability Patching)

Description of Alignment

Managed through OCI OS Management Service,
which enforces configuration baselines and
controls changes to the OS.

Directly implemented by OCI OS Management
Service for continuous vulnerability detection
and remediation.

Automated patching via OS Management
ensures only authorized and current software
versions are running.

OCI Bastion Service provides secure, time-
limited, and auditable access, adhering to the
principle of least privilege for remote access.

Instance Principals enforce strong logical access
controls by eliminating shared, static credentials
for inter-service communication.

OCI OS Management can be configured to
enforce CIS Level 1 or Level 2 benchmarks,
ensuring a hardened operating system
configuration.

Automated and timely application of security
patches via OS Management Service meets the
requirement for protecting systems from known
vulnerabilities.

Security Controls and Audit Evidence

The following table details the specific security controls implemented and the

corresponding audit evidence available for GRC reporting:



Security (o] ol

Control Service/Feature
OCI 0S
Automated
. Management
Patching )
Service
OCI Bastion
Secure Access .
Service
Instance
Zero Trust Auth o
Principals
. . 0OCI 0S
Configuration
) Management
Compliance .
Service
Network .
. Private Subnet
Isolation

Function

Ensures the operating
system is kept current
with security patches.

Provides a secure,
temporary, and auditable
jump host for
administrative access.

Allows the instance to
authenticate to OCI
services without static
credentials.

Monitors and enforces
compliance with defined
security hardening
standards.

Isolates the compute
instance from the public
internet.

Audit Evidence

Patch Compliance
Reports, Patch History
Logs

Bastion Session Logs
(User, Time, Duration,
Target IP)

IAM Audit Logs showing
successful
authentication via
Dynamic Group

Configuration
Compliance Records,
Drift Reports

VCN Configuration,
Subnet Security
Lists/NSGs

4. Prerequisites

Successful deployment requires the following accounts, tools, and configured OCI

resources.

4.1. Local Machine Setup

1.0CI CLI: The Oracle Cloud Infrastructure Command Line Interface must be
installed and configured on your local machine. Ensure it is configured with an
API key for authentication.



# Verify OCI CLI installation

oci --version

# Configure the CLI (if not already done)
oci setup config

2. SSH Key Pair: A local SSH key pair is required for accessing the instance via the
Bastion service. The public key will be injected into the instance metadata.

# Generate a new key pair (if one does not exist)

ssh-keygen -t rsa -b 4096 -f ~/.ssh/id_rsa_oci_compute -N ""
# Ensure you have the public key content

cat ~/.ssh/id_rsa_oci_compute.pub

4.2. Required OCI Resources

The following resources must be pre-existing in your OCl tenancy:



Resource

Compartment
OoCID

Virtual Cloud
Network (VCN)

Private Subnet

Public Subnet

Image OCID

Shape Name

Availability
Domain (AD)

Requirement

The target compartment for all
deployed resources.

The network where the
resources will reside.

A subnet with no Internet
Gateway route, for the Compute
Instance.

A subnet with an Internet
Gateway route, for the OCI
Bastion Service endpoint.

The OCID of the desired OS
image (e.g., Oracle Linux 8 or 9).

The compute shape (e.g.,
VM.Standard.E4.Flex ).

The name of the AD where the
instance will be launched (e.g.,
AD-1).

Example OCID/Value

ocidl.compartment.ocl. .XXXXXX

ocidl.vcn.ocl. . XXXXXX

ocidl.subnet.ocl..private_Xxxxxxx

ocidl.subnet.ocl..public_XxXXXXX

ocidl.image.ocl..image_XXXXXX

VM.Standard.E4.Flex

PHX-AD-1

5. Architecture Overview

The architecture is based on the principle of defense-in-depth, ensuring the compute
instance is isolated and managed securely.

Conceptual Architecture Diagram:

Note:

The architecture

is conceptually represented by the diagram at

/home/ubuntu/architecture.png in the project repository.

Component Breakdown

1. Private Subnet (Compute Instance):



o The OCl Compute instance is deployed here.

o It has no public IP address and no direct route to the Internet Gateway,
making it inaccessible from the public internet.

o |t can communicate with OCl services (like OS Management and Object
Storage) via a Service Gateway or NAT Gateway.

2. Public Subnet (Bastion Service):

o The OCI Bastion Service endpoint is created in this subnet.

o This subnet has a route to the Internet Gateway, allowing the Bastion

service to receive connections from authorized client CIDR blocks (e.g., your
office IP).

3. OCI Bastion Service:

o Acts as a secure, managed jump host.

o |t creates atemporary tunnel (session) from the client’s machine to the
private IP and port (typically SSH port 22) of the target compute instance.

o Allaccess is time-limited and fully logged.

4. OCI OS Management Service:

o The compute instance, upon launch, is automatically registered with the OS
Management Service via the pre-installed OCI OS Management Agent.

o This service manages patching, vulnerability scanning, and configuration
compliance, communicating with the instance over the Service Gateway.

5. OCI IAM (Instance Principals & Dynamic Group):

o A Dynamic Group is defined to automatically include the compute instance
based on its properties (e.g., compartment OCID).

o An IAM Policy grants this Dynamic Group permissions to interact with other
OCl services (e.g., Object Storage, Vault). This is the mechanism for
Instance Principals, allowing the instance to authenticate itself without
credentials.




6. Step-by-Step Implementation

The deployment is executed using the OCI CLI. Replace all placeholder values (e.g.,
ocidil.compartment.ocl..xxxxxx ) with your actual environment values before
execution.

6.1. Define Environment Variables

Define all necessary OCIDs and configuration values.

# Define your environment variables
COMPARTMENT_OCID="ocidl.compartment.ocl. .xXxxxx"
VCN_OCID="ocidl.vcn.ocl. .xxXxxxx"
PRIVATE_SUBNET_OCID="ocidl.subnet.ocl..private_xxxxxx"
PUBLIC_SUBNET_OCID="ocidl.subnet.ocl..public_xxxxxx"

AD_NAME="PHX-AD-1" # e.g., 'PHX-AD-1'
IMAGE_OCID="ocidl.image.ocl..image_Xxxxxx" # e.g., Oracle Linux 8
SHAPE_NAME="VM.Standard.E4.Flex"

SSH_PUBLIC_KEY=$(cat ~/.ssh/id_rsa_oci_compute.pub) # Use the public key
generated in prerequisites

COMPARTMENT_NAME="My-Project-Compartment" # The name of the compartment for
the IAM policy

6.2. Configure Instance Principal (IAM)

This is the critical step for enabling Zero Trust authentication. We create a Dynamic
Group and an IAM Policy.

Action: Create a Dynamic Group that includes the compute instance based on its
compartment.

# 1. Create a Dynamic Group for the Compute Instance
# The matching rule ensures any instance launched in the specified
compartment is automatically part of this group.
oci iam dynamic-group create \
--name "DG-PRJ-099-Compute" \
--matching-rule "ALL {instance.compartment.id = '$COMPARTMENT_OCID'}"



Action: Create an IAM Policy to grant permissions to the Dynamic Group.

# 2. Create an IAM Policy to grant permissions to the Dynamic Group

# Statement 1: Allows the instance to manage all resources (e.g., write logs
to Object Storage, update metrics).

# Statement 2: Explicitly allows the instance to be managed by the 0S
Management Service.

oci iam policy create \

--compartment-id "$COMPARTMENT_OCID" \

--name "Policy-PRJ-099-Compute" \

--statements '["Allow dynamic-group DG-PRJ-099-Compute to manage all-
resources in compartment '$COMPARTMENT_NAME'", "Allow dynamic-group DG-PRJ-
099-Compute to use osms-managed-instances in compartment
'$COMPARTMENT_NAME'"]"'

Note: For production, refine the first statement to grant only the specific permissions
needed (e.g., manage object-family in compartment... ).

6.3. Launch Compute Instance

Launch the instance into the private subnet. The ssh_authorized_keys metadata
ensures we can access it via the Bastion.

# Launch the Compute Instance

oci compute instance launch \
--availability-domain "$AD_NAME" \
--compartment-id "$COMPARTMENT_OCID" \
--display-name "Compute-PRJ-099" \
--shape "$SHAPE_NAME" \
--subnet-id "$PRIVATE_SUBNET_OCID" \
--image-id "$IMAGE_OCID" \
--assign-private-ip true \
--is-pv-encryption-in-transit-enabled true \
--metadata "{\"ssh_authorized_keys\": \"$SSH_PUBLIC_KEY\"}"

Post-Launch Step: Retrieve the OCID of the newly created instance for subsequent
steps.



# Get the 0OCID of the newly created Compute Instance
COMPUTE_OCID=$(oci compute instance list --compartment-id

"$COMPARTMENT_OCID" --display-name "Compute-PRJ-099" --query "data[O].id" --
raw-output)

echo "Compute Instance OCID: $COMPUTE_OCID"

6.4. Create OCI Bastion Service

Create the Bastion service in the public subnet.

# Create a Bastion in the Public Subnet

# client-cidr-block-allow-1list should be restricted to your source IP for
production.

oci bastion create \
--bastion-type "STANDARD" \
--compartment-id "$COMPARTMENT_OCID" \
--target-vcn-id "$VCN_OCID" \
--client-cidr-block-allow-list "0.0.0.0/0" \
--max-session-ttl-in-seconds 10800 \
--name "Bastion-PRJ-099"

Note: The max-session-ttl-in-seconds is set to 3 hours (10800 seconds). This
should be reduced for stricter security.

Post-Creation Step: Retrieve the OCID of the Bastion service.

# Get the OCID of the Bastion Service

BASTION_OCID=$(oci bastion list --compartment-id "$COMPARTMENT_OCID" --
display-name "Bastion-PRJ-099" --query "data[@].id" --raw-output)
echo "Bastion OCID: $BASTION_OCID"

6.5. Configure OS Management Service

Verify the instance is registered and configure its software sources for patching.

Action: Verify the instance is registered with OS Management Hub.



# 1. Verify the instance is registered with 0S Management Hub
# This should succeed if the IAM policy and the 0S Management Agent are
correctly configured.
oci os-management-hub managed-instance list \
--compartment-id "$COMPARTMENT_OCID" \
--display-name "Compute-PRJ-099"

Action: Create a custom Software Source and attach it to the instance.

# 2. Create a custom Software Source (Example)

oci os-management-hub software-source create \
--compartment-id "$COMPARTMENT_OCID" \
--display-name "Custom-Software-Source-PRJ-099" \
--arch-type "X86_64" \
--os-family "ORACLE_LINUX_8"

# 3. Get the 0OCID of the new Software Source

SOFTWARE_SOURCE_OCID=$(oci os-management-hub software-source list --
compartment-id "$COMPARTMENT_OCID" --display-name "Custom-Software-Source-
PRJ-099" --query "data[0].id" --raw-output)

# 4. Attach the instance to the Software Source for patching

oci os-management-hub managed-instance attach-software-sources \
--managed-instance-id "$COMPUTE_OCID" \
--software-sources-details '[{"softwareSourceId":

"'"$SOFTWARE_SOURCE_OCID"'"}]"'

7. Validation & Testing

Validation ensures that the security and management components are functioning as
intended.

7.1. Validate OS Management Registration and Compliance

Verify that the instance is active and managed by the OCI OS Management Service.



# Check the status of the managed instance

oci os-management-hub managed-instance get --managed-instance-id
"$COMPUTE_OCID" --query "data.\"lifecycle-state\""

# Expected output: ACTIVE

# Check for available patches (optional)

oci os-management-hub managed-instance get-available-packages --managed-
instance-id "$COMPUTE_OCID"

Success Criteria: The lifecycle state is ACTIVE, and the service can report on available
packages or compliance status.

7.2. Validate Secure Access via Bastion

Test the end-to-end secure access flow by creating a session and connecting to the
private instance.

Step 1: Get Private IP

# Get the Private IP of the Compute Instance

PRIVATE_IP=$(oci compute instance get --instance-id "$COMPUTE_OCID" --query
"data.\"vnics\"[0].\"private-ip\"" --raw-output)

echo "Private IP: $PRIVATE_IP"

Step 2: Create a Bastion Session

Create a Port Forwarding session targeting the private IP and SSH port (22).

# Create a Bastion Session for SSH Port Forwarding
oci bastion session create \

--bastion-id "$BASTION_OCID" \

--target-resource-details '{"sessionType": "PORT_FORWARDING",
"targetResourcePrivateIpAddress": "'"$PRIVATE_IP"'", "targetResourcePort":
223"\

--key-details '{"type": "PUB", "publicKeyContent":
"'"$SSH_PUBLIC_KEY"'"}' \

--display-name "SSH-Session-PRJ-099"



Expected Output: The command will return a JSON object containing the session
details, including the ssh-command field. Extract this command.

Step 3: Connect to the Instance

Execute the generated SSH command on your local machine. This command
establishes a secure tunnel through the Bastion service.

# Example Local Connection Command (Run this on your local machine)

# The actual command will be provided by the OCI CLI output in Step 2.
# It will look similar to this:

ssh -1 ~/.ssh/id_rsa_oci_compute -N -L 2222:$PRIVATE_IP:22 -p 22
<BASTION_PUBLIC_IP> -1 ocidl.bastionsession.ocl. .xXXXXXX

# In a new terminal window, connect to the instance via the local tunnel
ssh -i ~/.ssh/id_rsa_oci_compute -p 2222 opc@localhost

Success Criteria: You should successfully log in to the private compute instance. This
confirms network isolation, Bastion configuration, and SSH key injection are all
working.

7.3. Validate Instance Principal

Once logged into the instance, test the Instance Principal functionality by attempting
to access an OCl service without providing credentials.

# Run this command on the Compute Instance (after SSHing in)
# This attempts to list compartments using the instance's identity
oci iam compartment list --all --query "data[].name"

Success Criteria: The command should successfully return a list of compartment
names, proving that the Instance Principal is working and the Dynamic Group/Policy
are correctly configured.




8. Troubleshooting

This section covers common issues encountered during the deployment and

validation process.

Issue

Cannot connect via
Bastion

Instance not
registering with OS
Management

OCI CLI errors with
“Not Authorized” on
the instance

Instance launch fails
with
“InvalidParameter”

SSH connection times
out after Bastion
tunnel is established

Potential Cause

1. Bastion session expired
or not active. 2. Client IP
notin client-cidr-

block-allow-list . 3.
Security List/NSG
blocking traffic.

1. Missing IAM policy or
incorrect Dynamic Group
rule. 2. 0S Management
Agent not running on the
instance. 3. Service
Gateway not configured
for the private subnet.

Incorrect IAM policy or
compartment OCID for
the Dynamic Group.

Incorrect Image OCID,
Shape Name, or Subnet
OCID.

Security List/NSG on the

Private Subnet is blocking

SSH (port 22) from the
Bastion’s IP range.

Resolution

1. Check session status ( oci bastion
session get ). Create a new session.

2. Ensure your public IP isincluded in
the Bastion’s allowed CIDR block. 3.
Verify the Public Subnet’s Security
List allows ingress from your IP on
port 22.

1. Verify the Dynamic Group
matching rule and the IAM Policy
statements are correct. 2. SSH into
the instance (via Bastion) and check
agent status: sudo systemctl
status oracle-cloud-agent . 3.
Ensure the private subnet’s route
table has a route to the Service
Gateway for OCl services.

Double-check all OCIDs and
compartment names. Review the IAM
policy statements for correct syntax
and permissions for the DG-PRJ-099-

Compute group.

Verify all OCIDs and names are
correct and belong to the specified
Availability Domain and
Compartment.

Ensure the Private Subnet’s Security
List allows ingress on port 22 from
the Bastion’s VCN CIDR block or the
specific Bastion service IP range.




9. Cost Optimization

The chosen architecture is inherently cost-efficient, but further optimization can be
achieved by focusing on the largest cost driver: the Compute instance.

9.1. Compute Instance Optimization

e Right-Sizing the Shape: The largest cost component is the Compute instance
shape (vM.Standard.E4.Flex ). Use OCl Monitoring and Performance Hub to
analyze actual CPU and memory utilization. Downgrade to a smaller shape (e.g.,
VM.Standard.E3.Flex orasmaller OCPU count) if resources are underutilized.

e Flexible Shapes: Leverage the flexibility of the E4/E3 shapes to specify the exact
number of OCPUs and amount of memory needed, rather than using the default
full shape configuration.

e Burstable Instances: For non-critical or intermittent workloads, consider using
Burstable Instances (e.g., VM.Standard.A1.Flex or VM.Standard.E2.1.Micro)
which offer a baseline performance with the ability to burst, providing significant
cost savings.

e Preemptible Instances: For fault-tolerant or batch processing workloads, use
Preemptible Instances which are significantly cheaper but can be terminated by
OCl with short notice.



9.2. Service-Specific Cost Considerations

Service Cost Model Optimization Tip
Included at no
oclos . : .
additional cost for No direct cost, but ensure you are using a
Management . . .
. Oracle Linux supported OS to benefit from the free service.
Service .
Instances.
Free service. Charges .
. 8 Restrict the client-cidr-block-allow-list to
OCl Bastion apply only to L .
. ) minimize potential network abuse, although the
Service underlying network

service itself is free.
resources.

Ensure the Compute instance uses the Service
Free. Charges apply

Networking to NAT Gateway and
(VCN, Subnets) Internet Gateway
egress traffic.

Gateway for all OCl service communication (e.g.,
OS Management, Object Storage) to keep traffic
within the OCl backbone and avoid NAT Gateway
egress charges.

Use the smallest necessary boot volume size
(typically 50GB) and leverage Object Storage for
large, static data to minimize Block Volume costs.

Ch d GB
Block Volume arged per per
month.

10. Security Best Practices

Beyond the core architecture, implementing these best practices ensures the
environment remains hardened and compliant over time.

10.1. Principle of Least Privilege (PoLP)

¢ Refine IAM Policy: The provided IAM policy ( manage all-resources ) istoo
broad for production. MUST refine the policy to grant only the minimum
necessary permissions.
o Example Refinement:If the instance only needs to write logs to Object
Storage, change the statement to: Allow dynamic-group DG-PRJ-099-
Compute to manage object-family in compartment My-Project-

Compartment .



e Bastion Session TTL: Enforce the shortest possible max-session-ttl-in-
seconds (e.g.,3600 seconds or 1 hour) for the Bastion service to limit the window
of exposure for administrative access.

10.2. System Hardening and Vulnerability Management

e CIS Benchmarks Enforcement: Configure OCI OS Management Service to
actively enforce CIS Level 1 or Level 2 benchmarks for the operating system
configuration. This ensures a secure, standardized baseline is maintained
automatically.

e Vulnerability Scanning Integration: Integrate the OCI Vulnerability Scanning
Service to regularly scan the instance for known vulnerabilities at the network
and host level, complementing the OS Management patching.

e Disable Unnecessary Services: Use OS Management or cloud-init scripts to
disable all unnecessary services and daemons on the compute instance to
reduce the attack surface.

10.3. Key and Credential Management

e SSH Key Rotation: Implement a process for regular rotation of the SSH keys used
for Bastion access. OCl Vault can be used to securely store and manage these
keys.

¢ Instance Principal for All OCI Access: Strictly enforce the use of Instance
Principals for al/ OCI API calls originating from the compute instance. Never store
static API keys, passwords, or secrets on the instance itself. Use OCI Vault and
Instance Principals to retrieve secrets at runtime.

10.4. Network Security and Logging

e Network Security Groups (NSGs): Prefer Network Security Groups (NSGs)
over traditional Security Lists. NSGs allow you to define security rules based on
the resource (the Compute instance) rather than the subnet, providing finer-
grained control and better isolation.

e Flow Logs: Enable VCN Flow Logs to capture details about traffic flowing to and
from the compute instance. This is crucial for security monitoring, intrusion
detection, and troubleshooting network issues.



e Audit Logging: Ensure OCI Audit is enabled and configured to log all API calls,
especially those related to IAM policy changes, Bastion session creation, and
Compute instance lifecycle events. These logs are the primary source of evidence
for GRC compliance.
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