
Comprehensive Implementation Guide:
PRJ-AZURE-DATA-072

1. Project Overview

The PRJ-AZURE-DATA-072 project is a blueprint for establishing a highly secure and
governed real-time analytics platform on Microsoft Azure, centered around Azure
Synapse Analytics. In today’s data-driven landscape, organizations must balance the
need for rapid, insightful analytics with stringent data security and compliance
requirements. This project addresses this challenge head-on by integrating best-of-
breed Azure services to create an end-to-end solution where security and governance
are foundational, not afterthoughts.

The core objective is to implement a comprehensive data security and governance
framework across all critical data services, including Azure Synapse Analytics, Azure
SQL Database, Azure Cosmos DB, and Azure Data Lake Storage Gen2 (ADLS Gen2). The
linchpin of this governance strategy is Microsoft Purview, which acts as the unified
data governance service. Purview provides automated data discovery, classification,
and policy enforcement, ensuring that sensitive data is consistently protected and
managed according to corporate and regulatory standards, while still being accessible
for real-time analytical workloads.

This solution ensures:

Data Protection: Implementation of encryption, dynamic data masking, and
fine-grained access controls.

Unified Governance: A single pane of glass for managing data across the entire
data estate, from on-premises to multi-cloud and SaaS sources.

Network Isolation: Use of Azure Private Link to secure all data traffic over the
Microsoft backbone, eliminating exposure to the public internet.

Compliance Automation: Automated classification and policy application to
streamline compliance with major regulatory frameworks.



Key Technologies and Their Roles:

Technology
Primary Role in PRJ-AZURE-
DATA-072

Security/Governance Function

Azure Synapse
Analytics

Unified platform for data
integration, warehousing, and
big data analytics.

Synapse Role-Based Access Control
(RBAC), integration with Azure Key Vault
for encryption.

Microsoft
Purview

Unified data governance, data
catalog, and data map.

Automated data discovery,
classification, sensitivity labeling, and
policy enforcement.

Azure Data Lake
Storage Gen2

Scalable, secure storage for
raw and processed data (Data
Lake).

Access Control Lists (ACLs), Customer-
Managed Keys (CMK) for encryption at
rest.

Azure Key Vault
Secure storage and
management of cryptographic
keys and secrets.

Stores CMK for Synapse and ADLS Gen2,
manages service credentials.

Azure Private
Link

Provides secure, private
connectivity to Azure services
from a virtual network.

Network isolation, prevents data
exfiltration, and secures data plane
access.

Azure SQL DB /
Cosmos DB

Data sources and sinks for
real-time data ingestion and
processing.

Dynamic Data Masking (DDM), Row-Level
Security (RLS), and network security via
Private Link.

2. Business Context

Modern enterprises are drowning in data, and the challenge is no longer just
processing it, but governing it securely and compliantly at scale. The traditional
approach of siloed security and governance tools is unsustainable, leading to
significant risks and operational inefficiencies.

The Problem: Security and Scalability Gaps

Organizations using cloud data services often face a critical trade-off:



1. Data Protection vs. Usability: Security measures, if too restrictive or complex,
can impede analysts and data scientists, slowing down time-to-insight.

2. Compliance Complexity: Manually tracking sensitive data (PII, PHI, financial
data) across a rapidly growing data estate is prone to error and fails to meet audit
requirements.

3. Security Risks: The sheer volume and velocity of real-time data increase the
attack surface, leading to high risks of data breaches, unauthorized access, and
non-compliance penalties.

The Solution: Automated, Unified Governance

This project implements a robust, automated data security and governance
framework that solves these problems by:

Centralizing Control: Microsoft Purview provides a single, unified view of the
data estate, automating data discovery and classification.

Enforcing Security by Design: All components are deployed with security
features enabled from the start, including network isolation (Private Link) and
encryption (CMK).

Automating Compliance: Policies are automatically applied based on data
classification, ensuring continuous compliance without manual intervention.

Quantified Business Value and ROI

The implementation of PRJ-AZURE-DATA-072 delivers tangible business value across
several dimensions, translating directly into a strong Return on Investment (ROI) and
significant cost savings.



Value
Proposition

Quantified Benefit / ROI Efficiency Gains

Compliance
Automation

50-70% reduction in time spent on
compliance audits and data mapping
activities.

Data stewards can focus on
policy refinement rather
than manual data discovery.

Data Breach
Prevention

Mitigation of $3.86 million (average cost
of a data breach) by enforcing network
isolation and strong encryption.

Reduced financial and
reputational risk associated
with data exposure.

Operational
Efficiency

20-30% faster time-to-insight for
analysts due to a trusted, classified, and
easily discoverable data catalog.

Elimination of “shadow IT”
data copies and reduced
time spent searching for
data.

Cost
Optimization

15-25% reduction in overall data
platform costs through optimized
resource usage (e.g., pausing Synapse
pools) and intelligent data tiering.

Better resource utilization
and alignment of storage
costs with data access
frequency.

By mitigating risks and automating compliance, the project shifts the focus from
reactive security firefighting to proactive, strategic data utilization, delivering a
significant competitive advantage.

3. GRC Mapping

Governance, Risk, and Compliance (GRC) are integral to this project’s design. The
architecture and implementation steps are explicitly mapped to key controls from
leading industry and regulatory frameworks.



GRC
Component

Framework
Specific Control
Addressed

Project Implementation Detail

Data Protection
NIST SP 800-
53

PR.DS-1 (Data at
Rest), PR.DS-2 (Data
in Transit)

Customer-Managed Keys (CMK)
in Azure Key Vault for ADLS
Gen2 and Synapse; Azure
Private Link for all service
connections.

Information
Classification

ISO/IEC
27001:2013

A.8.2.1 (Classification
of information)

Microsoft Purview’s automated
scanning and sensitivity
labeling (e.g., PII, Confidential).

Access Control
SOC 2 (Trust
Services
Criteria)

CC6.1 (Logical Access)

Synapse RBAC, ADLS Gen2
ACLs, and the principle of least
privilege enforced across all
data plane operations.

Privacy by
Design

GDPR
Article 25 (Data
protection by design
and default)

Dynamic Data Masking (DDM)
and Row-Level Security (RLS)
implemented on Azure SQL DB
to minimize data exposure.

Data Loss
Prevention
(DLP)

NIST CSF
PR.DS-5 (Data
Leakage Prevention)

Network isolation via Private
Link and Purview policies to
monitor and block
unauthorized data movement.

Cryptography HIPAA
§164.312(a)(2)(iv)
(Encryption)

Mandatory use of CMK for data
at rest and TLS 1.2+ for all data
in transit.

Security Policy PCI DSS

Requirement 12
(Maintain a policy
that addresses
information security)

The entire Purview governance
framework serves as the
automated enforcement
mechanism for the security
policy.

The solution provides comprehensive audit evidence, including:

Data Classification Reports: Generated by Microsoft Purview, detailing the
location and sensitivity of all data assets.



Access Logs and Audit Trails: Detailed logs from Azure Monitor, Synapse, and
ADLS Gen2 tracking all data access attempts and policy enforcement actions.

Encryption Key Usage Records: Audit logs from Azure Key Vault detailing when
and by whom the CMKs were accessed.

4. Prerequisites

Before beginning the deployment, ensure the following accounts, tools, and
permissions are in place.

4.1. Required Tools and Software

1. Azure CLI: The command-line interface for managing Azure resources.

# Verify installation

az --version

2. PowerShell (Optional but Recommended): For advanced scripting and
management tasks, especially related to Purview and network configuration.

3. Git: For cloning and managing configuration files.

4.2. Azure Account and Permissions

Azure Subscription: An active Azure subscription.

Permissions: The deploying user/service principal must have the Owner or
Contributor role at the subscription or resource group level to create all
necessary resources (Synapse, Purview, Key Vault, Networking).

Managed Identity Permissions: The Managed Identities of the Synapse and
Purview accounts will require specific data plane roles (e.g., Storage Blob Data
Contributor on ADLS Gen2, db_datareader on Synapse SQL pools).

4.3. Environment Variable Setup

Set the following environment variables in your deployment shell. These variables
ensure consistency and simplify the execution of the deployment scripts.



# Project Variables

export PROJECT_ID="PRJ-AZURE-DATA-072"

export RESOURCE_GROUP="rg-synapse-data-sec-072"

export LOCATION="eastus" # Choose a region that supports all services (e.g., 

eastus, westus2, westeurope)

export SYNAPSE_WORKSPACE="synapse-ws-072"

export DATALAKE_ACCOUNT="datalake072"

export KEYVAULT_NAME="kv-synapse-072"

export PURVIEW_ACCOUNT="purview-acct-072"

export SQL_SERVER="sqlserver-072"

export SQL_DB="sqldb-072"

export COSMOSDB_ACCOUNT="cosmosdb-072"

export VNET_NAME="vnet-synapse-072"

export SUBNET_NAME="subnet-synapse"

export VNET_PREFIX="10.0.0.0/16"

export SUBNET_PREFIX="10.0.1.0/24"

5. Architecture Overview

The architecture is designed as a secure, hub-and-spoke model, where the data
processing hub (Azure Synapse) and all data sources/sinks are isolated within a private
network and governed centrally.

Data Flow and Component Interaction

1. Data Sources: Data originates from Azure SQL Database and Azure Cosmos DB.
These services are configured with Private Endpoints to ensure that all data
ingestion into the analytics platform occurs over the secure Azure backbone,
bypassing the public internet.

2. Storage Layer: Azure Data Lake Storage Gen2 (ADLS Gen2) serves as the
central, highly scalable storage layer. It is configured with Customer-Managed
Keys (CMK) from Azure Key Vault for encryption at rest and secured with
Private Endpoints and fine-grained ACLs.

3. Processing Layer: Azure Synapse Analytics connects to ADLS Gen2 using its
Managed Identity. Synapse is deployed with its own Private Endpoints for its
SQL, Development, and Web interfaces, ensuring that only users or services
within the secure Virtual Network (VNet) can access the workspace.



4. Governance Layer: Microsoft Purview is deployed with a Private Endpoint and
continuously scans the metadata of all connected data sources (Synapse, ADLS
Gen2, SQL DB, Cosmos DB). It automatically classifies sensitive data (e.g., PII,
financial data) and applies governance policies.

5. Security Layer: Azure Key Vault is the central repository for all cryptographic
keys (CMK) and service secrets. Azure Private Link is the networking backbone,
ensuring all service-to-service communication is secure and private.

The Role of Private Link

Azure Private Link is the most critical security component. It achieves network
isolation by:

Private IP Access: Exposing Azure services to the VNet via a private IP address.

No Public Exposure: The public endpoints of the services (Synapse, Purview,
ADLS Gen2) are disabled or restricted.

Data Exfiltration Prevention: By forcing all traffic through the VNet, it prevents
data from being routed to unauthorized public destinations.

6. Step-by-Step Implementation

This section provides the detailed, production-ready steps for deploying and
configuring the secure analytics platform.

Step 6.1: Setup Resource Group and Virtual Network

We start by establishing the foundational networking and resource container.



# 1. Create Resource Group

echo "Creating Resource Group: $RESOURCE_GROUP in $LOCATION"

az group create --name $RESOURCE_GROUP --location $LOCATION

# 2. Create Virtual Network (VNet)

echo "Creating VNet: $VNET_NAME"

az network vnet create \

    --name $VNET_NAME \

    --resource-group $RESOURCE_GROUP \

    --location $LOCATION \

    --address-prefix $VNET_PREFIX

# 3. Create Subnet for Private Endpoints

echo "Creating Subnet: $SUBNET_NAME"

az network vnet subnet create \

    --name $SUBNET_NAME \

    --resource-group $RESOURCE_GROUP \

    --vnet-name $VNET_NAME \

    --address-prefixes $SUBNET_PREFIX \

    --disable-private-endpoint-network-policies true

Step 6.2: Deploy Azure Key Vault and Customer-Managed Key (CMK)

Key Vault is essential for securely storing the CMK used to encrypt data in ADLS Gen2
and Synapse.



# 4. Create Azure Key Vault

echo "Creating Key Vault: $KEYVAULT_NAME"

az keyvault create \

    --name $KEYVAULT_NAME \

    --resource-group $RESOURCE_GROUP \

    --location $LOCATION \

    --enabled-for-disk-encryption true \

    --sku standard \

    --enable-rbac-authorization true # Use RBAC for modern access control

# 5. Create a Key for Synapse and ADLS CMK

echo "Creating CMK 'SynapseCMK' in Key Vault"

az keyvault key create \

    --vault-name $KEYVAULT_NAME \

    --name SynapseCMK \

    --kty RSA \

    --size 3072

# 6. Retrieve the Key ID for later use

export KEY_ID=$(az keyvault key show \

    --vault-name $KEYVAULT_NAME \

    --name SynapseCMK \

    --query 'key.kid' --output tsv)

echo "Key ID: $KEY_ID"

Step 6.3: Deploy Azure Data Lake Storage Gen2 (ADLS Gen2)

The data lake is deployed with hierarchical namespace enabled and CMK encryption.



# 7. Create ADLS Gen2 Account with CMK

echo "Creating ADLS Gen2 Account: $DATALAKE_ACCOUNT"

az storage account create \

    --name $DATALAKE_ACCOUNT \

    --resource-group $RESOURCE_GROUP \

    --location $LOCATION \

    --kind StorageV2 \

    --sku Standard_LRS \

    --hierarchical-namespace true \

    --allow-blob-public-access false \

    --encryption-key-source Microsoft.Keyvault \

    --encryption-key-vault $KEYVAULT_NAME \

    --encryption-key-name SynapseCMK \

    --encryption-key-version $(echo $KEY_ID | awk -F'/' '{print $NF}')

# 8. Grant Key Vault Access to Storage Account Managed Identity

# This step requires the Storage Account's Managed Identity to be granted 

Key Vault Crypto Service Encryption User role.

STORAGE_ID=$(az storage account show --name $DATALAKE_ACCOUNT --resource-

group $RESOURCE_GROUP --query identity.principalId --output tsv)

KEYVAULT_SCOPE_ID=$(az keyvault show --name $KEYVAULT_NAME --resource-group 

$RESOURCE_GROUP --query id --output tsv)

az role assignment create \

    --role "Key Vault Crypto Service Encryption User" \

    --assignee $STORAGE_ID \

    --scope $KEYVAULT_SCOPE_ID

# 9. Create a container for raw data

echo "Creating 'raw' container"

az storage container create \

    --name raw \

    --account-name $DATALAKE_ACCOUNT \

    --auth-mode login

Step 6.4: Deploy Azure Synapse Analytics Workspace

The Synapse workspace is deployed, linked to the ADLS Gen2 and Key Vault.



# 10. Get the ADLS Gen2 ID for Synapse setup

DATALAKE_ID=$(az storage account show --name $DATALAKE_ACCOUNT --resource-

group $RESOURCE_GROUP --query id --output tsv)

# 11. Create Synapse Workspace

echo "Creating Synapse Workspace: $SYNAPSE_WORKSPACE"

az synapse workspace create \

    --name $SYNAPSE_WORKSPACE \

    --resource-group $RESOURCE_GROUP \

    --location $LOCATION \

    --storage-account $DATALAKE_ACCOUNT \

    --file-system raw \

    --key-vault $KEYVAULT_NAME \

    --key-vault-key-id "$KEY_ID" \

    --key-vault-key-name SynapseCMK \

    --key-vault-key-version $(echo $KEY_ID | awk -F'/' '{print $NF}') \

    --no-wait

# Note: Wait for Synapse deployment to complete before proceeding.

echo "Waiting for Synapse deployment to complete..."

az synapse workspace wait --name $SYNAPSE_WORKSPACE --resource-group 

$RESOURCE_GROUP --created

Step 6.5: Deploy Microsoft Purview Account

The Purview account is deployed with public network access disabled for maximum
security.

# 12. Deploy Purview Account

echo "Deploying Purview Account: $PURVIEW_ACCOUNT"

az purview account create \

    --name $PURVIEW_ACCOUNT \

    --resource-group $RESOURCE_GROUP \

    --location $LOCATION \

    --public-network-access Disabled \

    --no-wait

# Note: Purview provisioning can take 10-15 minutes.

echo "Waiting for Purview deployment to complete..."

az purview account wait --name $PURVIEW_ACCOUNT --resource-group 

$RESOURCE_GROUP --created



Step 6.6: Secure Connectivity with Azure Private Link

This is the most critical security step, isolating all services within the VNet. We create
Private Endpoints for Synapse, ADLS Gen2, Key Vault, and Purview.



SYNAPSE_ID=$(az synapse workspace show --name $SYNAPSE_WORKSPACE --resource-

group $RESOURCE_GROUP --query id --output tsv)

DATALAKE_ID=$(az storage account show --name $DATALAKE_ACCOUNT --resource-

group $RESOURCE_GROUP --query id --output tsv)

KEYVAULT_ID=$(az keyvault show --name $KEYVAULT_NAME --resource-group 

$RESOURCE_GROUP --query id --output tsv)

PURVIEW_ID=$(az purview account show --name $PURVIEW_ACCOUNT --resource-

group $RESOURCE_GROUP --query id --output tsv)

# 13. Create Private Endpoints for Synapse (SQL, Dev, Web)

echo "Creating Synapse Private Endpoints..."

for group in sql dev web; do

    az network private-endpoint create \

        --name pe-synapse-$group \

        --resource-group $RESOURCE_GROUP \

        --vnet-name $VNET_NAME \

        --subnet $SUBNET_NAME \

        --private-connection-resource-id $SYNAPSE_ID \

        --group-id $group \

        --connection-name synapse-$group-conn \

        --location $LOCATION

done

# 14. Create Private Endpoints for ADLS Gen2 (Blob and DFS)

echo "Creating ADLS Gen2 Private Endpoints..."

for group in blob dfs; do

    az network private-endpoint create \

        --name pe-datalake-$group \

        --resource-group $RESOURCE_GROUP \

        --vnet-name $VNET_NAME \

        --subnet $SUBNET_NAME \

        --private-connection-resource-id $DATALAKE_ID \

        --group-id $group \

        --connection-name datalake-$group-conn \

        --location $LOCATION

done

# 15. Create Private Endpoint for Key Vault

echo "Creating Key Vault Private Endpoint..."

az network private-endpoint create \

    --name pe-keyvault \

    --resource-group $RESOURCE_GROUP \

    --vnet-name $VNET_NAME \

    --subnet $SUBNET_NAME \

    --private-connection-resource-id $KEYVAULT_ID \



    --group-id vault \

    --connection-name keyvault-conn \

    --location $LOCATION

# 16. Create Private Endpoint for Purview (Account and Portal)

echo "Creating Purview Private Endpoints..."

for group in account portal; do

    az network private-endpoint create \

        --name pe-purview-$group \

        --resource-group $RESOURCE_GROUP \

        --vnet-name $VNET_NAME \

        --subnet $SUBNET_NAME \

        --private-connection-resource-id $PURVIEW_ID \

        --group-id $group \

        --connection-name purview-$group-conn \

        --location $LOCATION

done

# 17. Configure Private DNS Zones (CRITICAL STEP)

# This step ensures that the private IP addresses are resolved correctly 

within the VNet.

# The required DNS zones are: privatelink.azurewebsites.net, 

privatelink.blob.core.windows.net, privatelink.dfs.core.windows.net, 

privatelink.vaultcore.azure.net, privatelink.purview.azure.com, 

privatelink.purviewstudio.azure.com, privatelink.sql.azuresynapse.net, 

privatelink.dev.azuresynapse.net.

# The Azure CLI automatically handles the creation and linking of these 

zones when creating the Private Endpoints, but manual verification is 

recommended.

Step 6.7: Configure Microsoft Purview for Governance

After deployment, Purview must be configured to discover and govern the data assets.

1. Register Data Sources: Use the Purview API or portal to register the Synapse
Workspace and ADLS Gen2 as data sources. The provided purview-synapse-
scan.json  can be used as a template for API registration.

2. Set up Credentials: Configure a Managed Identity credential in Purview that has
the necessary permissions (e.g., Storage Blob Data Reader on ADLS Gen2) to
access the data sources.

3. Create Scan Rules: Define a scan rule set to include system and custom
classification rules (e.g., for PII, financial data).



4. Run Initial Scan: Execute a full scan on the ADLS Gen2 and Synapse data
sources.

Step 6.8: Implement Data Security Controls (DDM and RLS)

These controls are implemented at the data source level (Azure SQL DB) to restrict
data visibility.

-- Example T-SQL for Dynamic Data Masking (DDM) on Azure SQL DB

-- Connect to your Azure SQL DB

ALTER TABLE [dbo].[Customers]

ALTER COLUMN [Email] ADD MASKED WITH (FUNCTION = 'email()');

ALTER TABLE [dbo].[Customers]

ALTER COLUMN [CreditCardNumber] ADD MASKED WITH (FUNCTION = 

'partial(0,"XXXX-XXXX-XXXX-",4)');

-- Example T-SQL for Row-Level Security (RLS)

-- 1. Create a security policy function

CREATE FUNCTION Security.fn_securitypredicate(@UserName AS sysname)

    RETURNS TABLE

    WITH SCHEMABINDING

AS

    RETURN SELECT 1 AS fn_securitypredicate_result

    WHERE @UserName = USER_NAME() OR USER_NAME() = 'DataAdmin';

-- 2. Create the security policy

CREATE SECURITY POLICY SalesFilter

ADD FILTER PREDICATE Security.fn_securitypredicate(SalesPerson)

ON dbo.SalesData

WITH (STATE = ON);

7. Validation & Testing

A robust validation process is essential to confirm that both the functionality and the
security controls are working as intended.



7.1. Network and Connectivity Test

The primary goal is to confirm that the Private Link configuration is successful and
public access is blocked.

Test Case Expected Result Verification Command/Action

Public
Access
Block

Attempt to access Synapse Studio URL
from a machine outside the VNet should
fail (connection timeout or access
denied).

Use a standard web browser or
curl  from a non-VNet connected

machine.

Private
Access
Success

Accessing Synapse Studio URL from a
machine inside the VNet (e.g., a jump
box or Azure VM) should succeed.

Use a browser on a VNet-
connected VM.

DNS
Resolution

DNS query for synapse-ws-
072.sql.azuresynapse.net  from inside
the VNet should resolve to a private IP
address (e.g., 10.0.1.x).

nslookup synapse-ws-

072.sql.azuresynapse.net  from
the VNet.

7.2. Data Governance and Classification Test

This test validates the Microsoft Purview integration.

1. Upload Test Data: Upload a file named customer_pii.csv  containing columns
like Name , Email , and SSN  to the ADLS Gen2 raw  container.

2. Trigger Purview Scan: In the Purview portal, manually trigger a scan for the
ADLS Gen2 data source.

3. Verify Classification: After the scan completes, navigate to the Purview Data
Map and search for customer_pii.csv . Confirm that the columns are
automatically labeled with sensitivity classifications (e.g., EU.PII.Name ,
Financial.SSN ).

4. Verify Policy Enforcement: If a policy is set up (e.g., to restrict access to data
labeled Highly Confidential ), attempt to access the data with a user who
should be blocked and confirm the access denial is logged.



7.3. Security Control Test (DDM/RLS)

Validate the fine-grained security controls on the data sources.

-- 1. Verify DDM is active on Azure SQL DB

SELECT name, is_masked, masking_function

FROM sys.masked_columns

WHERE is_masked = 1;

-- Expected: The sensitive columns (Email, CreditCardNumber) should show 

is_masked = 1.

-- 2. Test RLS

-- Connect as a non-admin user (e.g., 'AnalystUser')

EXECUTE AS USER = 'AnalystUser';

SELECT * FROM dbo.SalesData;

REVERT;

-- Expected: 'AnalystUser' should only see rows where their username matches 

the SalesPerson column, demonstrating RLS is active.

8. Troubleshooting

This section covers common issues encountered during the deployment and operation
of a secure Azure Synapse and Purview environment.



Issue Potential Cause Resolution

Synapse cannot
access ADLS
Gen2

Synapse Managed
Identity is missing
the required data
plane role.

Grant the Synapse Workspace Managed Identity
the Storage Blob Data Contributor role on the
ADLS Gen2 account.

Purview scan
fails with 403

Purview Managed
Identity lacks
permissions on the
data source, or the
Private Endpoint
connection is
pending.

Ensure the Purview Managed Identity has Storage
Blob Data Reader on ADLS Gen2. Check the
Private Endpoint connection status in the Purview
portal and approve if pending.

Access Denied
(403) from VNet

Private DNS Zone
configuration is
incorrect, leading to
public IP resolution.

Verify that the Private DNS Zones (e.g.,
privatelink.blob.core.windows.net ) are

correctly linked to the VNet and that DNS records
for the private endpoints exist.

Key Vault CMK
error on
Synapse/ADLS

The service’s
Managed Identity is
missing the
necessary Key Vault
RBAC role.

Grant the Synapse/ADLS Managed Identity the Key
Vault Crypto Service Encryption User role on the
Key Vault scope.

Synapse Spark
Pool startup
failure

Insufficient
permissions for the
Synapse Managed
Identity to access
the ADLS Gen2
staging folder.

Ensure the Synapse Managed Identity has Storage
Blob Data Contributor on the ADLS Gen2 file
system root and the staging folder.

Cannot access
Synapse Studio

The user’s machine
is not connected to
the VNet, and the
Synapse Web Private
Endpoint is blocking
access.

Use a jump box VM inside the VNet or configure a
Point-to-Site VPN connection to the VNet.



9. Cost Optimization

While security is paramount, the architecture is designed for cost efficiency by
leveraging Azure’s flexible consumption models.

1. Synapse Pools Strategy:

Serverless SQL Pool: Use the serverless pool for all ad-hoc queries, data
exploration, and unpredictable workloads. You only pay for the data
processed.

Dedicated SQL Pools: Only provision dedicated pools for predictable, high-
volume, mission-critical data warehousing workloads. Crucially, pause the
dedicated pool when not in use (e.g., outside business hours) to save
significant compute costs.

Spark Pools: Configure auto-scaling and auto-pause for Spark pools to
ensure they only consume resources when jobs are actively running.

2. ADLS Gen2 Tiering:

Implement lifecycle management policies to automatically transition data
from the Hot access tier (expensive, low latency) to the Cool or Archive tiers
(cheaper, higher latency) as it ages. For example, move data older than 30
days to Cool and data older than 180 days to Archive.

3. Microsoft Purview Scans:

Optimize Scan Schedules: Avoid running full, deep scans too frequently.
Schedule full scans only after major data ingestion events or policy
changes. Use incremental scans where possible.

Scope Scans: Restrict the scope of scans to specific containers or folders
where sensitive data is likely to reside, rather than scanning the entire data
lake unnecessarily.

4. Networking Costs:

While Private Link adds a small cost per endpoint, the security benefits
outweigh the cost. Ensure you only create the necessary Private Endpoints
(e.g., only Blob and DFS for ADLS Gen2, not File or Queue).



10. Security Best Practices

The security posture of this project is built on the following non-negotiable best
practices:

1. Network Isolation (Private Link): Mandatory use of Azure Private Link for all
data services (Synapse, ADLS Gen2, Key Vault, Purview, Azure SQL DB, Cosmos
DB). This eliminates public internet exposure and prevents data exfiltration.

2. Managed Identities (MI): Never use connection strings or shared secrets for
service-to-service communication. Use System-Assigned Managed Identities
for Synapse, Purview, and ADLS Gen2 to authenticate to other Azure services
(e.g., Synapse to ADLS Gen2, Purview to Synapse).

3. Customer-Managed Keys (CMK): Configure all services that support it (Synapse,
ADLS Gen2) to use Customer-Managed Keys stored in Azure Key Vault. This
provides full control over the encryption keys and is a critical compliance
requirement for many frameworks.

4. Principle of Least Privilege (PoLP): Implement fine-grained access control using
Synapse RBAC and ADLS Gen2 ACLs. Users and service principals should only be
granted the minimum permissions required to perform their specific tasks. For
example, data scientists should only have Storage Blob Data Reader on the data
lake, not Contributor.

5. Data Masking and RLS: Implement Dynamic Data Masking (DDM) on sensitive
columns in Azure SQL DB and Row-Level Security (RLS) to restrict data visibility
based on user roles or attributes. This ensures that even authorized users only
see the data they are explicitly allowed to see.

6. Audit Logging and Monitoring: Enable comprehensive diagnostic logging for all
services (Synapse, Key Vault, ADLS Gen2) and stream logs to a central Azure Log
Analytics Workspace for continuous monitoring, threat detection, and
compliance auditing.

7. Key Rotation Policy: Establish an automated key rotation policy for the CMKs in
Azure Key Vault to minimize the risk associated with long-lived keys.



11. Cleanup

To remove all resources created by this deployment and avoid ongoing charges,
execute the following command. Warning: This action is irreversible.

echo "Deleting Resource Group: $RESOURCE_GROUP"

az group delete --name $RESOURCE_GROUP --yes --no-wait

This comprehensive guide ensures that the deployment of PRJ-AZURE-DATA-072 is not
only functional but also adheres to the highest standards of security and governance,
making it truly production-ready.


