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This document provides a comprehensive, production-ready implementation guide
for PRJ-GCP-DATA-076, a robust solution for serverless data security and governance
on Google Cloud Platform (GCP). The guide is designed for cloud architects, security
engineers, and DevOps professionals responsible for deploying and maintaining
secure data environments.

1. Project Overview

The PRJ-GCP-DATA-076 project establishes a zero-trust data perimeter and a unified
governance framework across critical GCP data services. While the underlying data
processing may involve serverless components like Dataflow or Cloud Functions, the
core focus of this implementation is on securing sensitive data at rest and in transit
within BigQuery, Cloud Storage, and Cloud SQL.

The solution leverages four foundational GCP services to achieve a high standard of
data protection and compliance:

1. VPC Service Controls (VPC SC): Creates a security perimeter around GCP
resources to mitigate data exfiltration risks.

2. Cloud Data Loss Prevention (DLP): Automates the discovery, classification, and
de-identification of sensitive data (e.g., PII, financial data).

3. Dataplex: Provides a centralized data governance layer, unifying metadata,
security, and compliance policies across disparate data assets.

4. Customer-Managed Encryption Keys (CMEK): Ensures that data is encrypted
using keys managed by the customer via Cloud Key Management Service (KMS),



fulfilling stringent regulatory requirements.

This architecture ensures that security and governance are implemented at the
platform level, providing a transparent and high-performance environment for data
consumers while maintaining strict adherence to global compliance standards.

2. Business Context

The Problem: Data Sprawl and Compliance Risk

Modern organizations face a dual challenge: the exponential growth of data across
various cloud services (data sprawl) and the increasing complexity of global data
privacy regulations (e.g., GDPR, HIPAA). Without a centralized, automated security and
governance solution, organizations are exposed to significant risks:

Data Breaches: Unauthorized access or data exfiltration from sensitive data
stores.

Non-Compliance Penalties: Fines and legal repercussions from failing to meet
regulatory mandates for data protection.

Inefficient Operations: Manual classification, access control, and audit
preparation are time-consuming and error-prone, diverting valuable engineering
resources.

The Solution: Automated, Native GCP Security

PRJ-GCP-DATA-076 addresses these challenges by implementing a comprehensive,
automated data security and governance solution using native GCP tools. This
approach centralizes policy enforcement and monitoring, making security an inherent
part of the data platform rather than an afterthought.

Quantified Business Value and ROI

The implementation of this project translates directly into measurable business value,
offering a strong return on investment (ROI) through risk mitigation and efficiency
gains.



Feature Description Quantified Value/ROI

Risk Mitigation
(VPC SC & DLP)

Prevents data exfiltration and
unauthorized access to sensitive
data assets.

ROI: Avoidance of potential
data breach costs, estimated at
$4.45 million on average per
incident [1].

Compliance
Automation (DLP
& Dataplex)

Automated data discovery,
classification, and policy
enforcement simplify audit
preparation.

Efficiency Gain: Estimated 40-
60% reduction in manual effort
for compliance reporting and
audit evidence gathering.

Unified
Governance
(Dataplex)

Centralized metadata and security
policies across BigQuery, Cloud
Storage, and Cloud SQL.

Efficiency Gain: 25% faster
time-to-insight for data teams
due to reliable, governed data
assets.

Data Protection
(CMEK)

Provides cryptographic control over
data at rest, meeting strict
regulatory requirements (e.g.,
HIPAA, PCI DSS).

Cost Savings: Avoidance of
non-compliance fines, which
can reach 4% of annual global
turnover under GDPR.

Performance

Security controls are implemented
at the platform level (e.g., VPC SC,
CMEK), ensuring zero impact on
query or processing performance.

Operational Value: Maintains
high analytical throughput,
ensuring business continuity.

3. GRC Mapping

This solution is explicitly designed to align with major industry compliance
frameworks and regulatory requirements by mapping specific GCP service capabilities
to required controls.



Framework Control/Requirement Implementation Detail GRC Rationale

NIST SP
800-53

PR.DS-1 (Data
protection), PR.DS-5
(Data leak protection)

CMEK for encryption;
Cloud DLP for data
discovery and protection.

Ensures data is
protected at rest and
that mechanisms
are in place to
prevent
unauthorized
disclosure.

ISO
27001:2022

A.8.2 (Information
classification), A.18.1
(Data protection)

Data classification and
labeling via Dataplex/DLP;
VPC SC for network
perimeter.

Establishes a formal
process for
classifying
information and
protecting it with a
secure boundary.

CIS
Controls v8

Control 3 (Data
Protection), Control 13
(Data Protection)

BigQuery column-level
security; restricted access
via IAM and VPC SC.

Focuses on
managing sensitive
data and
implementing
robust access
control
mechanisms.

GDPR
Article 32 (Data
security), Article 25
(Privacy by design)

Encryption (CMEK) and
pseudonymization (DLP
tokenization/redaction).

Mandates
appropriate
technical and
organizational
measures to ensure
a level of security
appropriate to the
risk, including
encryption and data
minimization.



Framework Control/Requirement Implementation Detail GRC Rationale

HIPAA

§164.312(a)(2)(iv)
(Encryption),
§164.312(e)
(Transmission security)

CMEK for Protected Health
Information (PHI); VPC SC
to prevent unauthorized
external access.

Requires
mechanisms to
encrypt electronic
PHI and protect it
from unauthorized
access during
transmission.

PCI DSS
v4.0

Requirement 3 (Protect
stored data),
Requirement 4 (Encrypt
transmission)

Encryption of Cardholder
Data (CMEK); VPC SC for
secure processing
environment.

Ensures that stored
cardholder data is
protected and that
data is encrypted
over open, public
networks.

SOC 2
CC6.1 (Logical access),
CC6.7 (Data
classification)

IAM policies and BigQuery
column-level security;
Cloud DLP classification
reports.

Addresses the need
for logical access
controls and the
classification of data
to determine
appropriate
protection.

Audit Evidence

The system is configured to automatically generate and retain the following evidence,
which is crucial for compliance audits:

Data Classification Reports: Generated by Dataplex and Cloud DLP, detailing the
location and type of sensitive data found.

Access Logs and Audit Trails: Provided by Cloud Audit Logs, capturing all
administrative and data access events across the perimeter.

DLP Scan Results: Detailed records of sensitive data findings and the actions
taken (e.g., redaction, tokenization).

Encryption Key Usage: Records from Cloud KMS showing key creation, rotation,
and usage, proving cryptographic control.



4. Prerequisites

Before beginning the deployment, ensure the following accounts, tools, and
permissions are in place.

4.1. GCP Project and Billing

1. GCP Project: A dedicated GCP project must be created. For this guide, we use the
placeholder ID PRJ-GCP-DATA-076 .

2. Billing: Billing must be enabled for the project to utilize the required services
(KMS, DLP, Dataplex, etc.).

3. Permissions: The deploying user or service account must have the following IAM
roles:

roles/owner  or a combination of roles/project.editor ,
roles/cloudkms.admin , roles/dlp.admin , roles/dataplex.admin , and
roles/accesscontextmanager.policyAdmin .

4.2. Local Environment Setup

1. Google Cloud SDK (gcloud CLI): The latest version of the SDK must be installed
and configured.

2. Authentication: Authenticate the CLI and set the target project.

# Install gcloud CLI if not present (refer to Google Cloud documentation)

# Authenticate the user

gcloud auth login

# Set the target project ID

export PROJECT_ID="PRJ-GCP-DATA-076"

gcloud config set project $PROJECT_ID

4.3. API Enablement

The following GCP APIs must be explicitly enabled in the project. These services form
the foundation of the security and governance architecture.



API Name Purpose

cloudkms.googleapis.com Customer-Managed Encryption Keys (CMEK)

dlp.googleapis.com Cloud Data Loss Prevention (DLP)

dataplex.googleapis.com Dataplex (Unified Governance)

compute.googleapis.com Compute Engine (Required for VPC Service Controls)

bigquery.googleapis.com BigQuery (Data Warehouse)

storage.googleapis.com Cloud Storage (Data Lake)

# Enable all required APIs in a single command

gcloud services enable \

    cloudkms.googleapis.com \

    dlp.googleapis.com \

    dataplex.googleapis.com \

    compute.googleapis.com \

    bigquery.googleapis.com \

    storage.googleapis.com

5. Architecture Overview

The architecture is a layered defense model, centered on the principle of a secure data
perimeter.

5.1. The Secure Data Perimeter (VPC Service Controls)

The outermost layer is the VPC Service Controls (VPC SC) perimeter. This acts as a
virtual firewall for GCP services, preventing data from being exfiltrated to
unauthorized projects or external networks. All protected services (BigQuery, Cloud
Storage, Cloud SQL, DLP) are placed inside this perimeter. Any request originating
from outside the perimeter, or attempting to move data to a resource outside the
perimeter, is blocked, even if the user has the necessary IAM permissions.



5.2. Data Protection at Rest (CMEK)

Within the perimeter, Customer-Managed Encryption Keys (CMEK), managed via
Cloud KMS, are applied to the core data stores (Cloud Storage buckets and BigQuery
datasets). This provides the customer with full control over the cryptographic keys
used to protect their data, a critical requirement for many compliance regimes.

5.3. Data Governance and Discovery (Dataplex & DLP)

Dataplex serves as the unified governance layer, creating a “Lake” that logically links
data assets across the project. It provides metadata management and facilitates data
discovery.

Cloud DLP is integrated to automatically scan and classify data within the Dataplex-
governed assets (e.g., Cloud Storage buckets). DLP identifies sensitive information (PII,
financial data) and can be configured to redact, mask, or tokenize this data, ensuring
that sensitive information is never exposed in raw form.

5.4. Fine-Grained Access Control (BigQuery Column-Level Security)

The final layer involves fine-grained access controls. For structured data in BigQuery,
Column-Level Security is implemented. This allows administrators to define policies
that restrict access to specific columns (e.g., SSN, salary) within a table, ensuring that
only authorized users or service accounts can view the most sensitive data fields.

Component Role in Architecture Security Principle

VPC Service
Controls

Network Perimeter Enforcement Data Exfiltration Prevention

Cloud KMS (CMEK) Data Encryption at Rest Cryptographic Control

Cloud DLP
Data Classification and De-
identification

Data Minimization and
Protection

Dataplex Unified Governance and Metadata
Centralized Policy
Management

BigQuery Security Fine-Grained Access Control Least Privilege



6. Step-by-Step Implementation

The following steps detail the deployment process using the gcloud  CLI. Ensure all
prerequisites are met before proceeding.

Step 1: Configure Cloud KMS (CMEK)

We begin by setting up the encryption key that will be used to protect the data assets.

export REGION="us-central1"

export KEY_RING="data-security-keyring"

export KEY_NAME="data-encryption-key"

# 1. Create the KeyRing in the specified region

echo "Creating KMS KeyRing: $KEY_RING in $REGION"

gcloud kms keyrings create $KEY_RING --location $REGION

# 2. Create the CryptoKey for encryption

echo "Creating CryptoKey: $KEY_NAME"

gcloud kms keys create $KEY_NAME \

    --keyring $KEY_RING \

    --location $REGION \

    --purpose "encryption"

# Note: The key is now ready for use by services like Cloud Storage and 

BigQuery.

Step 2: Implement VPC Service Controls Perimeter

This is the most critical security step. The perimeter restricts access to the specified
services, protecting them from external threats.

Crucial Note: VPC SC requires the project number, not the project ID. Replace
PROJECT_NUMBER  with your actual 12-digit project number.



export PERIMETER_NAME="data_governance_perimeter"

# 1. Get the Access Context Manager Policy ID (usually 1)

export POLICY_ID=$(gcloud access-context-manager policies list --

format="value(name)")

echo "Using Access Policy ID: $POLICY_ID"

# 2. Create the service perimeter

# The restricted services are the core data assets and the DLP service 

itself.

echo "Creating VPC Service Controls Perimeter: $PERIMETER_NAME"

gcloud access-context-manager perimeters create $PERIMETER_NAME \

    --policy $POLICY_ID \

    --perimeter-type="regular" \

    --resources="projects/$PROJECT_NUMBER" \

    --restricted-

services="bigquery.googleapis.com,storage.googleapis.com,sqladmin.googleapis.c

\

    --title="Data Governance Perimeter"

# The perimeter creation can take up to 30 minutes to fully propagate.

# You can check the status using: gcloud access-context-manager perimeters 

describe $PERIMETER_NAME --policy $POLICY_ID

Step 3: Set up Dataplex Lake and CMEK-Enabled Assets

We create the data lake structure and ensure the underlying Cloud Storage asset is
protected by the CMEK key.



export LAKE_NAME="governance-lake"

export BUCKET_NAME="$PROJECT_ID-raw-data"

# 1. Create a Cloud Storage bucket for raw data

echo "Creating CMEK-enabled Cloud Storage bucket: gs://$BUCKET_NAME"

gsutil mb -l $REGION -p $PROJECT_ID gs://$BUCKET_NAME

# 2. Apply the CMEK key to the bucket

gsutil kms set 

projects/$PROJECT_ID/locations/$REGION/keyRings/$KEY_RING/cryptoKeys/$KEY_NAME

gs://$BUCKET_NAME

# 3. Create Dataplex Lake

echo "Creating Dataplex Lake: $LAKE_NAME"

gcloud dataplex lakes create $LAKE_NAME \

    --location=$REGION \

    --display-name="Governance Lake"

# 4. Attach the Cloud Storage Asset to the Lake

echo "Attaching Cloud Storage Asset to $LAKE_NAME"

gcloud dataplex assets create storage-asset \

    --location=$REGION \

    --lake=$LAKE_NAME \

    --resource-type=STORAGE_BUCKET \

    --resource-name="projects/$PROJECT_ID/buckets/$BUCKET_NAME" \

    --display-name="Raw Data Storage"

Step 4: Configure Cloud DLP for Data Classification

A DLP Job Trigger is configured to automatically scan the newly created Cloud Storage
bucket for sensitive data on a recurring schedule.



export DLP_JOB_ID="dlp-storage-scan"

export 

INFO_TYPES="CREDIT_CARD_NUMBER,EMAIL_ADDRESS,US_SOCIAL_SECURITY_NUMBER"

# 1. Create a DLP Job Trigger to scan the bucket daily

echo "Creating Cloud DLP Job Trigger: $DLP_JOB_ID"

gcloud dlp job-triggers create storage-scan \

    --trigger-id=$DLP_JOB_ID \

    --location=$REGION \

    --inspect-storage-bucket="gs://$BUCKET_NAME" \

    --inspect-info-types=$INFO_TYPES \

    --schedule-interval="24h" \

    --display-name="Daily Sensitive Data Scan"

# This trigger will automatically run and report findings, providing 

continuous compliance monitoring.

Step 5: Implement BigQuery Column-Level Security

For BigQuery, we establish a dataset and discuss the necessary steps for implementing
fine-grained access control, which requires the Data Catalog API.



export DATASET_ID="analytics_data"

export TABLE_ID="user_profiles"

export COLUMN_NAME="ssn"

# 1. Create a BigQuery dataset (CMEK is typically applied at the dataset 

level)

echo "Creating BigQuery Dataset: $DATASET_ID"

bq mk --dataset --location $REGION $DATASET_ID

# 2. Column-Level Security (Conceptual Steps - Requires Data Catalog 

Taxonomy)

# The actual implementation involves three steps:

# a. Create a Taxonomy in Data Catalog (e.g., 'Confidentiality').

# b. Create Policy Tags within the Taxonomy (e.g., 'Sensitive', 'Non-

Sensitive').

# c. Apply the Policy Tag to the sensitive column in the BigQuery table 

schema.

# d. Define IAM bindings on the Policy Tag to grant access to specific 

users/groups.

# Example: Granting 'data-security-group@example.com' access to the 

'Sensitive' tag

# gcloud data-catalog policy-tags set-iam-policy 

projects/$PROJECT_ID/locations/$REGION/taxonomies/$TAXONOMY_ID/policyTags/$POL

--member='group:data-security-group@example.com' --

role='roles/datacatalog.categoryFineGrainedReader'

# Alternative: Authorized Views

# A simpler, robust alternative is to create an authorized view that 

excludes the sensitive column for general users.

# bq mk --view "SELECT user_id, name FROM 

\`$PROJECT_ID.$DATASET_ID.$TABLE_ID\`" $DATASET_ID.user_profiles_public

7. Validation & Testing

Validation is crucial to confirm that the security controls are correctly configured and
functioning as intended.



7.1. VPC Service Controls Validation

Objective: Verify that the data perimeter is active and prevents unauthorized access.

Test Procedure:

1. Attempt to access the Cloud Storage bucket ( gs://$BUCKET_NAME ) from a
machine or service account that is outside the defined VPC SC perimeter.

2. The access attempt (e.g., gsutil ls gs://$BUCKET_NAME ) must fail with a VPC
Service Controls: Request is prohibited  error, even if the user has the
storage.viewer  IAM role.

3. Attempt to copy data from the protected bucket to an unprotected project. This
must also fail.

7.2. CMEK Verification

Objective: Confirm that the data assets are encrypted using the customer-managed
key.

Test Procedure:

1. Check the encryption status of the Cloud Storage bucket:

gsutil ls -L gs://$BUCKET_NAME | grep "KMS key"

# Expected Output: KMS key: projects/PRJ-GCP-DATA-076/locations/us-

central1/keyRings/data-security-keyring/cryptoKeys/data-encryption-key

2. Check the encryption status of the BigQuery dataset:

bq show --format=prettyjson $DATASET_ID | grep "kmsKeyName"

# Expected Output: "kmsKeyName": "projects/PRJ-GCP-DATA-

076/locations/us-central1/keyRings/data-security-

keyring/cryptoKeys/data-encryption-key"

7.3. DLP Scan Test

Objective: Verify that the Cloud DLP job trigger is correctly identifying sensitive data.



Test Procedure:

1. Create a test file containing mock sensitive data (e.g., fake SSNs, credit card
numbers, email addresses).

2. Upload the test file to the raw data bucket: gsutil cp test_data.txt

gs://$BUCKET_NAME/ .

3. Wait for the DLP job (scheduled for 24h, but can be manually triggered) to run.

4. Check the DLP job status and results:

gcloud dlp job-triggers list --location=$REGION

# Find the job ID and then describe the job to view results.

gcloud dlp jobs describe i-xxxxxxxx --location=$REGION

# Verify that the report shows findings for the specified infoTypes.

7.4. Dataplex Governance Verification

Objective: Ensure the data asset is correctly registered and governed by Dataplex.

Test Procedure:

1. Verify that the Cloud Storage asset is successfully attached to the Lake:

gcloud dataplex assets list --lake=$LAKE_NAME --location=$REGION

# Verify the 'storage-asset' is listed and its state is 'ACTIVE'.

2. Check the Dataplex console to confirm that the data discovery process has run
and that metadata (schema, file count) has been successfully extracted from the
Cloud Storage bucket.

8. Troubleshooting

This section addresses common issues encountered during the deployment and
operation of the secure data platform.



Issue Description Resolution

VPC SC
Access
Denied

A service
account or
user cannot
access a
restricted
service (e.g.,
BigQuery) even
from within
the perimeter.

1. Check Access Levels: Verify the service account or IP
range is explicitly listed in the accessLevels  of the
perimeter. 2. Check Origin: Ensure the request originates
from a permitted network (e.g., a VPC network inside the
perimeter). 3. Propagation Delay: Wait up to 30 minutes for
the perimeter policy to fully propagate.

CMEK
Permission
Error

Services (e.g.,
BigQuery,
Cloud Storage)
fail to write
data, citing a
KMS
permission
error.

1. Grant KMS Encrypter/Decrypter: The service agent for
the GCP service (e.g., service-PROJECT_NUMBER@gs-
project-accounts.iam.gserviceaccount.com  for Cloud
Storage) must be granted the Cloud KMS CryptoKey
Encrypter/Decrypter  role on the specific key ( $KEY_NAME ).

DLP Job
Not
Running

The scheduled
DLP job trigger
does not
execute or fails
silently.

1. Check DLP Service Agent: Ensure the DLP service agent
( service-PROJECT_NUMBER@dlp-
api.iam.gserviceaccount.com ) has the Storage Object
Viewer  role on the source bucket ( $BUCKET_NAME ). 2.
Check API Status: Verify the Cloud DLP API is enabled.

Dataplex
Asset State:
Error

The Dataplex
asset creation
fails or the
state remains
in ERROR .

1. Check Permissions: The Dataplex service account must
have the necessary roles (e.g., Storage Object Admin ) on
the underlying Cloud Storage bucket. 2. Resource Name:
Double-check that the --resource-name  parameter uses
the correct format:
projects/$PROJECT_ID/buckets/$BUCKET_NAME .

BigQuery
Column
Access
Denied

A user cannot
query a
column that
should be
accessible
based on their
role.

1. Data Catalog API: Ensure the Data Catalog API is enabled.
2. Policy Tag Binding: Verify that the user or group is
correctly bound to the Policy Tag with the
roles/datacatalog.categoryFineGrainedReader  role. 3.

Table Schema: Confirm the Policy Tag is correctly applied to
the column in the BigQuery table schema.



9. Cost Optimization

While security and compliance are paramount, optimizing the cost of the underlying
GCP services is essential for a production-ready solution.

9.1. Cloud DLP Optimization

Cloud DLP is a consumption-based service, making it a primary target for cost
optimization.

Targeted Inspection: Instead of scanning entire buckets, use targeted DLP
inspection templates and job triggers. Configure the trigger to scan only new or
modified data (incremental scans) rather than a full re-scan daily.

Sampling: Use sampling where full fidelity is not required. For very large
datasets, scan a statistically significant sample (e.g., 1% of files) to identify
sensitive data patterns, rather than inspecting every byte.

InfoType Selection: Only inspect for the specific infoTypes  relevant to your
compliance needs (e.g., only US_SOCIAL_SECURITY_NUMBER  and
CREDIT_CARD_NUMBER ), avoiding unnecessary checks.

9.2. Dataplex Optimization

Dataplex charges for data discovery and metadata management.

Discovery Scheduling: Configure the discovery schedule for Dataplex assets to
run less frequently (e.g., weekly or monthly) for static or slowly changing data,
instead of the default daily schedule.

Asset Scope: Only attach necessary data assets to the Dataplex Lake. Avoid
attaching temporary or non-critical staging buckets.

9.3. BigQuery Optimization

BigQuery costs are primarily driven by storage and query execution.

Storage Tiers: Utilize BigQuery’s storage tiers. Data that has not been modified
for 90 days automatically moves to the lower-cost long-term storage tier.



Partitioning and Clustering: Implement table partitioning (by date or ingestion
time) and clustering (by frequently filtered columns) to significantly reduce the
amount of data scanned per query, lowering query costs.

CMEK Cost: Cloud KMS keys incur a small cost per key and for key operations.
Ensure key rotation is set to a reasonable period (e.g., 30-90 days) to balance
security and operational cost.

10. Security Best Practices

Beyond the core implementation, adhering to these best practices ensures the long-
term security and maintainability of the data platform.

10.1. Principle of Least Privilege (IAM)

Custom Roles: Avoid using primitive roles (Owner, Editor, Viewer). Instead,
create custom IAM roles that grant only the minimum necessary permissions for
a specific task (e.g., a data-reader  role that can only run BigQuery queries but
cannot modify tables).

Service Accounts: Use dedicated service accounts for all automated processes
(e.g., DLP jobs, Dataplex discovery). Never use user accounts for automated
tasks.

10.2. Key Rotation Policy

Cryptographic keys must be rotated regularly to limit the amount of data encrypted by
a single key version, reducing the impact of a potential key compromise.

Automatic Rotation: Configure automatic key rotation for the Cloud KMS key
( $KEY_NAME ) to meet compliance requirements (e.g., 30-day rotation for PCI
DSS).

gcloud kms keys update $KEY_NAME \

    --keyring $KEY_RING \

    --location $REGION \

    --rotation-period 30d



10.3. Audit Logging and Monitoring

Enable Audit Logs: Ensure Cloud Audit Logs are enabled for all protected
services (BigQuery, Cloud Storage, KMS, VPC SC).

Secure Sink: Export audit logs to a secure, separate project or a dedicated
logging sink (e.g., Cloud Storage bucket or BigQuery dataset) with strict access
controls for long-term retention and security monitoring.

Alerting: Configure Cloud Monitoring alerts for critical security events, such as:
Attempts to bypass the VPC SC perimeter.

High volume of DLP findings.

Changes to IAM policies on sensitive resources.

10.4. Network Segmentation and Defense-in-Depth

VPC SC as Foundation: Treat the VPC SC perimeter as the primary defense layer,
but do not rely on it exclusively.

Firewall Rules: Implement strict VPC firewall rules to control traffic within the
perimeter, ensuring that services can only communicate with necessary
endpoints.

Data Masking/Tokenization: For highly sensitive data, use Cloud DLP’s
advanced de-identification techniques (tokenization or format-preserving
encryption) before the data is even stored, providing an additional layer of
protection even if the perimeter is breached.

11. Cleanup (Optional)

To remove all resources created by this deployment and avoid incurring future costs,
execute the following commands in reverse order of deployment.

WARNING: Deleting resources is irreversible. Ensure you have backed up any
necessary data.



# Set environment variables if not already set

# export PROJECT_ID="PRJ-GCP-DATA-076"

# export REGION="us-central1"

# export LAKE_NAME="governance-lake"

# export DLP_JOB_ID="dlp-storage-scan"

# export DATASET_ID="analytics_data"

# export BUCKET_NAME="$PROJECT_ID-raw-data"

# export KEY_RING="data-security-keyring"

# export KEY_NAME="data-encryption-key"

# export POLICY_ID=$(gcloud access-context-manager policies list --

format="value(name)")

# export PERIMETER_NAME="data_governance_perimeter"

# 1. Delete Dataplex Lake (this will also delete associated assets)

echo "Deleting Dataplex Lake: $LAKE_NAME"

gcloud dataplex lakes delete $LAKE_NAME --location=$REGION --quiet

# 2. Delete Cloud DLP Job Trigger

echo "Deleting Cloud DLP Job Trigger: $DLP_JOB_ID"

gcloud dlp job-triggers delete $DLP_JOB_ID --location=$REGION --quiet

# 3. Delete BigQuery Dataset (requires -r for recursive deletion of tables)

echo "Deleting BigQuery Dataset: $DATASET_ID"

bq rm -r -f $DATASET_ID

# 4. Delete Cloud Storage Bucket (MUST be empty first)

echo "Deleting Cloud Storage Bucket: gs://$BUCKET_NAME"

gsutil rm -r gs://$BUCKET_NAME

# 5. Delete Cloud KMS Key and KeyRing

# Note: Key destruction is irreversible and has a waiting period.

echo "Destroying KMS Key Version and Deleting Key/KeyRing"

gcloud kms keys destroy-version 1 --key $KEY_NAME --keyring $KEY_RING --

location $REGION --quiet

gcloud kms keys delete $KEY_NAME --keyring $KEY_RING --location $REGION --

quiet

gcloud kms keyrings delete $KEY_RING --location $REGION --quiet

# 6. Delete VPC Service Controls Perimeter

echo "Deleting VPC Service Controls Perimeter: $PERIMETER_NAME"

gcloud access-context-manager perimeters delete $PERIMETER_NAME --policy 

$POLICY_ID --quiet



# 7. (Optional) Delete the entire project

# gcloud projects delete $PROJECT_ID


