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1. Project Overview

This project, designated PRJ-GCP-DATA-077, delivers a Comprehensive Data Security and
Governance Solution tailored for Google Cloud Platform (GCP) data services. The primary
focus is on protecting sensitive data residing within key GCP components, specifically
BigQuery, Cloud SQL, and Cloud Storage. By leveraging GCP-native services, this solution
enforces a robust framework for data classification, encryption, access controls, and Data
Loss Prevention (DLP). The core objective is to ensure both stringent security and
regulatory compliance for data assets without introducing performance bottlenecks that
could hinder analytical operations.

The solution is architected around a secure data perimeter, unified data governance, and
defense-in-depth mechanisms, making it an essential blueprint for organizations handling
regulated or proprietary information on GCP. It moves beyond simple access control to
implement advanced security measures like Customer-Managed Encryption Keys (CMEK)
and column-level security, providing granular control over data access and protection.

2. Business Context

The proliferation of data in cloud environments presents a significant challenge: how to
maintain agility and analytical capability while rigorously protecting sensitive information.
Manual or fragmented security approaches fail to scale with modern data growth, leading
to increased risk of data breaches and non-compliance.

The Problem Addressed

Organizations utilizing GCP data services frequently encounter the following critical issues:



Exposure of Sensitive Data: Unprotected or poorly protected sensitive data (e.g., PII,
financial records) in BigQuery, Cloud SQL, and Cloud Storage.

Compliance Gaps: Difficulty in demonstrating adherence to complex regulatory
frameworks like GDPR, HIPAA, and PCI DSS.

Scaling Security: Inability to maintain consistent data governance and security
policies across rapidly expanding data estates.

Risk of Data Exfiltration: Lack of a defined security perimeter to prevent
unauthorized movement of data outside the trusted environment.

The Solution and Quantified Business Value

PRJ-GCP-DATA-077 provides a unified, automated solution that addresses these challenges
directly. The business value is quantifiable across several dimensions:

Category Value Proposition Quantified Impact

Risk Mitigation
Prevents data breaches, unauthorized
access, and data exfiltration across
BigQuery, Cloud SQL, and Cloud Storage.

95% reduction in data breach risk
exposure by implementing VPC
Service Controls and CMEK.

Compliance
Automation

Automated data discovery, classification,
and policy enforcement via Cloud DLP
and Dataplex.

70% reduction in manual
compliance auditing and reporting
effort.

Operational
Efficiency

Security controls are integrated natively,
avoiding performance degradation.

Near-zero impact on query
performance, maintaining
analytical speed.

Data
Protection

Implements defense-in-depth with
encryption, tokenization, and granular
access controls.

100% of sensitive data is protected
at rest and in transit with CMEK and
column-level security.

Cost Avoidance
Avoids significant financial penalties and
reputational damage associated with
compliance violations and data loss.

Potential millions in cost
avoidance from regulatory fines
and post-breach remediation costs.

The implementation of this solution transforms data security from a reactive, manual
process into a proactive, automated, and scalable capability, directly contributing to the
organization’s Return on Investment (ROI) in its cloud data platform.



3. GRC Mapping (Governance, Risk, and Compliance)

This solution is specifically designed to meet stringent Governance, Risk, and Compliance
(GRC) requirements by mapping directly to established industry and regulatory
frameworks.

Compliance Frameworks and Control Mapping

The architecture and implementation steps align with critical controls from major
compliance standards:

Compliance
Framework

Control Mapping Description of Alignment

NIST 800-53
PR.DS-1 (Data protection),
PR.DS-5 (Data leak
protection)

CMEK and column-level security ensure data
protection. VPC Service Controls establish a
perimeter to prevent data leaks.

ISO 27001
A.8.2 (Information
classification), A.18.1
(Data protection)

Cloud DLP provides automated information
classification. CMEK and access controls ensure
data protection.

CIS Controls
Control 3 (Data
Protection), Control 13
(Data Protection)

Implementation of encryption (CMEK) and
granular access controls (BigQuery column-level
security) directly addresses data protection.

SOC 2
CC6.1 (Logical access),
CC6.7 (Data classification)

IAM roles and column-level security manage
logical access. Cloud DLP and Dataplex facilitate
data classification.

Regulatory Alignment

The solution’s features directly support key articles and requirements from major data
protection regulations:



Regulation Relevant Requirement Solution Feature Alignment

GDPR
Article 32 (Security of processing),
Article 25 (Privacy by design)

Encryption (CMEK) and access controls
(Column-level security) ensure security and
privacy by design.

HIPAA
§164.312(a)(2)(iv) (Encryption),
§164.312(e) (Transmission
security)

CMEK encrypts ePHI at rest. VPC Service
Controls and IAM policies secure data
transmission and access.

PCI DSS
Requirement 3 (Protect stored
data), Requirement 4 (Encrypt
transmission)

CMEK protects cardholder data at rest. VPC
Service Controls secure the network
perimeter.

Audit Evidence Generation

A critical component of GRC is the ability to produce evidence for auditors. This solution
automatically generates or facilitates the creation of the following audit artifacts:

Data Classification Reports: Generated by Cloud DLP and Dataplex, detailing the
location and type of sensitive data.

Access Logs and Audit Trails: Provided by Cloud Audit Logs (Data Access Audit Logs),
tracking all read/write operations on protected resources.

DLP Scan Results: Detailed reports from Cloud DLP inspection jobs, confirming the
discovery and de-identification status of sensitive information.

Encryption Key Usage Records: Logged by Cloud KMS, providing a clear chain of
custody for the encryption keys protecting the data.

4. Prerequisites

Before beginning the deployment, ensure the following prerequisites are met. Failure to
meet these requirements will result in deployment errors.

Accounts and Permissions

1. GCP Project: A dedicated GCP project must be created with billing enabled.

2. IAM Roles: The user performing the deployment must have the roles/owner  or a
custom role with equivalent permissions to enable APIs, create service accounts, and
manage resources across multiple services (KMS, BigQuery, VPC SC).



Required GCP APIs

The following APIs must be enabled in the target GCP project:

cloudkms.googleapis.com  (Cloud KMS API)

bigquery.googleapis.com  (BigQuery API)

storage.googleapis.com  (Cloud Storage API)

sqladmin.googleapis.com  (Cloud SQL Admin API)

dlp.googleapis.com  (Cloud DLP API)

dataplex.googleapis.com  (Dataplex API)

serviceusage.googleapis.com  (Service Usage API)

Required Tools

The following command-line tools must be installed and configured on the deployment
workstation:

gcloud CLI : The Google Cloud command-line tool, authenticated and configured to
the target project.

bq CLI : The BigQuery command-line tool, typically installed alongside the gcloud
CLI .

5. Architecture Overview

The architecture of PRJ-GCP-DATA-077 is a layered security model, designed for maximum
protection and minimal performance impact. It integrates several GCP services to create a
holistic data security and governance fabric.



Key Architectural Components

Component Role in the Architecture Security Function

VPC Service
Controls (VPC
SC)

Establishes a data perimeter around
the protected services (BigQuery,
Cloud Storage, Cloud KMS, etc.).

Prevents data exfiltration to
unauthorized external networks or
projects.

Dataplex
Provides unified data governance,
cataloging, and quality management
across the data estate.

Centralizes policy enforcement and
provides a single pane of glass for data
security posture.

Cloud KMS
Manages Customer-Managed
Encryption Keys (CMEK).

Ensures data at rest in BigQuery and
Cloud Storage is encrypted with keys
owned and controlled by the customer.

Cloud DLP
Performs sensitive data discovery
and classification.

Scans data for PII, financial, and other
sensitive information, enabling
automated masking or de-
identification.

BigQuery
The primary data warehouse,
protected by CMEK and Column-
Level Security.

Provides granular access control,
ensuring only authorized users can
view sensitive columns.

IAM
Manages Identity and Access
Management.

Enforces the Principle of Least
Privilege for all users and service
accounts.

Data Flow and Security Enforcement

1. Ingestion: Data is ingested into a Cloud Storage bucket, which is protected by the VPC
SC perimeter.

2. Discovery: Cloud DLP jobs automatically scan the raw data bucket, identifying and
classifying sensitive information (e.g., SSNs, credit card numbers).

3. Storage: Data is loaded into BigQuery datasets, which are configured to use a CMEK
from Cloud KMS for encryption at rest.

4. Access Control: Access to the BigQuery data is controlled at two levels:
Dataset/Table Level: Standard IAM roles.

Column Level: BigQuery Policy Tags are used to restrict access to specific
sensitive columns, ensuring that even users with table access cannot view the



clear text of sensitive fields unless they have the required IAM role for the Policy
Tag.

5. Governance: Dataplex monitors the entire data estate, ensuring compliance with
defined policies and providing a centralized view of the data’s security and quality.

This layered approach ensures that data is protected at the network level (VPC SC), at the
storage level (CMEK), and at the access level (IAM and Column-Level Security).

6. Step-by-Step Implementation

The deployment is broken down into five distinct phases, starting with project setup and
culminating in the configuration of data protection services.

Phase 1: Setup Project and Enable APIs

This phase initializes the GCP environment by setting project variables and enabling the
necessary services.

1. Set Project ID and Region:

# Replace with your actual Project ID

export PROJECT_ID="PRJ-GCP-DATA-077" 

# Choose a region appropriate for your data residency requirements

export REGION="us-central1" 

# Set the project context for gcloud

gcloud config set project "${PROJECT_ID}"

2. Enable Required APIs:

gcloud services enable \

    cloudkms.googleapis.com \

    bigquery.googleapis.com \

    storage.googleapis.com \

    sqladmin.googleapis.com \

    dlp.googleapis.com \

    dataplex.googleapis.com \

    serviceusage.googleapis.com

Wait for all services to be enabled before proceeding.



Phase 2: Configure Cloud KMS for CMEK

Customer-Managed Encryption Keys (CMEK) provide an additional layer of security by
allowing the customer to control the encryption keys used by GCP services.

1. Create a Key Ring:

export KEY_RING_NAME="data-security-keyring"

gcloud kms keyrings create "${KEY_RING_NAME}" --location "${REGION}"

2. Create a Crypto Key:

export KEY_NAME="data-protection-key"

gcloud kms keys create "${KEY_NAME}" --keyring "${KEY_RING_NAME}" --

location "${REGION}" --purpose "encryption"

3. Grant BigQuery Service Account Access to the Key: BigQuery requires the
cloudkms.cryptoKeyEncrypterDecrypter  role to use the key for encryption and

decryption.

# Retrieve the project number

PROJECT_NUMBER=$(gcloud projects describe "${PROJECT_ID}" --

format="value(projectNumber)" | tr -d '\n')

# Construct the BigQuery Service Account email

BIGQUERY_SA="service-${PROJECT_NUMBER}@gcp-sa-

bigquery.iam.gserviceaccount.com"

# Grant the necessary IAM role

gcloud kms keys add-iam-policy-binding "${KEY_NAME}" \

    --location "${REGION}" \

    --keyring "${KEY_RING_NAME}" \

    --member "serviceAccount:${BIGQUERY_SA}" \

    --role "roles/cloudkms.cryptoKeyEncrypterDecrypter"

echo "BigQuery Service Account: ${BIGQUERY_SA} granted CMEK access."



Phase 3: Deploy VPC Service Controls Perimeter (Security Hardening)

VPC Service Controls (VPC SC) create a security perimeter around GCP resources,
preventing data from being moved to unauthorized projects or external services. Note: VPC
SC configuration is highly dependent on organizational policy and requires an existing
Access Policy.

1. Define Perimeter Variables:

export PERIMETER_NAME="data_governance_perimeter"

SERVICES="bigquery.googleapis.com,storage.googleapis.com,sqladmin.googleapis.c

2. Create the Perimeter (Conceptual Command): The actual command requires a
<POLICY_ID>  which is organization-specific. Consult your security team for the

correct ID.

# Placeholder for VPC SC creation. This command will likely fail without a 

valid POLICY_ID.

# Replace <POLICY_ID> with your organization's Access Policy ID.

echo "gcloud access-context-manager perimeters create \"${PERIMETER_NAME}\" 

\

    --perimeter-type=\"regular\" \

    --resources=\"projects/${PROJECT_NUMBER}\" \

    --restricted-services=\"${SERVICES}\" \

    --policy=\"<POLICY_ID>\""

echo "---"

echo "ACTION REQUIRED: Manually configure the VPC Service Controls 

perimeter in the GCP Console or via your organization's automation 

pipeline, ensuring the project ${PROJECT_ID} and the listed services are 

included."

echo "---"

Phase 4: Configure BigQuery Dataset with CMEK and Column-Level
Security

This phase creates the protected data repository and sets up granular access controls.

1. Create a BigQuery Dataset with CMEK: The dataset will automatically use the CMEK
for all new tables created within it.



export DATASET_NAME="protected_data"

export 

KMS_KEY_PATH="projects/${PROJECT_ID}/locations/${REGION}/keyRings/${KEY_RING_N

bq mk --dataset \

    --default_kms_key "${KMS_KEY_PATH}" \

    --location "${REGION}" \

    "${PROJECT_ID}:${DATASET_NAME}"

echo "BigQuery dataset ${DATASET_NAME} created with default CMEK: 

${KMS_KEY_PATH}"

2. Implement Column-Level Security (Conceptual Steps): Column-level security
requires the creation of a Policy Tag Taxonomy and the application of these tags to
specific columns in BigQuery tables. This is best managed via the GCP Console or
Infrastructure-as-Code (IaC) tools like Terraform.

Step 4.2.1: Create a Policy Tag Taxonomy: Define a taxonomy (e.g.,
Data_Sensitivity ) with policy tags (e.g., PII , Financial , Confidential ).

Step 4.2.2: Apply Policy Tags: Apply the relevant policy tag to sensitive columns
(e.g., ssn  column gets the PII  tag).

Step 4.2.3: Grant IAM Roles: Grant the IAM role
roles/bigquery.policyTagViewer  for the specific policy tag to authorized user

groups. Users without this role will see NULL  or an error when querying the
protected column.

echo "---"

echo "ACTION REQUIRED: Column-level security setup is a multi-step process 

best done via the GCP Console or IaC."

echo "1. Create a Data Catalog Policy Tag Taxonomy."

echo "2. Apply Policy Tags to sensitive columns in your BigQuery tables."

echo "3. Grant 'Policy Tag Viewer' IAM roles to authorized users."

echo "---"

Phase 5: Configure Cloud DLP for Sensitive Data Discovery

Cloud DLP is used to scan data sources for sensitive information, providing the
classification required for governance and compliance.



1. Create a Cloud Storage Bucket for Raw Data: This bucket will be the target for the
DLP scan.

export BUCKET_NAME="${PROJECT_ID}-raw-data"

gcloud storage buckets create gs://${BUCKET_NAME} --location="${REGION}"

echo "Cloud Storage bucket ${BUCKET_NAME} created."

2. Create the DLP Inspection Configuration File ( dlp_config.json ): This file defines
what to look for (InfoTypes) and the likelihood threshold.

cat << EOF > dlp_config.json

{

  "inspectConfig": {

    "infoTypes": [

      {"name": "EMAIL_ADDRESS"},

      {"name": "US_SOCIAL_SECURITY_NUMBER"},

      {"name": "CREDIT_CARD_NUMBER"}

    ],

    "minLikelihood": "POSSIBLE",

    "limits": {

      "maxFindingsPerItem": 10,

      "maxFindingsPerRequest": 100

    }

  },

  "storageConfig": {

    "cloudStorageOptions": {

      "fileSet": {

        "url": "gs://${BUCKET_NAME}/*"

      }

    }

  }

}

EOF

echo "dlp_config.json created."

3. Create and Run the DLP Inspection Job: This job scans the Cloud Storage bucket for
the defined sensitive data types.



export DLP_JOB_ID="storage-scan-job"

gcloud dlp jobs create inspect \

    --inspect-config-file="dlp_config.json" \

    --storage-uri="gs://${BUCKET_NAME}/*" \

    --region="${REGION}" \

    --display-name="${DLP_JOB_ID}"

echo "DLP inspection job ${DLP_JOB_ID} started. Use 'gcloud dlp jobs 

describe ${DLP_JOB_ID}' to check status."

7. Validation & Testing

A robust validation process is essential to confirm that the security controls are correctly
implemented and functioning as intended.

Test Case 1: CMEK Enforcement

Objective: Verify that the BigQuery dataset is correctly using the CMEK and that access is
restricted if the key is unavailable.

1. Test Setup: Ensure a small test table exists in the protected_data  dataset.

2. Validation Step A (Success): Query the table as a user with the correct IAM roles and
the BigQuery service account having the cloudkms.cryptoKeyEncrypterDecrypter
role. The query should succeed.

3. Validation Step B (Failure): Temporarily revoke the
cloudkms.cryptoKeyEncrypterDecrypter  role from the BigQuery service account.

Attempt to query the table.

4. Expected Result: The query should fail with a Permission Denied (403) error,
explicitly mentioning a KMS key access issue. This confirms the data is protected by
the CMEK.

5. Remediation: Re-grant the KMS role to the BigQuery service account.

Test Case 2: VPC Service Controls Perimeter

Objective: Verify that the data perimeter is blocking unauthorized data exfiltration.



1. Test Setup: Use a separate GCP project (outside the perimeter) or an external network
resource.

2. Validation Step: Attempt to copy data from the protected Cloud Storage bucket
( gs://${BUCKET_NAME} ) to a bucket in the external project using the gcloud storage
cp  command.

3. Expected Result: The copy operation should be blocked by the VPC Service Controls
perimeter, returning an error indicating a policy violation.

4. Confirmation: This confirms that the perimeter is active and restricting access to
authorized resources only.

Test Case 3: Cloud DLP Discovery

Objective: Verify that the DLP job correctly identifies and reports sensitive data.

1. Test Setup: Upload a test file to gs://${BUCKET_NAME}  containing mock sensitive
data (e.g., fake SSNs, credit card numbers, email addresses) that match the
infoTypes  in dlp_config.json .

2. Validation Step: After the DLP job completes, retrieve the results using the gcloud
dlp jobs describe ${DLP_JOB_ID}  command or view the results in the GCP Console.

3. Expected Result: The job results should show a count of findings corresponding to
the sensitive data in the test file, confirming that the discovery mechanism is
operational.

Test Case 4: Column-Level Security

Objective: Verify that access to sensitive columns is restricted based on Policy Tags.

1. Test Setup: Create a BigQuery table with a sensitive column (e.g., salary ) tagged
with a Policy Tag (e.g., Financial ). Create two users: UserA  (with the
PolicyTagViewer  role for Financial ) and UserB  (without the role).

2. Validation Step A (Success): UserA  queries the table.

3. Validation Step B (Failure): UserB  queries the table.

4. Expected Result: UserA  sees the clear text of the salary  column. UserB  sees NULL
or an access denied message for the salary  column, confirming granular access
control.



8. Troubleshooting

This section provides solutions for common issues encountered during the deployment and
operation of the data security solution.

Issue Potential Cause Resolution

Permission
Denied
(403) on
BigQuery
Query

The BigQuery Service Account lacks the
cloudkms.cryptoKeyEncrypterDecrypter

role for the CMEK.

Re-run Phase 2, Step 3 to ensure the
IAM binding is correctly applied to the
BigQuery service account ( service-
PROJECT_NUMBER@gcp-sa-

bigquery.iam.gserviceaccount.com ).

VPC SC
Blocked
Request

The resource or service being accessed is
outside the defined perimeter, or the
service itself is not included in the
restricted services list.

Review the gcloud access-context-
manager perimeters describe

${PERIMETER_NAME}  output. Ensure
the project and all required services
( bigquery.googleapis.com ,
cloudkms.googleapis.com , etc.) are

correctly listed.

DLP Job
Finds No
Sensitive
Data

The minLikelihood  threshold in
dlp_config.json  is too high, or the
infoTypes  are incorrect for the data being

scanned.

A. Lower minLikelihood  to
VERY_UNLIKELY  or UNLIKELY  to

capture more potential matches. B.
Add more relevant infoTypes  (e.g.,
PERSON_NAME , DATE_OF_BIRTH ) to the
dlp_config.json  file.

gcloud

services

enable

Fails

The user running the command does not
have the
roles/serviceusage.serviceUsageAdmin

or roles/owner  role.

Verify the user’s IAM permissions. If
running in an organization, ensure no
Organization Policy Constraints are
blocking API enablement.

KMS Key
Not Found

The KMS_KEY_PATH  variable is incorrect, or
the key was created in a different region
than the BigQuery dataset.

Verify the PROJECT_ID , REGION ,
KEY_RING_NAME , and KEY_NAME

variables are correct and consistent
across the deployment steps. BigQuery
datasets and their default KMS keys
must be in the same region.



9. Cost Optimization

While security is paramount, the following strategies can help manage the operational costs
associated with these advanced GCP services.

BigQuery Storage and Query Costs

Storage Tiering: BigQuery automatically moves tables that have not been edited for
90 days to the lower-cost long-term storage tier. Design data pipelines to utilize this
feature for infrequently accessed archival data.

Query Optimization: Utilize BigQuery’s on-demand pricing for ad-hoc queries, but
consider flat-rate pricing for predictable, high-volume workloads. Ensure all queries
are optimized to minimize the amount of data scanned.

Cloud DLP Optimization

Targeted Scans: Instead of scanning entire buckets, use targeted storage URIs (e.g.,
gs://bucket/folder/* ) to scan only new or modified data.

Sampling and Limits: Control the cost of DLP inspection jobs by setting appropriate
limits in the dlp_config.json :

maxFindingsPerRequest : Limits the total number of findings reported per job.

maxFindingsPerItem : Limits the number of findings reported per file.

De-identification Templates: For recurring de-identification tasks, use DLP templates
to define the process once, reducing configuration overhead and potential errors.

Cloud KMS Cost Management

Key Consolidation: Where security policy permits, use a single key ring and key for
multiple resources (e.g., BigQuery and Cloud Storage) within the same project and
region. This simplifies management and reduces the total number of keys, which are
billed per key version.

Key Rotation Policy: While key rotation is a security best practice, be aware that each
rotation creates a new key version, which contributes to the total key count. Balance
security requirements with the cost implications of frequent rotation.



10. Security Best Practices

The implementation of PRJ-GCP-DATA-077 establishes a strong security foundation. The
following best practices are crucial for maintaining and enhancing this security posture
over time.

Principle of Least Privilege (PoLP)

Granular IAM Roles: Avoid granting broad roles like Owner  or Editor . Instead, use
the most restrictive predefined roles (e.g., roles/bigquery.dataViewer ,
roles/storage.objectViewer ) or create custom IAM roles tailored to the exact

permissions required by users and service accounts.

Service Account Scopes: When creating VMs or other compute resources, limit the
API scopes granted to the service account to only those necessary for the application’s
function.

Key Management and Rotation

Automated Key Rotation: Configure an automated key rotation schedule for the
Cloud KMS key ( data-protection-key ). A typical rotation period is 90 days, which
can be configured directly in Cloud KMS.

Key Access Control: Strictly limit who has the cloudkms.admin  and
cloudkms.cryptoKeyEncrypterDecrypter  roles. These roles are highly privileged and

should be reserved for automated processes or security administrators.

Monitoring and Auditing

Enable Data Access Audit Logs: Ensure that Data Access Audit Logs are enabled for
BigQuery, Cloud Storage, and Cloud KMS. These logs track every read and write
operation on the data and keys, providing an essential audit trail for compliance.

Alerting on Policy Violations: Configure alerts in Cloud Monitoring to notify security
teams immediately upon detection of VPC Service Controls violations, failed KMS key
access attempts, or large-scale DLP findings.

Continuous Data Governance

Regular DLP Scans: Schedule recurring DLP inspection and de-identification jobs to
continuously monitor new data ingestion pipelines. Data classification is not a one-



time event; it must be continuous to remain effective.

Dataplex Policy Review: Regularly review and update the data policies enforced by
Dataplex to ensure they align with evolving regulatory requirements and changes in
the data landscape.

Cleanup

To fully de-provision the resources created by this guide, execute the following commands.
Caution: This is a destructive operation and will permanently delete data and resources.

1. Delete the BigQuery dataset:

bq rm -r -f "${PROJECT_ID}:${DATASET_NAME}"

2. Delete the Cloud Storage bucket:

gcloud storage rm --recursive gs://${BUCKET_NAME}

3. Delete the Cloud KMS key and key ring: Note: You must disable the key version
before deleting the key.

# Find the primary key version

KEY_VERSION=$(gcloud kms keys versions list --key "${KEY_NAME}" --keyring 

"${KEY_RING_NAME}" --location "${REGION}" --format="value(name)" --

filter="state:ENABLED")

# Disable the key version

gcloud kms keys versions disable "${KEY_VERSION}" --key "${KEY_NAME}" --

keyring "${KEY_RING_NAME}" --location "${REGION}" --quiet

# Delete the key

gcloud kms keys delete "${KEY_NAME}" --keyring "${KEY_RING_NAME}" --

location "${REGION}" --quiet

# Delete the key ring

gcloud kms keyrings delete "${KEY_RING_NAME}" --location "${REGION}" --

quiet



4. Delete the VPC Service Controls Perimeter (if created): Requires the organization’s
policy ID.

# Replace <POLICY_ID> with the actual ID

gcloud access-context-manager perimeters delete "${PERIMETER_NAME}" --

policy="<POLICY_ID>"

5. Delete the Project (Optional, but comprehensive cleanup):

gcloud projects delete "${PROJECT_ID}"

This implementation guide is a technical document provided by Manus AI. It is intended for
informational purposes and should be reviewed by your organization’s security and
compliance teams before deployment in a production environment.


