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1. Project Overview

The GCP Data Security and Governance for Real-Time Analytics project, identified
as PRJ-GCP-DATA-079 , establishes a production-ready, highly secure, and compliant
data pipeline on Google Cloud Platform (GCP). This solution is engineered to address
the critical challenge of processing real-time data while simultaneously enforcing
stringent data protection and governance policies.

The core functionality revolves around a real-time ingestion mechanism using
Pub/Sub, which feeds data into a processing layer (typically a Cloud Function or
Dataflow job). This layer is responsible for integrating with Cloud Data Loss
Prevention (DLP) to inspect, classify, and de-identify sensitive information (such as
PII, PHI, or financial data) before it is persisted. The de-identified data is then securely
stored in BigQuery for analytics and Cloud Storage for long-term archival.

A multi-layered security and governance framework is implemented using native GCP
services:

Data Encryption: Enforced via Customer-Managed Encryption Keys (CMEK)
from Cloud Key Management Service (KMS) for both BigQuery and Cloud
Storage.

Data Governance: Centralized metadata management, data quality, and policy
enforcement are provided by Dataplex.

Network Security: A robust security perimeter is established using VPC Service
Controls to prevent data exfiltration from the core services.



This guide provides the detailed, step-by-step instructions necessary to deploy this
entire infrastructure using Terraform, ensuring the resulting environment is both
performant for real-time analytics and compliant with major regulatory standards.

2. Business Context

In today’s data-driven landscape, organizations face a dual imperative: leveraging real-
time data for competitive advantage and maintaining absolute control over sensitive
information to meet regulatory mandates. The manual, siloed approach to data
security and governance is no longer sustainable, leading to significant operational
risks and costs.

The Problem and Solution

Aspect Description

The
Problem

Organizations struggle to balance the need for real-time analytics with the
imperative to protect sensitive data. Manual governance processes fail to scale
with exponential data growth, leading to high risks of data breaches,
unauthorized access, and non-compliance with regulations like GDPR and HIPAA.

The
Solution

Implementation of a comprehensive, automated data security and governance
framework using GCP-native services. This includes automated data
classification, real-time de-identification via Cloud DLP, mandatory CMEK
encryption, and a network security perimeter via VPC Service Controls.

Quantified Business Value and ROI

The implementation of PRJ-GCP-DATA-079  delivers substantial, quantifiable business
value across several dimensions:

1. Risk Mitigation and Cost Avoidance (ROI):

Data Breach Cost Avoidance: The average cost of a data breach is
estimated at $4.24 million globally [1]. By implementing real-time DLP and
VPC Service Controls, the project drastically reduces the attack surface and
the likelihood of a catastrophic breach, representing a significant risk-
adjusted return on investment.



Compliance Fines Avoidance: Non-compliance with regulations like GDPR
can result in fines up to 4% of annual global turnover. The automated GRC
mapping and audit trail generation (Section 3) ensure continuous
compliance, preventing costly penalties.

2. Operational Efficiency and Time Savings:

Automated Governance: Dataplex centralizes metadata and policy
management, eliminating the need for manual data cataloging and policy
enforcement across disparate systems. This can save data governance
teams hundreds of hours annually.

Accelerated Time-to-Insight: By integrating security directly into the
ingestion pipeline, data is secured and made available for analysis almost
instantaneously, accelerating business decision-making.

3. Performance and Scalability:

Native Integration: Using GCP-native services (BigQuery, Pub/Sub, DLP)
ensures that security controls are highly optimized and do not introduce
significant latency, maintaining the performance required for real-time
analytics.

Scalability: The architecture is inherently scalable, designed to handle
petabytes of data and millions of events per second without compromising
security posture.

3. GRC Mapping

This project is fundamentally a compliance and security solution, aligning directly with
key controls from major Governance, Risk, and Compliance (GRC) frameworks. The
implementation of specific GCP services provides auditable evidence for each control.



Compliance
Framework

Control ID
Control
Description

GCP Implementation in PRJ-GCP-
DATA-079

NIST
Cybersecurity
Framework
(CSF)

PR.DS-1
Data-at-rest is
protected.

Cloud KMS (CMEK): Enforces
Customer-Managed Encryption Keys
for BigQuery and Cloud Storage,
providing cryptographic control
over data.

NIST CSF PR.DS-5

Data is protected
against leakage
and unauthorized
disclosure.

Cloud DLP: Real-time inspection
and de-identification (masking,
tokenization) of sensitive data
during ingestion. VPC Service
Controls: Establishes a network
perimeter to prevent exfiltration.

ISO/IEC
27001:2022

A.8.2
Information
classification.

Cloud DLP & Dataplex: DLP
automatically classifies data based
on content; Dataplex uses this
metadata for unified governance
and policy enforcement.

ISO/IEC
27001:2022

A.18.1
Protection of
records.

Cloud Audit Logs: Comprehensive
logging of all API calls and data
access, exported to a secure
BigQuery sink for long-term,
immutable retention.

SOC 2 CC6.1
Logical access
security.

BigQuery Column-Level Security:
Restricts access to sensitive columns
(e.g., PII) only to authorized IAM
principals.

SOC 2 CC6.7
Data classification
and handling.

Cloud DLP: Ensures sensitive data is
identified and handled according to
defined policies before storage.

GDPR Article 25
Data protection by
design and
default.

CMEK & Cloud DLP: Encryption and
de-identification are built into the
architecture from the start, ensuring
data protection is the default state.



Compliance
Framework

Control ID
Control
Description

GCP Implementation in PRJ-GCP-
DATA-079

HIPAA §164.312(e)
Transmission
security.

Pub/Sub & Cloud Function: Data is
encrypted in transit (TLS/SSL)
between all components.

4. Prerequisites

Successful deployment requires a pre-configured environment with the necessary
tools and permissions.

Required Accounts and Tools

1. Google Cloud Project: A dedicated GCP project with an active billing account.

2. gcloud CLI: The Google Cloud SDK must be installed and configured on your
local machine.

3. Terraform: Terraform CLI (version 1.0 or higher) is required for Infrastructure as
Code (IaC) deployment.

4. IAM Permissions: The user or service account executing the Terraform script
must have the following roles:

roles/owner  or roles/editor  (for initial setup).

Specific roles: roles/pubsub.admin , roles/bigquery.admin ,
roles/storage.admin , roles/dlp.admin , roles/dataplex.admin , and
roles/cloudkms.admin .

Initial Setup Commands

Replace PRJ-GCP-DATA-079  with your actual GCP Project ID.



# 1. Set the project ID environment variable

export PROJECT_ID="PRJ-GCP-DATA-079"

# 2. Configure gcloud to use the target project

gcloud config set project $PROJECT_ID

# 3. Enable all required GCP APIs

gcloud services enable \

    pubsub.googleapis.com \

    bigquery.googleapis.com \

    storage.googleapis.com \

    dlp.googleapis.com \

    dataplex.googleapis.com \

    cloudkms.googleapis.com \

    serviceusage.googleapis.com

5. Architecture Overview

The architecture is designed as a secure, event-driven pipeline, ensuring data is
secured and governed at every stage, from ingestion to persistence.

Data Flow and Components

1. Data Ingestion (Pub/Sub): Real-time data producers (e.g., application logs, IoT
devices) publish events to the realtime-data-topic  Pub/Sub topic. Pub/Sub
ensures reliable, low-latency, and encrypted data transmission.

2. Security and Processing Layer (Cloud Function/Dataflow):
A subscriber (e.g., a Cloud Function) pulls messages from the Pub/Sub
subscription.

Cloud DLP Integration: The function calls the Cloud DLP API, referencing
the PII Inspection Template , to scan the incoming payload.

De-identification: If sensitive data is found, DLP applies a transformation
(e.g., tokenization, masking, format-preserving encryption) to de-identify
the data.

Transformation: The function performs any necessary schema
transformation.



3. Secure Persistence (BigQuery & Cloud Storage):
The de-identified data is streamed to the analytics_dataset  in BigQuery
for immediate analysis.

A copy is archived in the prj-gcp-data-079-data-lake-archive  Cloud
Storage bucket for data lake use cases.

CMEK Enforcement: Both BigQuery and Cloud Storage are configured to
use the data-encryption-key  from Cloud KMS, ensuring that the
organization retains full control over the encryption keys.

4. Unified Governance (Dataplex):
Dataplex is configured to create a Lake over the BigQuery dataset and the
Cloud Storage bucket.

It provides a unified view of the data, enables automated data quality
checks, and centralizes metadata management, making the data
discoverable and trustworthy.

5. Perimeter Security (VPC Service Controls):
A security perimeter is established around the most sensitive services
(BigQuery, Cloud Storage, Cloud DLP). This prevents unauthorized access
from outside the perimeter and blocks data exfiltration attempts, even if an
attacker compromises a service account within the project.

6. Step-by-Step Implementation

The core infrastructure is deployed using Terraform, followed by a manual
configuration step for VPC Service Controls.

Step 6.1: Prepare Terraform Configuration

Create a deployment directory and populate it with the configuration files.

mkdir gcp-data-security-deployment

cd gcp-data-security-deployment

File 1: variables.tf  Defines the input variable for the project ID.



# variables.tf

variable "project_id" {

  description = "The ID of the GCP project."

  type        = string

}

File 2: terraform.tfvars  Sets the value for the project ID variable. Ensure this
matches your actual project ID.

# terraform.tfvars

project_id = "PRJ-GCP-DATA-079"

File 3: main.tf  (Core Infrastructure Definition) This file defines the KMS key, the
CMEK-enabled storage resources, the Pub/Sub pipeline, and the Cloud DLP inspection
template.



# main.tf

# ----------------------------------------------------------------

# 1. Cloud KMS Key Ring and Key (for CMEK)

# ----------------------------------------------------------------

resource "google_kms_key_ring" "key_ring" {

  name     = "data-security-keyring"

  location = "global"

  project  = var.project_id

}

resource "google_kms_crypto_key" "crypto_key" {

  name            = "data-encryption-key"

  key_ring        = google_kms_key_ring.key_ring.id

  rotation_period = "7776000s" # 90 days

}

# ----------------------------------------------------------------

# 2. Cloud Storage Bucket (CMEK enabled)

# ----------------------------------------------------------------

resource "google_storage_bucket" "data_lake" {

  name                        = "${var.project_id}-data-lake-archive"

  location                    = "US-CENTRAL1"

  uniform_bucket_level_access = true

  force_destroy               = true

  encryption {

    default_kms_key_name = google_kms_crypto_key.crypto_key.id

  }

}

# ----------------------------------------------------------------

# 3. BigQuery Dataset (CMEK enabled)

# ----------------------------------------------------------------

resource "google_bigquery_dataset" "analytics_data" {

  dataset_id                  = "analytics_dataset"

  location                    = "US"

  default_kms_key_name        = google_kms_crypto_key.crypto_key.id

  default_table_expiration_ms = 31536000000 # 1 year

}

# ----------------------------------------------------------------

# 4. Pub/Sub Topic and Subscription

# ----------------------------------------------------------------

resource "google_pubsub_topic" "realtime_topic" {

  name = "realtime-data-topic"



}

resource "google_pubsub_subscription" "data_processor_sub" {

  name  = "data-processor-subscription"

  topic = google_pubsub_topic.realtime_topic.name

  ack_deadline_seconds = 60

}

# ----------------------------------------------------------------

# 5. Cloud DLP Configuration (Template for PII detection)

# ----------------------------------------------------------------

resource "google_project_service_identity" "dlp_service_account" {

  provider = google-beta

  service  = "dlp.googleapis.com"

}

resource "google_dlp_inspect_template" "pii_template" {

  parent = "projects/${var.project_id}"

  display_name = "PII Inspection Template"

  inspect_config {

    info_types {

      name = "EMAIL_ADDRESS"

    }

    info_types {

      name = "US_SOCIAL_SECURITY_NUMBER"

    }

    min_likelihood = "POSSIBLE"

  }

}

Step 6.2: Deploy Infrastructure with Terraform

Execute the standard Terraform workflow to provision the resources.

# 1. Initialize Terraform (downloads providers and modules)

terraform init

# 2. Review the execution plan (ensure no destructive changes)

terraform plan

# 3. Apply the configuration and provision resources

terraform apply --auto-approve



Step 6.3: Configure VPC Service Controls (Security Perimeter)

VPC Service Controls (VPC SC) is a critical security component that establishes a
service perimeter. This step is often performed manually or via a separate, highly
restricted CI/CD pipeline due to its high impact on network access.

The following command creates a basic perimeter named data_perimeter  that
restricts access to BigQuery, Cloud Storage, and Cloud DLP, ensuring they can only be
accessed by authorized clients within the perimeter.

# Create a basic perimeter for BigQuery, Cloud Storage, and Cloud DLP

gcloud access-context-manager perimeters create "data_perimeter" \

    --title="Data Security Perimeter" \

    --resources="projects/$PROJECT_ID" \

    --restricted-

services="bigquery.googleapis.com,storage.googleapis.com,dlp.googleapis.com" 

\

    --perimeter-type="regular"

IMPORTANT NOTE: After creating the perimeter, all access to the restricted services
from outside the perimeter (e.g., from your local machine unless you are using Access
Levels) will be blocked. This is the intended security behavior.

Step 6.4: Implement the Data Processing Logic (Cloud
Function/Dataflow)

The Terraform configuration creates the infrastructure, but the core logic for the real-
time DLP processing must be deployed separately, typically as a Cloud Function or a
Dataflow job.

Conceptual Python Logic (Cloud Function):

1. Trigger: The function is triggered by messages on the data-processor-
subscription .

2. DLP Call: It extracts the message payload and calls the Cloud DLP
content.inspect  or content.deidentify  API, using the PII Inspection
Template  created in main.tf .



3. Persistence: The function then writes the de-identified or inspected data to the
BigQuery table and the Cloud Storage bucket.

This step requires writing and deploying the code, which is beyond the scope of the
provided configuration files but is essential for the pipeline’s functionality.

7. Validation & Testing

After deployment, a rigorous validation process is necessary to confirm that the
infrastructure is correctly provisioned and the security controls are actively enforced.

7.1. Infrastructure Validation

Use the gcloud  and gsutil  CLIs to verify the existence and configuration of the
deployed resources.

Resource Validation Command Expected Output/Check

BigQuery
Dataset

gcloud bigquery datasets

describe analytics_dataset

Verify defaultKmsKeyName  field matches
the KMS key ID ( .../data-encryption-
key ).

Cloud
Storage
Bucket

gsutil ls -L

gs://$PROJECT_ID-data-lake-

archive

Check the KMS key  metadata field to
confirm CMEK is active.

Pub/Sub
Topic

gcloud pubsub topics describe

realtime-data-topic

Confirm the topic exists and the
subscription is attached.

Cloud DLP
Template

gcloud dlp inspect-templates

describe

PII_Inspection_Template --

project=$PROJECT_ID

Verify the template is configured to
inspect EMAIL_ADDRESS  and
US_SOCIAL_SECURITY_NUMBER .

VPC
Service
Controls

gcloud access-context-manager

perimeters describe

data_perimeter

Confirm restrictedServices  includes
bigquery.googleapis.com ,
storage.googleapis.com , and
dlp.googleapis.com .



7.2. Data Flow and Security Test

1. Publish Test Message (with PII): Publish a message containing sensitive data to
the Pub/Sub topic.

gcloud pubsub topics publish realtime-data-topic --message="

{'user_id': 456, 'name': 'Jane Doe', 'email': 'jane.doe@example.com', 

'ssn': '999-99-9999', 'data': 'sensitive payload'}"

2. Verify DLP De-identification:

Check the logs of the Cloud Function/Dataflow job. The logs should confirm
that the DLP API was called and that the sensitive fields ( email , ssn ) were
identified and de-identified (e.g., replaced with tokens or masked).

Query the BigQuery table. The data persisted in BigQuery should show the
de-identified values, not the original PII.

3. Verify CMEK Encryption:

Attempt to disable the KMS key used for the resources. This action should
immediately render the BigQuery dataset and Cloud Storage bucket
inaccessible, confirming that CMEK is actively protecting the data.

4. Verify VPC SC Enforcement (Exfiltration Test):

Attempt to access the BigQuery dataset from a resource outside the
perimeter (e.g., a VM in a different VPC or a local machine without an
authorized Access Level). The request should be explicitly denied by the
VPC Service Controls perimeter, confirming the exfiltration protection is
active.

8. Troubleshooting

This section addresses common issues encountered during the deployment and
operation of a secure GCP data pipeline.



Issue Potential Cause Resolution

Permission

denied  on
terraform

apply

The service account or
user running Terraform
lacks the necessary IAM
roles (e.g.,
roles/cloudkms.admin

for key creation,
roles/storage.admin

for bucket creation).

Grant the required roles to the user or service
account. Ensure the user has
roles/cloudkms.admin  to manage keys and grant

the KMS CryptoKey Encrypter/Decrypter role to the
BigQuery and Cloud Storage service accounts.

Data not
appearing
in
BigQuery

The Pub/Sub
subscription or the
processing function
(Cloud
Function/Dataflow) is
failing, or the IAM
permissions for the
function to write to
BigQuery are missing.

Check the logs for the processing function for
errors. Verify the function’s service account has the
roles/bigquery.dataEditor  role. Verify the

subscription is attached to the correct topic and
has an active subscriber.

VPC
Service
Controls
errors (403
Forbidden)

The perimeter is
blocking legitimate
traffic from a service
account or IP range that
needs access.

DO NOT disable the perimeter in production.
Instead, define an Access Level to allow specific IP
ranges or Service Accounts to access the
perimeter’s resources. Alternatively, ensure the
service account for the Cloud Function is added to
the perimeter’s access policy.

KMS Key
Error:
Access

denied to

key

The BigQuery or Cloud
Storage service account
has not been granted the
Cloud KMS CryptoKey
Encrypter/Decrypter
role on the specific key.

Find the service account for the respective service
(e.g., service-PROJECT_NUMBER@gcp-sa-
bigquery.iam.gserviceaccount.com ) and grant it
the
roles/cloudkms.cryptoKeyEncrypterDecrypter

role on the data-encryption-key .

DLP API
Quota
Exceeded

High volume of data
ingestion is hitting the
default DLP API quota
limits.

Request a quota increase for the Cloud DLP API via
the GCP Console. Optimize the DLP inspection
template to only scan necessary fields and info
types.



9. Cost Optimization

Optimizing costs is crucial for a scalable real-time data pipeline. Focus areas include
storage, compute, and API usage.

1. BigQuery Cost Optimization:

Partitioning and Clustering: Implement table partitioning (e.g., by
ingestion date) and clustering (e.g., by a common query column like
user_id ). This significantly reduces the amount of data scanned per query,

directly lowering query costs.

Default Table Expiration: The main.tf  sets a
default_table_expiration_ms  of 1 year. Review and adjust this policy to

automatically delete old, unused tables, reducing storage costs.

2. Cloud Storage Lifecycle Management:

Implement Lifecycle Management policies on the data_lake  bucket. Data
older than 30 days can be transitioned from the Standard storage class to
Nearline, and data older than 90 days to Coldline, resulting in substantial
storage cost savings.

3. Pub/Sub Monitoring:

Monitor the subscription backlog. If messages are accumulating, it indicates
the processing function is undersized. Scale up the processing function
(e.g., increase Cloud Function memory/concurrency) to process messages
faster, avoiding unnecessary message retention costs and potential data
loss.

4. Cloud DLP Usage Optimization:

Targeted Scanning: Instead of scanning the entire payload, configure the
DLP inspection to target only the fields that are likely to contain sensitive
data.

Optimized Templates: Use the most specific info_types  and
min_likelihood  settings possible in the DLP template to reduce the

volume of data processed by the DLP API.



10. Security Best Practices

The project is built on a foundation of security best practices, which must be
maintained post-deployment.



Practice Implementation Detail Rationale

Principle of Least
Privilege

Use dedicated Service Accounts for each
component (e.g., Pub/Sub subscriber,
BigQuery writer) with only the minimum
required IAM roles. NEVER use the
roles/editor  or roles/owner  for

application components.

Minimizes the blast radius in
case a service account is
compromised.

Data Encryption
in Transit and at
Rest

Enforce Customer-Managed Encryption
Keys (CMEK) for all persistent data
stores (BigQuery, Cloud Storage). Ensure
all data transfer uses TLS/SSL (default for
GCP services).

Provides cryptographic
control over data and meets
regulatory requirements for
data protection.

Network
Perimeter
Security

Maintain and regularly audit VPC Service
Controls to ensure the perimeter is
comprehensive and includes all sensitive
services (BigQuery, Cloud Storage, DLP,
KMS).

Prevents data exfiltration
and unauthorized access
from outside the trusted
network boundary.

Sensitive Data
Discovery and
De-identification

Integrate Cloud DLP into the ingestion
pipeline to automatically scan, classify,
and de-identify PII/PHI/PCI data in real-
time. Use tokenization for reversible de-
identification where necessary for
analytics.

Ensures data is protected
before it lands in persistent
storage, adhering to the
principle of “Privacy by
Design.”

Audit Logging
and Monitoring

Ensure Cloud Audit Logs are enabled for
all services and exported to a secure,
centralized log sink (e.g., a separate,
restricted BigQuery dataset). Configure
Security Command Center for
continuous monitoring.

Provides an immutable
record of all administrative
and data access activities,
essential for forensic
analysis and compliance
auditing.

Key Rotation

The KMS key is configured with a 90-day
rotation period. Ensure this rotation is
monitored and enforced to limit the
exposure of any single key version.

Reduces the risk associated
with a compromised key.



11. Cleanup

To avoid incurring unnecessary costs, all resources should be destroyed when the
project is no longer needed.

Step 11.1: Destroy Terraform Resources

Use the terraform destroy  command to tear down the infrastructure defined in
main.tf .

# Destroy the infrastructure

terraform destroy --auto-approve

Step 11.2: Manually Remove VPC Service Controls Perimeter

The VPC Service Controls perimeter must be removed manually using the gcloud  CLI.

# Manually remove the VPC Service Controls perimeter

gcloud access-context-manager perimeters delete data_perimeter
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