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1. Project Overview

This implementation guide details the deployment of a highly secure Oracle Exadata
Cloud Service (ExaCS) instance on Oracle Cloud Infrastructure (OCl). The primary
objective of this project is to establish a high-performance, scalable database platform
that is secure by design, integrating robust security and Governance, Risk, and
Compliance (GRC) controls directly into the architecture.

The solution is centered on leveraging native OCl and Oracle Database security
features to protect sensitive data and ensure regulatory adherence. Key security
components integrated include:

e Transparent Data Encryption (TDE): Ensures data at rest is encrypted, with
encryption keys managed securely in OCI Vault.

e Oracle Data Safe: Provides a unified control center for database security,
offering security assessment, user assessment, data discovery, and continuous
activity auditing.

e Oracle Database Vault: Implements powerful access controls to prevent

privileged database users (like sys)from accessing application data, enforcing
separation of duties.

This guide provides the necessary steps to deploy the Exadata infrastructure, configure
the database, and integrate these critical security services, resulting in a production-
ready, highly compliant database environment.



2. Business Context: Quantifying Value and Risk
Mitigation

The modern enterprise requires a database platform that can handle extreme
performance demands while simultaneously meeting stringent security and
compliance mandates. This project directly addresses this dual requirement,
delivering significant business value through performance, security, and operational

efficiency.

The Problem and the Solution

Aspect Description Impact of Problem Solution Implemented
) Increased Oracle Data Safe
Managing database i i .
Datab i l operational provides a single,
atabase security is complex, ) ) ..
. y B P ) overhead, higherrisk  unified console for
Security often requiring multiple ) i ) )
. . of configuration drift, security assessment,
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and delayed incident  auditing, and data
manual processes. .
response. masking.
. Transparent Data
. Potential for .
Organizations struggle . Encryption (TDE)
. catastrophic data
Data to protect sensitive data encrypts data at rest
. . breaches, loss of . .
Protection in Oracle databases with minimal
. . . customer trust, and .
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Vulnerability
Risk

performance.

Manual database
security management
doesn’t scale, leading to
vulnerabilities from
privilege abuse and
unpatched systems.

severe regulatory
fines.

Exposure to insider
threats,
unauthorized data
access, and non-
compliance.

Quantified Business Value and ROI

keys secured in OCI
Vault.

Oracle Database Vault
enforces separation of
duties, preventing
privileged users from
accessing application
data.

The investment in a secure Exadata Cloud Service deployment yields a substantial
Return on Investment (ROI) through several key areas:



1. Reduced Security Incident Costs (ROI Driver): By implementing TDE, Database
Vault, and continuous monitoring via Data Safe, the probability of a successful
data breach is significantly reduced. The average cost of a data breach is
estimated to be in the millions of dollars. Preventing even one major incident can
justify the cost of the entire security architecture.

2. Compliance Automation and Audit Readiness (Efficiency Gain): Oracle Data
Safe automates the collection of audit trails and provides pre-built security and
user assessment reports. This drastically reduces the manual effort and time
spent preparing for regulatory audits (e.g., SOC 2, PCI DSS), translating to an
estimated 30-40% reduction in annual compliance labor costs.

3. Performance and Scalability (Revenue Enabler): Exadata Cloud Service is
engineered for high-performance OLTP and data warehousing workloads. This
performance enables faster transaction processing and quicker analytical
insights, directly supporting mission-critical applications and potentially
increasing revenue-generating capacity.

4. Operational Efficiency (Cost Savings): Leveraging OCI’s managed services for
Exadata and security (Vault, Data Safe) shifts the burden of infrastructure
management, patching, and security tool maintenance from the organization to
OCl, resulting in lower Total Cost of Ownership (TCO) compared to on-premises
deployments.

Risk Mitigation

The implemented controls are specifically designed to prevent the following high-
impact risks:

e Data Breaches: TDE ensures that even if the underlying storage is compromised,
the data remains unreadable.

e SQL Injection Attacks: While application-level security is paramount, Database
Vault can restrict access to sensitive application schemas, mitigating the impact
of successful SQL injection that gains privileged database access.

e Unauthorized Access and Privilege Abuse: Database Vault enforces a strong
separation of duties, preventing database administrators (DBAs) from viewing
application data, thereby eliminating the risk of insider threat from privileged
users.



e Compliance Violations: Continuous monitoring and assessment by Oracle Data
Safe ensure that security configurations remain compliant with internal policies
and external regulations.

3. GRC Mapping: Security and Compliance by Design

This deployment adheres to a “security and compliance by design” philosophy,
ensuring that the architecture meets the requirements of major global compliance
frameworks from the outset.

Compliance Frameworks and Control Satisfaction

The following table details how the implemented security controls map to specific
requirements in key compliance frameworks:



Framework

NIST
Cybersecurity
Framework
(CSF)

NIST CSF

ISO/IEC
27001:2013

ISO/IEC
27001:2013

ControlID/
Requirement

PR.DS-1
(Data-at-rest)

PR.AC-4
(Access
Permissions)

A.9.4 (Access
Control)

A.18.1
(Compliance)

Description

Data is
protected at
rest.

Access
permissions
and
authorizations
are managed.

Control of
access to
systems and
applications.

Protection of
records and
audit logs.

Implemented
Control

Transparent
Data
Encryption
(TDE) and OCI
Vault.

OCI IAM and
Oracle

Database Vault.

Oracle

Database Vault.

Oracle Data
Safe Activity
Auditing.

How the Control
Satisfies the
Requirement

TDE encrypts all data
files, ensuring
confidentiality. OCI
Vault provides FIPS
140-2 Level 3
validated key
management.

OCI IAM controls
infrastructure
access. Database
Vault controls access
to application data
within the database,
enforcing least
privilege.

Database Vault
prevents
unauthorized access
to application data
by privileged users, a
key requirement for
internal access
control.

Data Safe collects,
aggregates, and
retains
comprehensive
database audit trails,
making them
tamper-proof and
readily available for
compliance review.



Framework

CIS Controls
v8

ControlID/
Requirement

Control 3
(Data
Protection)

Control 6
CIS Controls
g (Access
v
Control)
Regulatory Alignment

The secure Exadata deployment also addresses critical requirements from major data

protection regulations:

Description

Establish and
maintain data
inventory and
protection.

Use processes
and tools to
assign and

manage access.

Implemented
Control

TDE and Oracle
Data Masking.

OCI IAM and

Database Vault.

How the Control
Satisfies the
Requirement

TDE protects
production data.
Data Masking
protects sensitive
data in non-
production
environments,
aligning with the
principle of
protecting data
everywhere.

Enforces strong
authentication and
authorization for
both cloud
infrastructure and
database access.



Regulation Requirement Alignment Provided by PRJ-OCI-DB-092

TDE and OCl Vault provide state-of-the-art

GDPR Article 32 (Security of encryption. Data Safe provides continuous
processing) monitoring and security assessment to ensure
a level of security appropriate to the risk.
The architecture is designed with security
GDPR Article 25 (Data protection controls (TDE, Vault, Data Safe) as foundational
by design) components, ensuring privacy and security are
default settings.
TDE satisfies the requirement for an
HIPAA §164.312(a)(2)(iv) “implementation specification” to encrypt
(Encryption/Decryption) electronic protected health information (ePHI)
when it is at rest.
. TDE is the primary control for rendering stored
PCI DSS Requirement 3 (Protect L
cardholder data unreadable. Data Masking is
v4.0 Stored Cardholder Data) ] )
used for non-production environments.
. OCI IAM and Database Vault ensure that logical
CC6.1 (Logical Access ] )
SOC2 Controls) access to the infrastructure and data is
restricted to authorized users and processes.
Oracle Data Safe’s Data Discovery feature helps
identify and classify sensitive data (e.g., PIl,
S0C2 CC6.7 (Data Classification) y y g

PHI, cardholder data) within the database,
which is a prerequisite for effective protection.

4. Prerequisites

Before initiating the deployment, ensure the following accounts, tools, and
configurations are in place. Failure to meet these prerequisites will result in
deployment failure or security misconfiguration.

4.1. OCl Account and Credentials

1. Active OCI Tenancy: An active Oracle Cloud Infrastructure tenancy is required.
Note the Tenancy OCID and the Region Identifier (e.g., us-ashburn-1).



2. OCI CLI: The OCI Command Line Interface must be installed and configured.
o Installation: Follow the official OCl documentation for installing the CLI on
your operating system.

o Configuration: Run oci setup config and provide the necessary

information (User OCID, Tenancy OCID, Fingerprint, and Private Key file
path). The configuration file must be located at ~/.oci/oci_config.

3. SSH Key Pair: A public/private SSH key pair is required for accessing the Exadata
VM Cluster. The public key (~/.ssh/id_rsa.pub in the example) will be uploaded
during the VM Cluster creation.

4.2. |1AM Policies and Permissions

The deploying user or group must have comprehensive permissions to manage the
Exadata resources, networking, and security services. The following IAM policy
statements (or similar) must be granted in the target compartment:

# Policy for Exadata Infrastructure and VM Clusters

Allow group <Your_Group> to manage exadata-infrastructures in compartment
<Your_Compartment>

Allow group <Your_Group> to manage vm-clusters in compartment
<Your_Compartment>

Allow group <Your_Group> to manage databases in compartment
<Your_Compartment>

# Policy for Networking (VCN, Subnets, Security Lists)
Allow group <Your_Group> to manage virtual-network-family in compartment
<Your_Compartment>

# Policy for Key Management Service (Vault and Keys)
Allow group <Your_Group> to manage vaults in compartment <Your_Compartment>
Allow group <Your_Group> to manage keys in compartment <Your_Compartment>

# Policy for Oracle Data Safe
Allow group <Your_Group> to manage data-safe-target-databases in compartment
<Your_Compartment>



4.3. Network Setup

A robust Virtual Cloud Network (VCN) is essential for Exadata deployment. The
network must be pre-configured with the following:

1. VCN: A VCN with sufficient CIDR block (e.g., 16.0.0.0/16).

2. Subnets: At least two subnets are required:
o Exadata Cloud Service Subnet: Used for the Exadata infrastructure
components (control plane, storage, compute). This subnet must be large
enough to accommodate the required IP addresses.

o Client/Application Subnet: Used for application servers, jump hosts, and
other clients that need to connect to the database.
3. Security Lists/NSGs: Security rules must be configured to allow:

o SSH access (port 22) from the client subnet to the VM Cluster.

o Database listener traffic (typically port 1521) from the client subnet to the
VM Cluster.

o Internal traffic between the Exadata components.

5. Architecture Overview

The architecture is a highly available, secure, and scalable design centered on the
Oracle Exadata Cloud Service. The deployment follows a layered security model,
where OCI services provide infrastructure security, and Oracle Database features
provide data-level security.



Key Components and Their Roles

Component

Exadata Database
Servers (ExaDB)

Exadata Storage
Servers
(ExaStorage)

OClI Vault

Oracle Data Safe
(DS)

OCI IAM

Virtual Cloud
Network (VCN)

Role in Architecture

Hosts the Oracle Database
instances (VM Cluster). Provides
compute resources for OLTP and
analytics.

Provides high-performance,
intelligent storage for the
database.

A managed service for securely
storing and managing
encryption keys and secrets.

A unified control center for
database security and
compliance.

Manages authentication and
authorization for all OCI
resources.

Provides the isolated, private
network environment for the
Exadata deployment.

Security Function

Enforces Database Vault policies and
hosts the TDE-encrypted database.

Stores the TDE-encrypted data files.
Smart Scan offloads processing to
storage, enhancing performance.

Acts as the external Key
Management System (KMS) for TDE
master keys, ensuring separation of
duties from the database.

Performs security assessment, user
assessment, data discovery, activity
auditing, and data masking.

Controls who can provision,
manage, and access the Exadata
infrastructure and OCI Vault.

Network Security Groups (NSGs)
and Security Lists enforce strict
ingress/egress rules, creating a
secure perimeter.

Architectural Flow (Textual Description of architecture.png)

The architecture can be visualized as a secure, isolated zone within the OClI region:

1. Perimeter: The VCN and its associated Network Security Groups (NSGs) form the
outermost security layer, controlling all inbound and outbound traffic.

2. Core Infrastructure: The Exadata Cloud Service is deployed within a private
subnet of the VCN. This includes the Exadata Database Servers (VM Cluster) and
Exadata Storage Servers.



3. Key Management: The TDE master encryption key is stored in OCI Vault, which
resides outside the Exadata environment but is accessed securely over the OCI
backbone. This separation ensures that the key management is independent of
the database administration.

4. Security Monitoring: Oracle Data Safe is configured to connect to the Exadata
database (via a private endpoint in the VCN) to continuously pull audit logs,
perform security assessments, and manage user access.

5. Data Access: Application servers and client machines reside in a separate client
subnet. They connect to the Exadata VM Cluster via the database listener port
(1521), with access strictly controlled by NSGs.

6. Data Protection: Within the database, TDE encrypts all data files, and Oracle
Database Vault enforces realms and command rules to protect sensitive
application data from privileged database users.

6. Step-by-Step Implementation

This section provides the detailed, actionable steps to deploy the secure Exadata
Cloud Service. It is assumed that all prerequisites (IAM policies, VCN, subnets, OCI CLI)
are met.

Step 6.1: Define Configuration File ( exadata_config.json)

The deployment of the Exadata Infrastructure requires a detailed configuration file.
This file defines the network topology, hardware shape, and maintenance preferences.

Example exadata config.json:



"compartmentId": "ocidl.compartment.ocl..aaaaaa...<COMPARTMENT_OCID>",
"displayName": "Exadata-Infra-092-Prod",
"shape": "Exadata.X8M",
"timeZone": "America/Los_Angeles",
"cloudControlPlaneServeri": "10.0.1.10",
"cloudControlPlaneServer2": "10.0.1.11",
"netmask": "255.255.255.0",
"gateway": "10.0.1.1",
"adminNetworkCIDR": "10.0.1.0/24",
"infiniBandNetworkCIDR": "10.0.2.0/24",
"publicNetworkCIDR": "10.0.3.0/24",
"storageNetworkCIDR": "10.0.4.0/24",
"isMultiRackDeployment": false,
"maintenanceWindow": {
"preference": '"NO_PREFERENCE",
"months": ["JANUARY", "APRIL", "JULY", "OCTOBER"],
"weeksOfMonth": [1],
"daysOfweek": ["SUNDAY"],
"hoursOfDay": [2]

Note: The IP addresses and CIDR blocks must be within the VCN’s address space and
must not overlap with other subnets.

Step 6.2: Create OCI Vault and Master Key for TDE

TDE requires a master encryption key, which must be stored in a secure, highly
available Key Management System (KMS). OCI Vault is used for this purpose.

1. Create a Vault: This command creates a Virtual Private Vault, which is isolated
and dedicated to your tenancy.

oci kms management vault create \
--compartment-id ocidl.compartment.ocl. .aaaaaa.. .
<COMPARTMENT_OCID> \
--display-name "Exadata-TDE-Vault" \
--vault-type "VIRTUAL" \
--wait-for-state ACTIVE



o Action: Wait for the vault to transition to the ACTIVE state. Note the
VAULT_ocID from the output.

2. Create a Master Encryption Key: Create a 256-bit AES key protected by a
Hardware Security Module (HSM).

oci kms management key create \
--compartment-id ocidl.compartment.ocl..aaaaaa. ..
<COMPARTMENT_OCID> \
--display-name "Exadata-TDE-Key" \
--key-shape '{"algorithm": "AES", "length": 256}' \
--protection-mode "HSM" \
--vault-id ocidl.vault.ocl..aaaaaa...<VAULT_OCID> \
--wait-for-state ENABLED

o Action: Note the TDE_KEY_0CID and theinitial TDE_KEY_VERSION_OCID
from the output. These are crucial for the database creation step.
Step 6.3: Deploy Exadata Infrastructure
Use the configuration file to provision the physical Exadata infrastructure. This process

can take several hours.

oci db exadata-infrastructure create \
--from-json file://exadata_config.json \
--wait-for-state ACTIVE

e Action: Monitor the status. Once complete, note the EXADATA_INFRA_OCID .

Step 6.4: Create VM Cluster and Database

Once the infrastructure is active, the VM Cluster (the compute layer) and the database
itself can be created.

1. Create VM Cluster: This step provisions the virtual machines on the Exadata
hardware.



oci db vm-cluster create \

--compartment-id ocidl.compartment.ocl. .aaaaaa...
<COMPARTMENT_OCID> \

--exadata-infrastructure-id ocidl.exadatainfra.ocl..aaaaaa...
<EXADATA_INFRA_OCID> \

--display-name "ExaVMCluster'" \

--vm-cluster-network-id ocidl.vmclusternetwork.ocl..aaaaaa.. .
<VM_CLUSTER_NETWORK_OCID> \

--ssh-public-keys-file ~/.ssh/id_rsa.pub \

--license-model "LICENSE_INCLUDED" \

--cpu-core-count 20 \

--wait-for-state AVAILABLE

o Action: Note the vM_CLUSTER_OCID.

2. Create Database: Create the Oracle Database, explicitly referencing the KMS key
for TDE.

oci db database create \
--compartment-id ocidl.compartment.ocl. .aaaaaa...
<COMPARTMENT_OCID> \
--vm-cluster-id ocidl.vmcluster.ocl..aaaaaa...<VM_CLUSTER_OCID> \
--db-name "EXADATA_DB" \
--db-home-id ocidl.dbhome.ocl..aaaaaa...<DB_HOME_OCID> \
--admin-password "S3cur3P@ssword!" \
--tde-wallet-password "TdewW@lletP@sswOrd!" \
--kms-key-id ocidl.key.ocl..aaaaaa...<TDE_KEY_OCID> \
--kms-key-version-id ocidl.keyversion.ocl..aaaaaa...
<TDE_KEY_VERSION_OCID> \
--wait-for-state AVAILABLE

o Security Note: The kms-key-id and kms-key-version-id link the
database to the OCI Vault key, enabling TDE. The database will be
encrypted by default.

Step 6.5: Configure Oracle Data Safe

Register the newly created database as a target in Oracle Data Safe to begin
continuous security monitoring and assessment.



1. Register the Target Database: This command registers the database with Data
Safe. The dbsystemid is the OCID of the VM Cluster, as the database is part of a
Database Cloud Service deployment.

oci data-safe target-database register \
--compartment-id ocidl.compartment.ocl. .aaaaaa...
<COMPARTMENT_OCID> \
--display-name "EXADATA_DB_Target" \
--database-details '{"databaseType": "DATABASE_CLOUD_SERVICE",
"dbSystemId": "ocidl.vmcluster.ocl..aaaaaa...<VM_CLUSTER_OCID>"}"' \
--connection-option '{"connectionType": "PRIVATE_ENDPOINT"}' \
--wait-for-state ACTIVE

2. Configure Auditing: Once registered, use the Data Safe console to enable and
configure the unified audit trail collection for the target database. This ensures all
critical database activities are logged and retained for compliance.

Step 6.6: Implement Oracle Database Vault
Database Vault is configured inside the database to enforce separation of duties.

1. Enable Database Vault: Connect to the database as sYsS and enable Database
Vault.

2. Create DV Owners and Accounts: Create the Database Vault Owner and Account
Manager accounts.

3. Create Realms: Define a Realm (e.g., “Application Data Realm”) to protect the
sensitive application schemas.

4. Create Command Rules: Implement Command Rules to prevent privileged
users from executing specific commands (e.g., ALTER USER, DROP USER) or

accessing sensitive tables.

7. Validation & Testing

A rigorous validation process is essential to confirm that the deployment is functional,
secure, and compliant.



Comprehensive Testing Plan

Test Case

TDE Status
Check

Data Safe
Connection

Database
Vault
Realm Test

Audit Trail
Verification

Objective

Verify data-
at-rest
encryption
is active and
keys are
accessible.

Verify
continuous
security
monitoring
is active.

Verify
separation
of duties is
enforced.

Verify all
critical
actions are
logged.

Procedure

Connect to the database
and run SELECT * FROM
V$ENCRYPTION_WALLET;

Check the status of the
target database in the
Oracle Data Safe console.
Run a manual Security
Assessment.

Connect as a privileged
user (e.g., SYS or

SYSTEM ) and attempt to

query a table protected by

a Database Vault Realm.

Perform a DML operation
(e.g., UPDATE a sensitive

table) and then check the

Audit Trail report in Oracle

Data Safe.

Expected
Result

Wallet status
is OPEN and

AUTO_OPEN .

The
WRL_TYPE is

KMS .

Target status

is Active.

The
assessment
runs
successfully
and returns a
compliance
score.

Access is
denied with
an ORA-
47000 series
error (e.g.,
ORA-47400:
Command rule

violation).

The operation
is logged with
the user, time,
IP address,
and the full
SQL
statement.

Security
Implication

Confirms data
confidentiality
and secure key
management via
OCl Vault.

Confirms
continuous GRC
monitoring and
audit trail
collection.

Confirms
protection
against insider
threats and
privilege abuse.

Confirms non-
repudiation and
provides
necessary
evidence for
regulatory
compliance.



Expected Security

Test Case Objective Procedure ..
Result Implication
Confirms the
Verify the Connection effectiveness of
Network principle of  Attemptto connecttothe attempt fails OCI Network
etwor
least database from a machine  (e.g., Security Groups
Access - . . . .
privilege for  outside the designated connection (NSGs) in
Control . . .
network client subnet. timeout or enforcing the
access. refused). network
perimeter.
8. Troubleshooting

Deployment of complex infrastructure like Exadata Cloud Service can encounter
various issues. This section provides common problems and detailed resolutions.



Issue

Deployment
Timeout
(Infrastructure)

TDE Wallet Not
Open

Data Safe
Registration
Fails

Potential Cause

Invalid network
configuration or
insufficient
capacity limits.

Incorrect KMS key
configuration or
key version.

Network
connectivity issue
between Data Safe
and the target
database.

Diagnostic Steps

1. Check the
VCN/Subnet CIDR
blocks for overlap. 2.
Verify the Exadata
shapeis available in
the region. 3. Check
OCI Service Limits
for Exadata
Infrastructure.

1. Verify the kms-
key-id and kms-
key-version-id
used in the database
creation command
are correct. 2. Check
the IAM policy for
the database service
to access the OCI
Vault key.

1. Verify the Data
Safe Private
Endpointis correctly
configured in the
VCN. 2. Check the
Security Lists/NSGs
to ensure trafficis
allowed on port
1521 from the Data
Safe subnet to the
Exadata subnet.

Resolution

1. Correct the

exadata_config.json

network parameters. 2.
Request a service limit
increase from OCl support if
capacity is the issue.

1. Ensure the IAM policy
grants use keys tothe
database service principal.
2. If the key version was
rotated, update the TDE
wallet in the database
manually.

1. Update the NSG rules to
allow ingress on port 1521
from the Data Safe service
CIDR block or private
endpoint IP.



Issue Potential Cause Diagnostic Steps Resolution

1. Verify the path
specified in --ssh-

VM Cluster ) o public-keys-file 1. Regenerate the SSH key
Invalid or missing

Creation Fails SSH public key. is correct. 2. Ensure pair.and ensure the public
(SSH) the key file contains ~ key is correctly formatted.
avalid RSA or

ED25519 public key.

1. Connect as the DV

Owner and check .
1. Adjust the Realm

the Realm . .
o authorization to include
Realm or authorization for the
Database Vault necessary users/roles. 2.
) Command Rule protected schema. )
Access Denied i ) ) Modify the Command Rule
misconfiguration. 2. Check the

logic to allow required
Command Rules to _
operations.
ensure they are not

overly restrictive.

9. Cost Optimization

Optimizing costs in an Exadata Cloud Service environment is crucial due to the
premium nature of the service. The following strategies ensure maximum value and
efficiency.

1. Elastic Scaling of CPU and Storage:

o Strategy: Exadata Cloud Service supports elastic scaling, allowing you to
dynamically adjust the number of CPU cores allocated to the VM Cluster and
the storage capacity.

o Implementation: Use OCI Monitoring to identify periods of low utilization
(e.g., nights, weekends). Schedule automated scaling down of CPU cores
during these periods. Scaling down CPU cores directly reduces the hourly
billing rate.

o Tooling: Utilize the OCI Console or the oci db vm-cluster update
command to modify the cpu-core-count parameter.

2. Bring Your Own License (BYOL) Model:



o Strategy: If your organization already owns perpetual Oracle Database
licenses (e.g., Enterprise Edition), choosing the BYOL model significantly
reduces the OCI consumption cost.

o Implementation: During the VM Cluster creation (Step 6.4), ensure the --
license-model parameterissetto BRING_YOUR_OWN_LICENSE instead of
LICENSE_INCLUDED . This separates the cost of the software license from the
cost of the cloud infrastructure.

3. Resource Monitoring and Right-Sizing:

o Strategy: Continuous monitoring of key metrics (CPU utilization, I/O
throughput, storage usage) is essential to ensure the Exadata shape is
correctly sized for the workload.

o Implementation: Use OCI Monitoring and the OCI Cost Analysis tool. If the
CPU utilization consistently remains below 50%, consider scaling down the
core count or migrating to a smaller Exadata shape during the next
maintenance window. If storage is underutilized, review the allocation.

10. Security Best Practices

Beyond the core TDE, Data Safe, and Database Vault implementation, adhering to
these best practices ensures a hardened, production-ready environment.

1. Principle of Least Privilege (PoLP) with OCI IAM:

o Practice: Ensure that all users, groups, and services (including the Exadata
service principal) are granted only the minimum permissions necessary to
perform their tasks.

o Implementation: Regularly review IAM policies. For instance, grant read
access to exadata-infrastructures for monitoring teams, but only
manage access for deployment teams. Never use the *all-resources
verb.

2. Network Security Groups (NSGs) for Micro-Segmentation:

o Practice: Use NSGs instead of Security Lists for fine-grained, stateful control
over traffic to and from the VM Cluster.



o Implementation: Create separate NSGs for:
= Admin Traffic: Allow SSH (port 22) only from designated jump hosts.

= Application Traffic: Allow database listener (port 1521) only from
application subnets.

= Data Safe Traffic: Allow necessary ports from the Data Safe private
endpoint.
3. Regular Patching and Vulnerability Management:
o Practice: Maintain the Exadata infrastructure and database homes with the
latest security patches.

o Implementation: Configure and adhere to the automated quarterly
patching schedule provided by OCI. Use Oracle Data Safe’s Security
Assessment feature to continuously scan the database for known
vulnerabilities and misconfigurations.

4. Data Masking and Subsetting for Non-Production:
o Practice: Never use production data in development, testing, or training

environments.

o Implementation: Utilize Oracle Data Safe’s Data Masking and Subsetting
feature to create realistic, referentially intact, but non-sensitive copies of
the production database for non-production use cases.

5. Secure Credential Management:

o Practice: Do not store database passwords in configuration files or scripts.

o Implementation: Store all sensitive credentials (e.g., admin-password ,
tde-wallet-password ) in OCI Vault as secrets. Retrieve these secrets

programmatically at runtime using the OCI SDK or CLI, rather than
hardcoding them in deployment scripts.

11. Cleanup

To prevent unnecessary costs, the following resources should be terminated in the
reverse order of creation.



# 1. Deregister the Target Database from Data Safe
oci data-safe target-database deregister --target-database-id
<TARGET_DATABASE_OCID>

# 2. Terminate the Database
oci db database terminate --database-id ocidl.database.ocl..aaaaaa...

<DATABASE_OCID>

# 3. Terminate the VM Cluster

oci db vm-cluster terminate --vm-cluster-id ocidil.vmcluster.ocl..aaaaaa...

<VM_CLUSTER_OCID>

# 4. Terminate the Exadata Infrastructure
oci db exadata-infrastructure terminate --exadata-infrastructure-id
ocidl.exadatainfra.ocl..aaaaaa...<EXADATA_INFRA_OCID>

# 5. Delete the KMS Key and Vault

# Note: Key must be scheduled for deletion first, then the vault can be
deleted after the key is deleted.

oci kms management key delete --key-id ocidl.key.ocl..aaaaaa...
<TDE_KEY_OCID> --is-scheduled-deletion-enabled true --pending-deletion-
interval-in-days 7

oci kms management vault delete --vault-id ocidl.vault.ocl..aaaaaa...
<VAULT_OCID>
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