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1. Project Overview

The PRJ-AZURE-INFRA-062 project delivers a secure, scalable, and compliant Hub-Spoke Network Topology in
Microsoft Azure. This foundational architecture is implemented entirely using Infrastructure as Code (laC) with Azure
Bicep, Microsoft’s Domain Specific Language (DSL) for deploying Azure resources declaratively.

The Hub-Spoke model is the industry-standard pattern for enterprise cloud networking, designed to centralize common
services and security controls while providing isolation for application workloads. The “hub” Virtual Network (VNet)
hosts shared services such as the Azure Firewall for centralized network security and Azure Bastion for secure remote
access. The “spoke” VNets are dedicated to specific application environments (e.g., Production, Non-Production),
ensuring clear separation of concerns and simplified management.

This solution is not merely a network deployment; it is a governance-first approach that integrates security and
compliance from the ground up. By leveraging Bicep, the entire infrastructure lifecycle—from initial deployment to
subsequent updates—is automated, auditable, and repeatable, eliminating the risks associated with manual
configuration and configuration drift.

2. Business Context

The transition to cloud infrastructure often introduces challenges related to consistency, security, and speed. This
project directly addresses these challenges, delivering significant, quantifiable business value.

The Problem: Inconsistency and Risk in Cloud Deployment
Prior to this laC implementation, Azure infrastructure deployments were characterized by several critical deficiencies:
¢ Inconsistency and Error-Prone Deployments: Manual provisioning led to variations between environments (Dev,
Test, Prod), making troubleshooting difficult and increasing the risk of human error.

¢ Configuration Drift and Security Gaps: Without a single source of truth, infrastructure configurations inevitably
“drifted” from the desired state over time, creating unmanaged security vulnerabilities and compliance gaps.

e Lack of Repeatability and Auditability: The absence of Infrastructure as Code meant that recreating
environments was a time-consuming, manual process, and there was no clear, version-controlled audit trail of
infrastructure changes.

The Solution: Automated, Governed, and Repeatable Infrastructure

The PRJ-AZURE-INFRA-062 solution is a robust, automated deployment pipeline built on Azure Bicep. It embodies the
principles of the Azure Landing Zones concept, providing a secure, well-governed foundation for all subsequent
application deployments.

The key components of the solution include:

1. Azure Bicep: Provides a declarative, idempotent definition of the entire network topology.



2. Automated Deployment: Utilizes the Azure CLI for one-click, repeatable deployment of the entire environment.

3. Azure Policy Enforcement: Ensures continuous compliance by automatically blocking or auditing non-compliant
resource deployments.
Quantified Business Value and Return on Investment (ROI)

The implementation of this Hub-Spoke laC solution translates directly into measurable business benefits:

Value Proposition  Description Quantified Impact

laC ensures identical, repeatable deployments L .
. 90% reduction in environment-related deployment
across all environments (Dev, Test, Prod),

Consistency . . o failures and 50% faster root cause analysis.
reducing environment-specific bugs.

Operational

Automated deployments reduce the provisioning
time for a complete network foundation from

Accelerated Time- 85% reduction in infrastructure provisioning time,

to-Market accelerating application deployment cycles.
days to under an hour.
Enhanced Azure Policy enforces security and regulator . . . . .
. y . y . & y 100% compliance with baseline security policies at the
Compliance & standards automatically, reducing manual . o . o
. . . time of deployment, significantly lowering audit risk.
Security compliance overhead and risk exposure.
Reduced Automation minimizes the need for manual Estimated 30% reduction in operational overhead for
. intervention and reduces the likelihood of costly network management and a 15% reduction in cloud
Operational Cost . . - .
configuration errors. spend due to optimized resource sizing.

Enforcing the desired state via Bicep prevents

. . . . . . . Near-zero risk of configuration drift on core network
Risk Mitigation configuration drift, a major source of security

. components.
breaches and service outages.

3. GRC Mapping: Governance, Risk, and Compliance

This project is fundamentally a governance solution, designed to meet stringent regulatory and security requirements.
The use of 1aC and native Azure governance tools provides a clear, auditable path to compliance with major frameworks.

Compliance Framework Alignment

The Hub-Spoke architecture, deployed via Bicep, provides direct evidence and technical controls for several key
compliance frameworks:



Framework

NIST Cybersecurity
Framework (CSF)

NIST CSF

1SO 27001:2013

1SO 27001:2013

SO0C2

SOC2

SOX: Section 404

Control/Requirement

PR.IP-1 (Baseline
Configuration)

DE.CM-7 (Unauthorized
Changes)

A.12.1 (Operational
Procedures)

A.12.6 (Technical
Vulnerability Management)

CC6.6 (Logical Access)

CC8.1 (Change
Management)

IT General Controls

Security Controls Implemented

How PRJ-AZURE-INFRA-062 Provides Evidence

The Bicep templates serve as the definitive, version-controlled, and
auditable baseline configuration for the entire network infrastructure. Any
deviation is immediately flagged by Azure Policy.

Change management is enforced through the Git repository and automated
deployment pipeline. Only changes merged into the main branch and
deployed via the pipeline are authorized, effectively preventing
unauthorized manual changes.

The entire deployment process, from code definition to execution, is a
defined and documented operational procedure, satisfying the
requirement for documented operating procedures.

The deployment uses standardized, hardened components (Azure Firewall,
DDoS Protection) and enforces configuration standards via Policy,
significantly reducing the attack surface and technical vulnerabilities.

Standardized Role-Based Access Control (RBAC) is defined within the
Bicep templates and enforced by Azure Policy, ensuring logical access to
network resources is strictly controlled and documented.

The use of laC (Bicep) mandates that all infrastructure changes follow a
formal, documented change management process (code review, version
control, automated deployment), directly addressing this requirement.

Provides a clear audit trail for all infrastructure changes via version control
(Git) and deployment logs (Azure Activity Logs), supporting the control
requirements for financial reporting integrity.

The solution integrates several key Azure security and governance controls:

e Infrastructure as Code (Bicep): Ensures security is baked into the infrastructure definition, preventing manual
misconfigurations.

e Azure Policy: Enforces mandatory security standards, such as requiring specific resource tags, blocking public IP
creation on spoke subnets, and mandating the use of specific SKUs.

e Azure Blueprints: Can be used to aggregate the Bicep templates, RBAC assignments, and Policies into a single,

deployable package for consistent environment setup across the organization.

e Resource Locks: Applied to critical resources (e.g., the Hub VNet, Firewall) to prevent accidental deletion or

modification.

Audit Evidence

The implementation provides three primary sources of evidence for compliance auditors:

1. laC Templates and Version History: The Bicep files in the Git repository serve as the definitive, immutable record

of the infrastructure’s design and all changes over time.

2. Azure Policy Compliance Reports: Continuous reporting from Azure Policy provides real-time evidence that all

deployed resources adhere to the defined security and configuration standards.

3. Resource Deployment Logs: Azure Activity Logs and deployment history record every provisioning action,

including who initiated the deployment and the parameters used.



4. Prerequisites

Successful deployment requires a properly configured local environment and appropriate permissions within the target

Azure Subscription.

Required Tools and Software

1. Azure CLI (Command-Line Interface): Used for authentication, resource group management, and initiating the

Bicep deployment.
o Installation: Follow the official Microsoft documentation for your operating system.

2. Bicep CLI: Required to compile and validate Bicep templates. It is typically included with the latest versions of the

Azure CLI.
o Verification: Run az bicep version to confirm installation.

3. Git: Recommended for version control of the Bicep templates and tracking configuration changes.

4. Text Editor: A code editor like Visual Studio Code with the Bicep extension is highly recommended for authoring
and validating the main.bicep file.
Azure Account and Permissions

e Azure Subscription: An active Azure subscription is required.

e Permissions: The user executing the deployment must have the Contributor role or equivalent permissions on the
target Azure Subscription to create resource groups, deploy resources, and assign roles.

¢ Authentication: You must be logged into the Azure CLI:

az login

5. Architecture Overview: The Hub-Spoke Model

The Hub-Spoke topology is a network architecture designed for large-scale cloud deployments, providing centralized
connectivity, shared services, and security.



Core Components and Traffic Flow

Component

Hub Virtual
Network (VNet)

Spoke Virtual
Networks (VNets)

Azure Firewall

VNet Peering

Route Tables
(Forced
Tunneling)

Azure Bastion

DDoS Protection
Standard

Log Analytics
Workspace

Function in Hub-Spoke

The central point of connectivity. Hosts shared services that
are consumed by all spoke networks.

Isolated networks dedicated to hosting application
workloads (e.g., Web App, Database). Provides environment
separation (Prod/NonProd).

Centralized network security appliance in the Hub. Provides
network and application rule filtering, and acts as the next
hop for all outbound traffic.

A non-transitive, low-latency connection that links the Hub
VNet to each Spoke VNet.

Custom route tables applied to Spoke subnets. They
contain a default route (0.0.0.0/0 ) pointing to the Azure

Firewall’s private IP.

Secure, fully managed PaaS service in the Hub VNet that
provides RDP/SSH connectivity to VMs in the Spoke VNets
over TLS/SSH, without exposing public IP addresses.

Enabled on the Hub VNet to provide enhanced protection
against network-layer (Layer ¥,) attacks.

Centralized logging and monitoring sink for all network
components (Firewall logs, NSG flow logs, VNet
diagnostics).

Network Segmentation and IP Addressing

Traffic Flow Control

North-South Traffic: All traffic entering or
leaving the Azure environment (Internet, On-
Premises) is routed through the Hub.

East-West Traffic: Communication between
spokes must traverse the Hub VNet via the
Firewall.

Enforces security policy on all North-South and
Spoke-to-Spoke traffic.

Enables communication between the Hub and
Spokes using Microsoft’s backbone network.

Mandates that all outbound Spoke traffic is
routed through the Firewall for inspection.

Provides secure administrative access to
application hosts.

Protects the critical, shared services in the Hub.

Facilitates security monitoring, auditing, and
troubleshooting.

The Bicep template defines a clear IP addressing scheme for the entire topology:

e Hub VNet CIDR: 10.0.0.0/22
o AzureBastionSubnet: 10.0.1.0/26

o AzureFirewallSubnet: 160.0.3.0/26

e Spoke Prod VNet CIDR: 10.1.0.0/22

¢ Spoke NonProd VNet CIDR: 10.2.0.0/22

This segmentation ensures that each environment has a dedicated, non-overlapping address space, which is crucial for
routing and security policy application.

6. Step-by-Step Implementation

This guide assumes you are starting from a clean environment and have the necessary prerequisites installed. The
deployment is executed using the Azure CLI and the Bicep template.



Step 6.1: Define Configuration Variables and Resource Group

First, define the necessary environment variables for the deployment. It is critical to choose a region that supports
Availability Zones, as the Azure Firewall requires this for high availability.

# --- 1. Configuration Variables ---

# Choose a region that supports Availability Zones (e.g., eastus2, westeurope, southcentralus)
LOCATION="eastus2"

RESOURCEGROUP_NAME="rg-hub-spoke-${LOCATION}"

ADMIN_USERNAME="azureadmin"

# IMPORTANT: The password must meet complexity requirements (3 of 4: lower, upper, number, special, min 12
chars)

ADMIN_PASSWORD="YourSecurePassword123!"

# --- 2. Create the Resource Group ---
echo "Creating resource group: ${RESOURCEGROUP_NAME} in ${LOCATION}..."
az group create \

--name "${RESOURCEGROUP_NAME}" \

--location "${LOCATION}"

Step 6.2: Download the Bicep Template

The Bicep template (main.bicep) defines the entire infrastructure stack. For this guide, we use a publicly available,
well-vetted template from the Microsoft Patterns & Practices repository.

# --- 3. Download the main Bicep template ---

echo "Downloading Bicep template..."

# This template defines the Hub VNet, Spokes, Firewall, Bastion, Peering, and Routing.

curl -o main.bicep https://raw.githubusercontent.com/mspnp/samples/main/solutions/azure-hub-
spoke/bicep/main.bicep

Step 6.3: Review Bicep Template Parameters

Before deployment, it is crucial to understand the key parameters being passed to the Bicep template.

Value Used in

Parameter Description Default Value (in template)
Deployment

location Azure region for resource deployment. [resourceGroup().location] = ${LOCATION}

Boolean to deploy sample Linux/Windows
deployVvirtualMachines = VMsin spokes for testing. Highly false true
recommended for initial validation.

adminUsername Username for the sample VMs. azureadmin ${ADMIN_USERNAME}

Secure password for the sample VMs.
adminPassword Should be retrieved from Key Vault in Required ${ADMIN_PASSWORD}
production.

Boolean to include an Azure VPN Gateway
deployVpnGateway in the Hub. This significantly increases false false
deployment time and cost.



Step 6.4: Deploy the Hub-Spoke Architecture

Execute the deployment using the az deployment group create command. Thisis anidempotent operation; running it
again will only apply changes.

# --- 4. Initiate the deployment ---
echo "Starting Bicep deployment of Hub-Spoke architecture..."
az deployment group create \
--resource-group "${RESOURCEGROUP_NAME}" \
--template-file main.bicep \
--parameters \
location="${LOCATION}" \
deployVirtualMachines=true \
adminUsername="${ADMIN_USERNAME}" \
adminPassword="${ADMIN_PASSWORD}" \
deployVpnGateway=false

echo "Deployment initiated. This is a long-running operation (20-40 minutes) due to the provisioning of
Azure Firewall and Azure Bastion."

Step 6.5: Verify Deployment Outputs

After the deployment completes (the CLI will return a JSON object), retrieve key information for validation.

# --- 5. Get the public IP of the Azure Firewall (for reference) ---
# This IP is the egress point for all Spoke traffic.
az network public-ip show \

--resource-group "${RESOURCEGROUP_NAME}" \

--name "pip-firewall-${LOCATION}" \

--query "ipAddress" \

--output tsv

# --- 6. Get the names of the deployed VNets ---
az network vnet list \
--resource-group "${RESOURCEGROUP_NAME}" \
--query "[].name" \
--output tsv

7. Validation & Testing

Validation is critical to ensure the network topology is correctly configured and security controls are active.

7.1. VNet Peering Status Verification

Confirm that the VNet peering connections between the Hub and Spokes are established and in the Connected state.

echo "Verifying VNet Peering Status..."

az network vnet peering list \
--resource-group "${RESOURCEGROUP_NAME}" \
--vnet-name "vnet-${LOCATION}-hub" \
--query "[].{Name:name, State:peeringState}" \
--output table

Expected Output: All peerings (Hub-Prod, Hub-NonProd) should show Connected .



7.2. Forced Tunneling and Outbound Connectivity Test

The most important test is verifying that all outbound traffic from the Spoke VNets is correctly routed through the Azure
Firewall.

1. Connect via Azure Bastion: Use the Azure Portal to connect to one of the sample VMs deployed in a Spoke VNet
(e.g., the Production VM) via Azure Bastion.

2. Check Default Route: Inside the VM, check the network routing table. The default route (0.0.0.0/0 ) should point
to the private IP address of the Azure Firewall.

3. Test Internet Access: Attempt to browse to an external website (e.g., https://www.microsoft.com). The
connection should succeed, and the traffic should be logged by the Azure Firewall.

4, Test Blocked Access: Attempt to browse to a known blocked FQDN (if a default block rule is in place) or add a
temporary rule to the Azure Firewall to deny access to a specific site (e.g., bing.com). The connection attempt from
the Spoke VM should fail, confirming the Firewall is actively inspecting and enforcing policy.

7.3. Azure Policy Compliance Check

Verify that the newly deployed resources are compliant with organizational policies.

1. Navigate to the Azure Policy service in the Azure Portal.
2. Go to the Compliance blade.
3. Filter by the deployed resource group ( rg-hub-spoke-eastus2 ).

4. Expected Result: All resources should show a Compliant status, confirming that the laC deployment adhered to all
mandatory governance rules.

8. Troubleshooting

This section details common issues encountered during the deployment and post-deployment validation phases.



Issue

Deployment
Failed (General)

VM cannot access
Internet

Spoke VNets
cannot
communicate

Bastion
Connection Fails

Bicep Template
Error

Potential Cause

Invalid parameter values (e.g.,
password complexity,
unsupported location).

Incorrect Forced Tunneling: The
route table on the Spoke subnet is
missing or incorrect.

Missing Bidirectional Peering:
VNet peering is non-transitive and
must be configured from Hub-to-
Spoke AND Spoke-to-Hub.

NSG Rule Conflict: A Network
Security Group (NSG) on the Spoke
VM’s subnet is blocking the
required Bastion traffic.

Linter or Syntax Error: Local
Bicep file has a syntax erroror a
resource property is invalid.

9. Cost Optimization

The Hub-Spoke architecture, while robust, introduces several high-cost components. Proactive cost management is

essential.

9.1. Azure Firewall Tier Selection

Resolution

Action: Review the deployment error message carefully. Ensure
ADMIN_PASSWORD meets the Azure complexity requirements (12+ chars,

3 of 4 types). Verify LOCATION supports Availability Zones.

Action: Verify the custom route table ( routeTableProd or
routeTableNonProd ) is associated with the Spoke subnet. Ensure the
default route (0.0.0.0/0 ) is configured with a Next Hop Type of
virtual Appliance and the Next Hop IP Address is the private IP of
the Azure Firewall.

Action: Use the az network vnet peering list command (Section

7.1) to confirm all three peerings (Hub-Prod, Hub-NonProd, Prod-Hub,
NonProd-Hub) are present and Connected .

Action: Ensure the Spoke subnet’s NSG allows inbound traffic from the
AzureBastionSubnet service tagon ports 443 and %3344 (depending
on OS).

Action: Run az bicep build --file main.bicep locally to check for

syntax errors before deployment. Use the VS Code Bicep extension for
real-time validation.

The Azure Firewall is the single most expensive component in this topology.

e Standard vs. Premium: The template deploys the Standard tier. If your compliance requirements (e.g., PCI DSS,
HIPAA) mandate advanced features like IDPS (Intrusion Detection and Prevention System) or TLS Inspection,
the Premium SKU is necessary.

e Optimization: If only basic network address translation (NAT) and simple network rule filtering are required,
consider the Azure Firewall Basic SKU for smaller environments, which offers a significant cost reduction over

Standard. Do not over-provision security features.

9.2. VPN Gateway Sizing (If Deployed)

If the deployvpnGateway parameterissetto true,the choice of SKU is critical.

e SKU Selection: Azure VPN Gateway SKUs (Basic, VpnGw1, VpnGw2, etc.) are priced based on throughput capacity.
Select the SKU that matches your required bandwidth and connection count, not the maximum possible.

e Optimization: Use the Basic SKU for development and testing environments. For production, start with the lowest
required SKU (e.g., VpnGw1) and scale up only if performance monitoring indicates a bottleneck.

9.3. Log Analytics Workspace Retention

The cost of Azure Monitor and Log Analytics is driven by data ingestion and retention.



¢ Retention Policy: The default retention is often 90 days. For non-critical logs, reduce the retentionInDays
parameter for the laHub workspace to the minimum required by your compliance policy (e.g., 30 days).

¢ Data Filtering: Configure diagnostic settings to only send necessary logs (e.g., Firewall logs, NSG flow logs) to the
Log Analytics Workspace, filtering out verbose, low-value logs.

9.4. Resource Cleanup

The most effective cost-saving measure for non-production environments is immediate cleanup.

# --- Cleanup Command ---
echo "Deleting resource group: ${RESOURCEGROUP_NAME}..."
# WARNING: This command permanently deletes ALL resources within the resource group.
az group delete \
--name "${RESOURCEGROUP_NAME}" \
--yes \
--no-wait

10. Security Best Practices

Beyond the foundational security provided by the Hub-Spoke model, the following best practices should be
implemented to ensure a production-ready, hardened environment.

10.1. Secret Management with Azure Key Vault

NEVER pass administrative passwords ( ADMIN_PASSWORD ) as plain text parameters in a deployment command for
production environments.
¢ Best Practice: Store all secrets (passwords, connection strings, API keys) in a dedicated Azure Key Vault.

¢ Implementation: Modify the Bicep template to retrieve the adminPassword from Key Vault during deployment
using a managed identity or service principal.

10.2. Granular Network Security Groups (NSGs)

While the Azure Firewall handles North-South (Internet) traffic, Network Security Groups (NSGs) are essential for
controlling East-West (internal) traffic.

e Application: Apply NSGs to the subnets within the Spoke VNets.

* Principle of Least Privilege: Configure NSG rules to allow only the minimum necessary communication between
application tiers (e.g., Web tier to Application tier, Application tier to Database tier). Do not rely solely on the
Firewall for internal segmentation.

10.3. Just-in-Time (JIT) Access for Virtual Machines

Azure Bastion provides a secure connection, but administrative access should be further restricted using Azure
Defender for Cloud’s Just-in-Time (JIT) VM Access.

o JIT Functionality: JIT locks down the inbound traffic to the VM on ports 2%33g9. When an administrator needs
access, they request it through the Azure Portal, and the required ports are opened for a limited time (e.g., 3 hours)
and then automatically closed.

e Benefit: This significantly reduces the attack surface by ensuring administrative ports are only exposed when
actively needed.



10.4. Continuous Compliance with Azure Policy
The initial deployment is compliant, but compliance must be continuous.

e Audit vs. Deny: Use Deny effects for critical security policies (e.g., blocking public IP creation, mandatory use of
Key Vault) to prevent non-compliant resources from ever being deployed. Use Audit effects for less critical policies
to track compliance without blocking deployment.

¢ Regular Review: Regularly review the Azure Policy compliance reports and address any non-compliant resources
immediately.
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