Comprehensive Implementation Guide:
PRJ-AZURE-INFRA-064 - Azure Arc Hybrid
Management Deployment

1. Project Overview

The PRJ-AZURE-INFRA-064 project is a strategic initiative to establish a unified,
policy-driven control plane for hybrid and multi-cloud infrastructure using Azure Arc
Hybrid Management. This solution is not merely a technical deployment; it
represents a fundamental shift towards centralized governance, consistent
operations, and integrated security across the entire IT estate, encompassing Azure-
native resources, on-premises data centers, and resources hosted on other cloud
platforms.

The project’s foundation is built on a robust Infrastructure as Code (laC)
methodology, leveraging the strengths of both Azure Bicep and HashiCorp
Terraform. Azure Bicep is utilized for the declarative deployment of core Azure
management components, such as Resource Groups, Policy Definitions, and Policy
Assignments, ensuring a native, streamlined experience within the Azure ecosystem.
Terraform, conversely, provides the necessary abstraction and state management
capabilities for multi-cloud scenarios and complex resource orchestration, particularly
in managing the lifecycle of the Azure Arc control plane itself.

The core objective is to project non-Azure resources—such as physical servers, virtual
machines, and Kubernetes clusters—as first-class citizens within the Azure Resource
Manager (ARM). Once projected, these resources can be managed, governed, and
secured using familiar Azure services, including Azure Policy, Azure Monitor, and Azure
Security Center. This unified approach eliminates the operational silos typically
associated with hybrid environments, leading to enhanced compliance and reduced
operational complexity.

Key Components and Technologies:



Component

Hybrid
Control
Plane

Azure Native
laC

Multi-Cloud
laC

Governance

Identity &
Access

Technology

Azure Arc

Azure Bicep

HashiCorp
Terraform

Azure Policy &
Blueprints

Azure RBAC

Role in Project

Centralizes management,
governance, and security
for non-Azure resources.

Declarative language for
deploying core Azure
resources (Resource
Groups, Policies).

Manages complex
infrastructure state and
multi-cloud resource
provisioning.

Enforces configuration
standards, compliance, and
security across the hybrid
estate.

Ensures the principle of
least privilege for all
deployment and
management operations.

Strategic Importance

Enables a single pane of
glass for all IT assets,
regardless of location.

Ensures rapid, repeatable,
and native deployment of
the Azure management
plane.

Provides flexibility and
consistency across diverse
cloud and on-premises
environments.

Automates compliance
checks and prevents
configuration drift at scale.

Secures the deployment
pipeline and controls access
to critical infrastructure.

2. Business Context

In today’s complex IT landscape, organizations face mounting pressure to manage
distributed infrastructure while maintaining strict security and compliance standards.
The traditional approach of using disparate tools for on-premises and cloud
environments is unsustainable, leading to significant operational and financial
burdens.

The Problem: Inconsistency, Drift, and Siloed Operations

The primary challenges addressed by this project stem from the inherent difficulties of
managing hybrid infrastructure:



1. Configuration Drift: Manual changes or ad-hoc deployments lead to resources
deviating from their desired, secure state. This drift is a major source of security
vulnerabilities and operational instability.

2. Inconsistent Deployments: Without a standardized laC approach, deployments
across development, staging, and production environments are often
inconsistent, leading to “works on my machine” issues and prolonged
troubleshooting cycles.

3. Siloed Governance: Security and compliance policies applied in Azure often fail
to extend to on-premises or multi-cloud resources, creating blind spots and
increasing the risk of non-compliance with regulatory mandates.

4. High Operational Overhead: Managing multiple monitoring, patching, and
security tools for different environments consumes excessive IT staff time and
budget.

The Solution: Unified Control and Automated Governance

The PRJ-AZURE-INFRA-064 solution provides a comprehensive answer by
implementing a unified l1aC framework integrated with Azure Arc. This integration
allows the organization to leverage Azure’s powerful governance tools to manage all
resources centrally.

The solution ensures that the desired state is defined declaratively in code, enforced
continuously by Azure Policy, and maintained across all environments, significantly
reducing the surface area for human error and configuration drift.

Quantified Business Value and Return on Investment (ROI)

The strategic value of this project is quantifiable across several key performance
indicators (KPlIs):



Value
Proposition

Consistency

Description

laC ensures identical,
error-free deployments

Quantified Impact
(Conceptual)

90% reduction in
environment-related
deployment failures

ROI Justification

Reduced Mean Time
To Recovery (MTTR)

& Reliability across all environments, and increased
and subsequent ) o
from cloud to edge. ) service availability.
downtime.
L 75% faster time-to- . .
Automated provisioning Direct correlation to
) market for new
Speed & via laC reduces L faster revenue
. ) ) applications, i
Agility infrastructure setup time , . generation from
accelerating business .
from weeks to hours. ) ] new services.
Innovation.
Azure Policy automates
. ) $50,000+ annual
Compliance compliance checks and . ) Lower labor costs
) ) ] savings in manual .
Cost provides real-time audit . . and reduced risk of
. . compliance auditing ]
Reduction reports for hybrid ) regulatory fines.
and reporting efforts.
resources.
Enforcing security best Estimated 15%
Risk practices (e.g., mandatory  reduction in annual Protection of brand
e . encryption, patching) via security incident costs  reputation and
Mitigation yp P g) Y P

Operational
Efficiency

policy prevents costly
security incidents.

Centralized management
via Azure Arc consolidates
monitoring, security, and

patching tools.

and associated
business disruption.

20% increase in IT staff
efficiency by
eliminating the need to
manage disparate on-
premises tools.

critical data assets.

Reallocation of
skilled personnel to
higher-value
strategic projects.

3. GRC Mapping (Governance, Risk, and Compliance)

This project is a critical enabler for meeting stringent governance, risk, and
compliance (GRC) requirements by embedding controls directly into the infrastructure
deployment process. The use of Azure Policy and IaC provides irrefutable evidence of
compliance.



Detailed Framework Alignment

The solution directly maps to controls within major international and industry-specific
frameworks:



Framework

NIST SP
800-53

NIST SP
800-53

ISO
27001:2022

ISO
27001:2022

SO0C2

HIPAA

ControlID

CM-2 (Baseline
Configuration)

CM-3
(Configuration
Change Control)

A.8.19
(Installation of
software on
operational
systems)

A.5.12 (Ownership
of assets)

CC8.1 (Change
Management)

§164.308(a)(8)
(Technical
evaluation)

Control
Description

Establishes and
enforces a
configuration
baseline for all
systems.

Manages and
controls changes to
the configuration
baseline.

Controls the
installation of
software on
operational
systems.

Assets are owned
and clearly
identified.

Changes to
infrastructure are
authorized, tested,
and approved.

Requires periodic
technical and
nontechnical
evaluation of
security
mechanisms.

Project Implementation

The laC templates
(Bicep/Terraform) arethe
baseline configuration, stored in
a version-controlled repository.

All changes must follow a pull
request (PR) workflow, reviewed
by security, and deployed via
the automated CI/CD pipeline.

Azure Arc extensions (e.g., Log
Analytics Agent) are deployed
and managed declaratively via
laC and Azure Policy, ensuring
only approved software is
installed.

Mandatory tagging enforced by
Azure Policy (e.g., Owner ,

CostCenter ) ensures all

resources, including Arc-enabled
servers, are properly identified.

The mandatory use of 1aC and
the CI/CD pipeline provides a
complete, auditable record of
every infrastructure change,
meeting the rigorous
requirements of SOC 2.

Continuous compliance
reporting from Azure Policy and
Azure Security Center for Arc-
enabled resources provides the
necessary evidence for technical
evaluation.



Security Controls and Audit Evidence
The project enforces security by design through the following mechanisms:

1. Shift-Left Security with laC: Security reviews are conducted on the Bicep and
Terraform code before deployment. Tools like Bicep Linter and Checkov can be
integrated into the CI/CD pipeline to automatically scan for security
misconfigurations, ensuring that infrastructure is secure from the momentit is
provisioned.

2. Policy-Driven Remediation: Azure Policy is configured not only to auditnon-
compliance but also to remediate it automatically. For example, a policy can be
set to automatically deploy the Log Analytics agent to any newly onboarded Arc
server that is missing it, ensuring continuous monitoring.

3. Immutable Audit Trail: Every change to the infrastructure is recorded in Git (for
the code) and in Azure Activity Logs (for the deployment action). This provides an
immutable, non-repudiable record essential for forensic analysis and external
audits.

4. Prerequisites

A successful deployment requires meticulous preparation of the environment,
including necessary accounts, permissions, and local tooling.

Required Accounts and Permissions
1. Azure Subscription: An active, non-trial Azure subscription is required.

2. Deployment Identity: The identity used for the initial deployment must have the
Owner or Contributor role at the subscription level. This high level of permission
is necessary to create the initial Resource Group and assign policies at the
subscription or management group scope.

3. Production Service Principal (SPN): For production CI/CD pipelines, a
dedicated SPN should be created with the Contributor role scoped only to the
Resource Group (rg-arc-management ) and any target resource groups. This
adheres to the Principle of Least Privilege (PoLP).



# Example: Create a Service Principal for CI/CD
az ad sp create-for-rbac --name "http://prj-azure-infra-064-spn" --

role "Contributor" --scopes

"/subscriptions/<SubscriptionID>/resourceGroups/rg-arc-management"

Required Tools and Setup

All tools must be installed and configured on the workstation or the CI/CD agent.

Minimum
Tool .

Version
Azure CLI  2.40.0+
Bicep CLI  0.18.4+
Terraform 1.0+

. Latest

Git

Stable
] Latest
) Stable

Installation &
Configuration

az login and az account
set to authenticate and

select the correct
subscription.

az bicep install or

install via the VS Code
extension.

Download binary from
HashiCorp and ensure itisin
the system PATH.

Used for cloning the
repository and managing
version control.

sudo apt install jq

(Linux)

Local Environment Setup:

1. Authenticate Azure CLI:

Purpose

Primary interface for Azure
resource management and
authentication.

Compiles Bicep files into ARM
templates for deployment.

Manages infrastructure state and
deploys Terraform-specific
modules.

Version control for the 1aC
templates and project files.

Command-line JSON processor,
essential for parsing Azure CLI
output, especially for the Arc
onboarding script.



az login

az account set --subscription "Your Subscription Name or ID"

2. Verify Bicep Installation:

az bicep version

3. Verify Terraform Installation:

terraform version

5. Architecture Overview

The architecture is a robust hub-and-spoke model designed for hybrid management.
The hub is the Azure Resource Manager (ARM) control plane, extended by Azure Arc.

The spokes are the non-Azure resources (servers, clusters) connected via the Arc
agent.

Core Architectural Components Deep Dive

1. Azure Resource Manager (ARM): The central nervous system. All declarative
state (Bicep/Terraform) is processed by ARM. It provides the unified API for

managing all resources, whether they are native Azure VMs or Arc-enabled
servers.

2. Azure Arc Connected Machine Agent: A lightweight, non-intrusive agent
installed on the non-Azure server. It establishes an outbound, encrypted
connection (HTTPS over port 443) to Azure. Crucially, it does not require any
inbound firewall ports to be opened, simplifying network security. The agent’s
sole purpose is to project the server’s metadata and health status to ARM.

3. Infrastructure as Code (laC) Layer:



o Bicep for Governance: Used to deploy the foundational governance
resources, such as the rg-arc-management Resource Group, custom Azure

Policy definitions (like the mandatory tagging policy), and their
assignments.

o Terraform for State Management: Used to provision the remote state
backend (e.g., an Azure Storage Account) and potentially to manage the
lifecycle of the Arc-enabled resources themselves, offering a unified
workflow if other cloud providers are involved.

4. Governance and Management Services: Once a resource is Arc-enabled, it can

be managed by:
o Azure Policy: Enforces configuration, security, and compliance.

o Azure Monitor: Collects logs and metrics for centralized monitoring and
alerting.

o Azure Security Center (Defender for Cloud): Provides security posture
management and threat detection for the hybrid server.

Data and Control Flow in a Hybrid Environment

The control flow is strictly centralized through ARM:

1.

laC Deployment: The CI/CD pipeline pushes the desired state (Bicep/Terraform)
to ARM.

. Resource Projection: The Arc agent on the non-Azure server registers itself with

ARM, creating a proxy resource ( Microsoft.HybridCompute/machines ).

. Policy Evaluation: Azure Policy continuously scans the metadata of the Arc-

enabled server against assigned policies. If a policy requires an extension (e.g.,
the Log Analytics agent), the policy engine instructs ARM.

. Extension Deployment: ARM sends a command via the Arc service to the agent

on the server. The agent executes the command to install the required extension
(e.g., for monitoring or patching).

. Data Ingestion: The installed extensions (e.g., Log Analytics) stream data (logs,

metrics) back to Azure Monitor, completing the centralized management loop.



6. Step-by-Step Implementation

This section provides the detailed, actionable steps for deploying the core Azure Arc
management components and onboarding a sample non-Azure server.

Step 6.1: Repository Setup and Resource Group Creation

Define environment variables and create the dedicated Resource Group for the Arc
management plane.

# Define the project variables

PROJECT_DIR="prj-azure-infra-064"

LOCATION="eastus" # Choose a region close to your on-premises location for
best performance

RG_NAME="rg-arc-management"

# Clone the project repository (replace with your actual Git URL)
echo "Cloning project repository..."

git clone https://github.com/your-org/$PROJECT_DIR.git

cd $PROJECT_DIR

# Create the management resource group

echo "Creating Resource Group: $RG_NAME in $LOCATION"
az group create --name $RG_NAME --location $LOCATION

Step 6.2: Deploy Core Governance with Bicep

Deploy the Bicep template (bicep/main.bicep) which contains the custom policy
definition to enforce mandatory tagging.



# Deploy the Bicep template for core governance (policy definitions and
assignments)
echo "Deploying Bicep template for core governance..."
az deployment group create \
--resource-group $RG_NAME \
--template-file ./bicep/main.bicep \
--parameters location=$LOCATION \
--name "arc-governance-deployment"

# Verify the deployment status
az group deployment show --resource-group $RG_NAME --name "arc-governance-
deployment" --query properties.provisioningState

Bicep Code Analysis (bicep/main.bicep): The provided Bicep code is a critical
governance component. It defines a custom policy with a peny effect, ensuring that
any resource deployed into the rg-arc-management Resource Group must have the
Environment tag. This is a foundational control for cost allocation and security
segregation.

// ... (Bicep code snippet from source)
/]

// policyRule: {

//  if: {

// allof: [

// {

// field: 'tags.Environment'

// exists: 'false'

// 3

// ]

// 3}

// then: {

// effect: 'Deny' // This is the critical enforcement point
// 3}

// %}

/...

Step 6.3: Onboard a Sample Non-Azure Server via Azure Arc

This is the process of connecting an external server to the Azure control plane.



1. Generate the Onboarding Script: Use the Azure CLI to generate a personalized
script for the target server.

MACHINE_NAME="onprem-server-01"

# Generate the script for connecting a server
echo "Generating onboarding script for $MACHINE_NAME..."
az connectedmachine create-script \

--resource-group $RG_NAME \

--location $LOCATION \

--machine-name $MACHINE_NAME \

--output json > onboard_script.json

# Extract the script content using jq for easy execution

cat onboard_script.json | jg -r '.properties.script' > onboard.sh

echo "Onboarding script generated in onboard.sh. Transfer this file to
the target server."

2. Execute the Script on the Target Server: Transfer onboard.sh to the target
server and execute it with elevated privileges.

# Example execution on a Linux server
sudo bash onboard.sh

# The script will download and install the Azure Connected Machine
Agent.

# Upon successful execution, the server will appear in the Azure
portal.

Step 6.4: Terraform State Initialization (If Applicable)

If Terraform is used for state management, initialize the backend and apply the
configuration.



# Initialize Terraform backend (e.g., Azure Storage Account)

echo "Initializing Terraform..."

terraform init -backend-config="resource_group_name=rg-tfstate" -backend-
config="storage_account_name=tfstatestorage064"

# Review the plan
echo "Generating Terraform plan..."
terraform plan -var="location=$LOCATION" -out="arc_plan"

# Apply the plan

echo "Applying Terraform plan..."
terraform apply "arc_plan"

7. Validation & Testing

Validation must confirm both the successful deployment of resources and the active
enforcement of the governance framework.
7.1: Validate Resource Deployment and Connectivity

Verify that the core Azure resources are provisioned and that the Arc-enabled server is
successfully connected.

1. Check Bicep Deployment Status:
az group deployment show --resource-group $RG_NAME --name "arc-

governance-deployment" --query properties.provisioningState
# Expected Result: "Succeeded"

2. Verify Arc Machine Status:

az connectedmachine show --resource-group $RG_NAME --name
$MACHINE_NAME --query properties.status
# Expected Result: "Connected"



If the status is “Disconnected” or “Expired,” the issue is likely network
connectivity or agent installation failure (see Troubleshooting).

3.Azure Portal Verification: Navigate to the Azure portal, open the rg-arc-
management Resource Group, and confirm the presence of the Arc-enabled server
resource. Check the Extensions blade on the server to ensure no required
extensions (e.g., Log Analytics) are pending.

7.2: Validate Compliance Enforcement (Policy Denial Test)

This test confirms the Deny effect of the mandatory tagging policy is active, which is
the primary security control of this project.

# Attempt to deploy a storage account WITHOUT the mandatory 'Environment'
tag.
echo "Attempting non-compliant deployment (expected to FAIL)..."
az storage account create \
--name "noncompliantstorage064" \
--resource-group $RG_NAME \
--location $LOCATION \
--sku Standard_LRS

Expected Result: The command must fail with an error message indicating a policy
violation, specifically referencing the enforce-environment-tag policy.

Successful Validation: Now, attempt the deployment with the required tag:

# This deployment should SUCCEED
az storage account create \
--name "compliantstorage@64" \
--resource-group $RG_NAME \
--location $LOCATION \
--sku Standard_LRS \
--tags Environment=Production



7.3: Compliance Dashboard Verification

After the policy test, navigate to the Azure Policy service in the Azure portal. Check the
Compliance blade for the rg-arc-management scope. The compliance state for the
enforce-environment-tag policy should show 100% compliant (assuming the non-

compliant attempt was blocked and the compliant one succeeded). This dashboard is
the primary audit evidence for GRC requirements.

8. Troubleshooting

Hybrid infrastructure deployments introduce unique challenges. A systematic
approach to troubleshooting is essential.



Issue

Deployment
Failed (Policy
Deny)

Arc Agent Not
Connecting

Terraform State
Lock

Bicep/Terraform
Syntax Error

Resource Not
Showing in
Azure

Potential
Cause

Resource
configuration
violates an
assigned Azure
Policy.

Network
connectivity
issues
(firewall/proxy)
or incorrect
agent
installation.

A previous
terraform
apply failed or
was
interrupted,
leaving the
state file locked
in the backend.

Typo or
incorrect
resource
property in the
laC file.

The Arc agent
is running, but
the resource is

Detailed Resolution Steps

1. Identify Policy: Check the deployment error
message for the specific Policy Definition ID. 2. Review
Policy Rule: Examine the policy rule in the Azure portal
to understand the violation (e.g., missing tag, wrong
SKU). 3. Remediate: Update the laC template to
comply with the policy, or if necessary, update the
policy’s assignment parameters.

1. Check Connectivity: Ensure the server has
outbound HTTPS (port 443) access to the required
Azure endpoints (e.g., *.service.signalr.net,
*.core.windows.net ). 2. Check Agent Status: On the
server, run azcmagent check (Windows) or sudo
azcmagent check (Linux). 3. Review Logs: Examine
the agent logs for detailed errors:
/var/opt/azcmagent/log (Linux) or
C:\ProgrambData\AzureConnectedMachineAgent\Log

(Windows).

1. Identify Lock: Run terraform plan to see the lock
ID. 2. Verify No Active Run: Confirm no other
deployment is running. 3. Force Unlock (Caution): Use
terraform force-unlock <lock-id> to release the
lock. This should only be done after confirming the
previous operation is truly dead.

1. Local Validation: Run az bicep build or
terraform validate locally before pushing to the
pipeline. 2. IDE Integration: Use the Bicep VS Code
extension or Terraform language server for real-time
syntax checking.

The agent may be running but unable to register. Check
the agent logs for registration errors, often related to
the Service Principal credentials used in the



Potential

Issue Detailed Resolution Steps
Cause
not visible in onboarding script being expired or invalid. Re-generate
the portal. the onboarding script.

9. Cost Optimization

Cost management is an integral part of the governance framework, enforced through
policy and operational best practices.

Policy-Driven Cost Control

1. SKU Restriction Policy Implementation: This is the most effective proactive
cost control. A policy is implemented at the subscription or management group
level with a Deny effect that restricts the deployment of high-cost resources. For

example, blocking the creation of any VM SKU above a certain size (e.g., E-series
or M-series) unless explicitly approved. This prevents accidental or unauthorized
deployment of expensive infrastructure.

2. Mandatory Tagging for Chargeback: The enforced costcCenter and
Environment tags are the foundation for accurate cost allocation. Azure Cost
Management uses these tags to break down spending by department or project,

enabling chargeback and holding teams accountable for their consumption.
Without mandatory tagging, cost visibility is lost.

Operational Cost Reduction

1. Automated Shutdown for Non-Production: For Arc-enabled VMs used in
development or testing environments, implement an automated shutdown
schedule. This can be achieved by deploying an Azure Automation Runbook that
targets VMs with a specific tag (e.g., Environment: Dev ) and shuts them down
outside of business hours. This can reduce compute costs by up to 60% for non-
24, workloads.

2. Right-Sizing with Azure Monitor: Leverage Azure Monitor data collected from
Arc-enabled servers to identify underutilized resources. The collected metrics



(CPU, memory, disk I/O) allow for data-driven decisions to right-size VMs,
ensuring the organization only pays for the capacity it actually uses.

10. Security Best Practices

Security is paramount in a hybrid environment. This project enforces a secure-by-
design posture by integrating security controls into the laC and the Azure Arc
management plane.

Secure Deployment Pipeline

1. Principle of Least Privilege (PoLP): The CI/CD Service Principal (SPN) must be
granted the absolute minimum permissions required. For example, if the SPN
only needs to deploy resources into rg-arc-management , its role should be
scoped only to that Resource Group, not the entire subscription.

2. Secret Management with Azure Key Vault: Never hardcode secrets (passwords,
connection strings, SPN keys) in 1aC files or version control. All sensitive data
must be stored in Azure Key Vault. The CI/CD pipeline should use a Managed
Identity (if running on Azure DevOps or GitHub Actions with OIDC) or the SPN to
securely retrieve secrets at runtime.

Security for Arc-Enabled Resources

1. Policy-Driven Security Enforcement: Utilize Azure Policy to enforce critical

security standards on all Arc-enabled servers:
o Mandatory Disk Encryption: Enforce the use of Azure Disk Encryption or

similar tools on all Arc-enabled servers.

o Security Baseline: Assign policies that audit and enforce security baselines
(e.g., CIS benchmarks) on the operating system.

o Antimalware Deployment: Use Azure Policy to automatically deploy and
configure Microsoft Defender for Endpoint on all connected machines.

2. Network Security and Private Link: While the Arc agent uses outbound HTTPS,
for enhanced security and compliance (especially in highly regulated industries),
configure Azure Private Link for Azure Arc. This ensures that the Arc agent
communicates with Azure services over a private endpoint within the



organization’s virtual network, bypassing the public internet and reducing
exposure.

3. Integrated Threat Detection: Onboard all Arc-enabled servers to Microsoft
Defender for Cloud. This provides unified security posture management,
vulnerability assessments, and advanced threat detection capabilities for the
entire hybrid fleet, leveraging Azure’s global threat intelligence.
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