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1. Project Overview

This project, PRJ-AZURE-INFRA-065, is a blueprint for deploying a High-Availability
(HA) Virtual Machine (VM) Architecture on Microsoft Azure. It is built entirely using
the principles of Infrastructure as Code (laC), primarily leveraging Azure Bicep (or
optionally Terraform) for declarative resource deployment. The core objective is to
establish a robust, fault-tolerant compute environment that guarantees a high Service
Level Agreement (SLA), typically 99.99%, by distributing critical resources across
multiple Azure Availability Zones (AZs) within a single region.

The solution is designed to be production-ready, integrating not just the core compute
and networking components, but also essential governance and security layers. By
defining the entire infrastructure stack—including Virtual Networks (VNets), Load
Balancers, Network Security Groups (NSGs), and Virtual Machines—in code, the project
effectively eliminates the risks associated with manual deployments, such as
configuration drift, human error, and compliance inconsistencies. This codified
approach ensures that the infrastructure is repeatable, auditable, and inherently
compliant with enterprise standards from the moment of deployment.

The architecture is fundamentally a three-tier design, focusing on the web/application
tier, where two or more VMs are deployed in an active-active configuration, fronted by
a zone-redundant Public Load Balancer. This design ensures that if an entire
Availability Zone fails, the application remains operational, seamlessly served by the
VMs in the surviving zone.




2. Business Context

The modern enterprise demands cloud infrastructure that is not only scalable and
performant but also governed, compliant, and cost-efficient. This project directly
addresses these demands by transforming manual, error-prone infrastructure
provisioning into an automated, repeatable, and auditable process. The business
value is quantified across several critical dimensions, leading to a significant Return on
Investment (ROI) and measurable efficiency gains.

The Problem: Inconsistency and Risk

Traditional or manual cloud infrastructure management presents significant business
risks:
Issue

Description Business Impact

Increased Mean Time To
Recovery (MTTR), higher
operational costs, and

Manual configuration across
Inconsistent
Deployments

environments (Dev, Test, Prod) leads

to subtle differences that cause )
] i reputational damage from
production-only bugs and failures.
outages.

Configuration
Drift

Lack of
Repeatability

Uncontrolled, ad-hoc changes to
deployed resources over time,
deviating from the intended secure
baseline.

Inability to quickly and reliably spin

up a new, identical environment (e.g.,

for disaster recovery or scaling).

Security vulnerabilities,
compliance breaches, and
unpredictable application
behavior.

Slow time-to-market for new
features and inability to meet
business continuity
requirements.

The Solution: Automated Governance and High Availability

This project delivers a strategic solution by implementing a robust Infrastructure as
Code (laC) framework using Azure Bicep, integrated with Azure’s native governance
tools.



Component Strategic Role

Azure Declarative definition of
Bicep/Terraform all resources.

ey Physical separation of
Azure Availability o
resources within a

Zones :

region.

Automated enforcement
Azure Policy of organizational

standards.

Quantified Business Value and ROI

Value Delivered

Consistency and Auditability. Ensures
every deployment is identical and fully
traceable via Git version control.

Reliability and High Availability.
Guarantees a 99.99% SLA for the compute
layer, minimizing downtime risk.

Compliance and Security. Prevents the
creation of non-compliant resources (e.g.,
unencrypted disks, non-standard VM sizes).

The shift to this laC-driven, HA architecture translates directly into measurable

financial and operational benefits:



Value
Proposition

Operational
Efficiency

Risk
Mitigation

Compliance
Assurance

Reliability
Improvement

Benefit

Automated
deployments
reduce
provisioning time
from days to
hours.

Configuration drift
and unauthorized
changes are
automatically
blocked or
remediated.

Continuous,
automated
enforcement of
security and
regulatory
standards.

99.99% SLA for the
compute layer.

Risk Mitigation

Quantified Impact

75% Reduction in Provisioning Time. A typical 4-day
manual setup is reduced to a 1-hour automated
deployment, freeing up engineering time for
innovation.

90% Reduction in Security Incidents related to
misconfiguration, saving an estimated 50, 000—
100,000 per major incident.

Avoidance of Regulatory Fines. Prevents non-
compliance penalties, which can range from
thousands to millions of dollars depending on the
regulation (e.g., HIPAA, GDPR).

Reduced Downtime Costs. For a business generating
1,000perminute, thedi f f erencebetween99.94,380
peryear** in lost revenue.

The implementation of this architecture is a core component of the organization’s risk

management strategy:

e Prevents Configuration Drift: By making the laC template the single source of

truth, any manual changes are either automatically reverted by Azure Policy or
flagged for remediation.

e Blocks Unauthorized Changes: Role-Based Access Control (RBAC) and Azure
Resource Locks are applied to critical resources, ensuring only the automated
deployment pipeline has the necessary permissions to modify the infrastructure.



e Closes Infrastructure Security Gaps: Standardized, hardened configurations
(e.g., disabled public IP access, restricted NSG rules) are baked into the Bicep
template, ensuring security is “shift-left” into the deployment process.

3. GRC Mapping (Governance, Risk, and Compliance)

The design of PRJ-AZURE-INFRA-065 is deeply rooted in established Governance, Risk,
and Compliance (GRC) frameworks. The use of laC and Azure’s native governance tools
provides the necessary technical controls and audit evidence required for regulatory
scrutiny.

Compliance Frameworks Alignment

The architecture adheres to key industry and Microsoft-specific frameworks:

Framework Control/Pillar How PRJ-AZURE-INFRA-065 Aligns

Azure Well- Achieved through the use of Availability Zones
Architected Reliability Pillar and zone-redundant services (Load Balancer,
Framework Key Vault).

. ) The Bicep template defines the secure,
NIST Cybersecurity  PR.IP-1 (Baseline

. . approved baseline configuration for all
Framework (CSF) Configuration)

deployed resources, ensuring consistency.

Allinfrastructure changes are managed through
A.5.34 (Change version-controlled Bicep code, satisfying the
1ISO 27001:2022 )
Management) requirement for documented and controlled

operational procedures.

Microsoft Cloud Implements Azure Policy and RBAC, which are
Adoption Govern Phase foundational components of the CAF’s
Framework (CAF) governance model.

Regulatory Alignment and Technical Controls

The project provides direct technical controls that map to major regulatory
requirements:



Requirement

roh s Technical Control Implemented

Regulation

) Controlled change management via laC and
SOX (Sarbanes-Oxley Section 404 (IT

Git history provides an immutable audit
Act) General Controls)

trail of all infrastructure modifications.

Standardized, hardened VM images and

PCI DSS (Payment Card Requirement 2
(Pay 9 network configurations (NSGs) are enforced

Industry Data Securit Confi ti
ustry urity  (Configuration by the Bicep template, eliminating default

Standard) Standards) . )
or insecure settings.
Continuous monitoring and compliance
HIPAA (Health §164.308(a)(8) checks via Azure Policy ensure the
Insurance Portability (Technical environment remains compliant with
and Accountability Act) Evaluation) security rules for Protected Health
Information (PHI).
SOC 2 (Service The use of 1aC and a formal code review

L CC8.1 (Change ) )
Organization Control process for Bicep templates enforces strict
Management)

2) change management controls.

Audit Evidence Generation

A key benefit of the IaC approach is the automatic generation of comprehensive audit
evidence:

1. lIaC Templates and Version History: The Bicep files stored in a Git repository
serve as the definitive, version-controlled record of the infrastructure’s desired
state.

2. Azure Policy Compliance Reports: These reports provide continuous, real-time
evidence that all deployed resources adhere to organizational and regulatory
policies.

3. Azure Activity Log: Every deployment and resource modification is logged in the
Activity Log, providing a non-repudiable record of who, what, and when a change
occurred.




4. Prerequisites

Successful deployment requires the following accounts, tools, and permissions to be

in place.

Required Accounts and Permissions

1. Azure Subscription: An active, valid Azure subscription.

2. Permissions: The user or service principal performing the deployment must

have the Contributor role (or a custom role with equivalent permissions) at the

Resource Group scope. Key permissions include:

o

Microsoft.Resources/subscriptions/resourceGroups/write

Microsoft.Network/virtualNetworks/write

Microsoft.Compute/virtualMachines/write

Microsoft.Network/loadBalancers/write

Required Tools

Tool

Azure
CLI

Bicep
CLI

Git

Text
Editor

Purpose

The primary command-line interface for
interacting with Azure resources, including
authentication and deployment.

The language server and compiler for Azure Bicep
templates. It is often installed as an extension to
the Azure CLI.

Used for cloning the project repository, managing
the laC code, and tracking changes.

A code editor (e.g., VS Code) for reviewing and
modifying the Bicep and parameter files.

Setup Commands

Ensure the necessary tools are installed and configured:

Installation/Verification
Command

az --version

az bicep install

git --version

N/A



# 1. Verify Azure CLI installation
echo "Verifying Azure CLI installation..."

az --version

# 2. Install Bicep CLI (if not already installed)
echo "Installing Bicep CLI..."
az bicep install

# 3. Log in to Azure
echo "Logging into Azure. Follow the instructions in the browser."
az login

# 4. Set the target subscription (replace with your ID or name)

# This ensures all subsequent commands target the correct billing account.
TARGET_SUBSCRIPTION="<Your-Subscription-ID-or-Name>"

echo "Setting active subscription to: $TARGET_SUBSCRIPTION"

az account set --subscription "$TARGET_SUBSCRIPTION"

5. Architecture Overview

The architecture is designed for maximum resilience and is based on a standard three-
tier pattern, with the application tier distributed across two Availability Zones.



Core Components and HA Mechanism

Component

Virtual
Network
(VNet)

Public Load
Balancer

Network
Security
Groups
(NSGs)

Virtual
Machines
(VMs)

Managed
Disks

Azure Key
Vault

Role

Provides the isolated,
private network space
(e.g., 10.0.0.0/16 ).

Distributes incoming
traffic (e.g.,
HTTP/HTTPS) across the
backend VMs.

Statefully filters network
traffic at the subnet or
NIC level.

The application
compute layer (e.g.,
Standard_D2s_v3 ).

Persistent storage for
the VMs.

Securely stores VM
secrets (passwords, SSH
keys) and certificates.

HA Mechanism

Regional resource.

Zone-redundant
(Standard SKU). The
Public IP is created
across all three AZs,
ensuring the entry
pointis highly
available.

Deployed per
subnet/NIC.

Deployed across AZ1
and AZ2 (or AZ3).

Zone-redundant
Storage (ZRS) or
Locally-redundant
Storage (LRS) per
zone.

Zone-redundant.

Configuration Detail

Contains subnets for
web/app tier and
potentially a separate
subnet for
management.

Enforces the principle of
least privilege, only
allowing necessary
inbound traffic (e.g.,

port 8%,,5 from the

Load Balancer).

The Bicep template uses
a loop to explicitly pin
each VM to a different
zone index, ensuring
physical separation.

Disks are created within
the same zone as the
VM to minimize latency
and ensure zonal
resilience.

Critical for security;
secrets are referenced
by the Bicep template,
never hardcoded.



Availability Zones Explained

Azure Availability Zones are physically separate data centers within an Azure region.
Each zone has independent power, cooling, and networking. By deploying the VMs and
the Load Balancer across multiple zones, the architecture protects the application
from a single data center failure.

The Bicep code excerpt demonstrates this zonal deployment:

// 3. Virtual Machines (Deployed across zones)
resource vm 'Microsoft.Compute/virtualMachines@2021-07-01"' = [for i in range(0,
vmCount): {

/7 ...

zones: [

string(i + 1) // Distribute across AZ 1 and AZ 2
1
/]

1]

In this loop, if vmCount is 2, the first VM (i=0) is deployed to Zone 1, and the second
VM (i=1)is deployed to Zone 2. This simple yet powerful mechanism is the foundation
of the 99.99% SLA.

6. Step-by-Step Implementation

This section provides the detailed, actionable steps to deploy the highly available
infrastructure using Azure Bicep.
Step 6.1: Clone the Project Repository

First, retrieve the laC templates from the source control repository.

# Define the project folder name
PROJECT_FOLDER="prj-azure-infra-065"

# Replace <repo-url> with the actual Git repository URL
git clone <repo-url> $PROJECT_FOLDER
cd $PROJECT_FOLDER



Step 6.2: Review and Configure Parameter Files

The deployment requires a parameter file ( parameters.json) to pass configuration

values (like VM size, admin credentials, and location) to the Bicep template
(main.bicep).

Example parameters.json Structure:

"$schema": "https://schema.management.azure.com/schemas/2019-04-
01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"location": {
"value": "eastus2"

iy

"adminUsername": {
"value": "azureadmin"

iy

"adminPassword": {
"value": "GENERATE_SECURE_PASSWORD_HERE"
3

"vmSize": {
"value": "Standard_D2s_v3"

Action: Open parameters.json and update the location (must support AZs, e.g.,

eastus2, westus2, westeurope ), adminUsername , and securely generate and input

the adminPassword .

Step 6.3: Create the Azure Resource Group

The resource group acts as a logical container for all resources. It must be created in a
region that supports Availability Zones.



# Define variables for the resource group
RESOURCE_GROUP="rg-prj-infra-065-prod"
LOCATION="eastus2" # Must match the location in parameters.json

echo "Creating resource group $RESOURCE_GROUP in $LOCATION..."
az group create --name $RESOURCE_GROUP --location $LOCATION

Step 6.4: Validate the Bicep Template

Before deployment, it is crucial to validate the template syntax and ensure the
parameters are correctly passed. This step prevents costly, time-consuming failures
during the actual deployment.

echo "Validating Bicep template against resource group $RESOURCE_GROUP..."
az deployment group validate \

--resource-group $RESOURCE_GROUP \

--template-file main.bicep \

--parameters @parameters.json

# Expected Output: If successful, the command will return a JSON object
# with "provisioningState" set to "Accepted".

Step 6.5: Deploy the Infrastructure

Execute the deployment command. This single command will provision the entire HA
architecture, including the VNet, Load Balancer, Public IP, NSGs, and the two zone-
redundant VMs.



echo "Starting deployment of PRJ-AZURE-INFRA-065..."
az deployment group create \

--resource-group $RESOURCE_GROUP \

--template-file main.bicep \

--parameters @parameters.json \

--name "ha-vm-deployment-$(date +%Y%Mm%d%H%M%S )"

# This command can take 10-20 minutes to complete.
# The output will contain the status and any outputs defined in the Bicep
file.

Step 6.6: Post-Deployment Configuration and Application Rollout

Once the infrastructure is provisioned, the VMs are running but are typically bare-0OS
installations. The final step involves configuring the operating system and deploying
the application code.

e Configuration Management: Use tools like Ansible, Chef, or Azure VM Extensions
(e.g., Custom Script Extension) to install web servers (IIS, Nginx, Apache),
configure firewall rules, and deploy the application artifacts.

e Load Balancer Health Probe: Ensure the application is running on a specific
port (e.g., 80 or 443) and is responding to the Load Balancer’s health probe path
(e.g., /healthz ). If the probe fails, the Load Balancer will automatically take the
VM out of rotation.

7. Validation & Testing

Validation ensures that the infrastructure was deployed correctly, and testing confirms
that the high-availability mechanism functions as designed.

7.1: Resource Status and Zonal Distribution Check

Verify that all resources are deployed and, critically, that the VMs are correctly
distributed across Availability Zones.



# Check the final status of the resource group deployment

echo "Checking deployment status..."

az deployment group show --resource-group $RESOURCE_GROUP --name main --
query "properties.provisioningState"

# List the deployed VMs and their zones to confirm HA configuration
echo "Verifying VM zonal distribution..."

az vm list --resource-group $RESOURCE_GROUP --query "[].{Name:name,
Zone:zones[0], PowerState:powerState}" -o table

Expected Output: The provisioningState should be Succeeded. The VM list should
show two VMs (e.g., vm-065-0 and vm-065-1) with one in Zone 1 and the other in
Zone 2.

7.2: High Availability Failover Test

This test simulates a failure (e.g., a zone outage or VM crash) to confirm the Load
Balancer correctly routes traffic to the remaining healthy VM.

1. Retrieve the Public IP: Get the public IP address of the zone-redundant Load
Balancer.

PUBLIC_IP=$(az network public-ip show --resource-group $RESOURCE_GROUP
--name "pip-1lb-065" --query "ipAddress" -0 tsv)
echo "Load Balancer Public IP: $PUBLIC_IP"

2. Initial Access: Access the application via the $PUBLIC IP in a web browser or
using curl. Confirm the application is accessible.

3. Simulate Failure: Stop one of the VMs (e.g., the one in Zone 1).

VM_TO_STOP="vm-065-0"
echo "Stopping VM $VM_TO_STOP to simulate failure..."
az vm stop --resource-group $RESOURCE_GROUP --name $VM_TO_STOP

4. Verify Failover: Immediately attempt to access the application again via the
$PUBLIC_IP.



o Successful Test: The application remains accessible. The Load Balancer’s
health probe detected the stopped VM and automatically removed it from
the backend pool, routing all traffic to the remaining healthy VM ( vm-065-
1).

o Failed Test: The application becomes inaccessible. This indicates a
problem with the Load Balancer configuration, the health probe, or the
application on the remaining VM.

5. Remediate: Start the stopped VM to restore full capacity.

az vm start --resource-group $RESOURCE_GROUP --name $VM_TO_STOP

7.3: Azure Policy Compliance Check

Verify that the newly deployed resources are compliant with any organizational
policies enforced at the subscription or management group level.

# Check policy compliance for the resource group
az policy state list \
--resource-group $RESOURCE_GROUP \
--filter "complianceState eq 'NonCompliant'" \
--query "[].{Resource:resourceld, Policy:policyAssignmentName}" -o table

Expected Output: The table should be empty, indicating no resources in the resource
group are currently in a NonCompliant state.

8. Troubleshooting

This section outlines common issues encountered during laC deployment and high-
availability configuration, along with their resolutions.



Issue Potential Cause
Bicep parameter validation
failed, a resource name is
Deployment .
. already inuse, ora
Failure ..
resource quota limit was
hit.
NSG rule is too restrictive,
VM Not or the Load Balancer
o e
. health probe is failing
Accessible

because the application is
not running.

A manual change was

Configuration = made outside of the laC

Drift process (e.g., a VM setting
was changed in the Portal).
) Authentication token
az login . .
. expired orincorrect
Fails )
credentials.
The Bicep loop logic for
VM in Wrong zones is incorrect, or the
Zone region does not support

Availability Zones.

Resolution

Review the deployment error logs: az
deployment group show --name
<deployment-name> --query
"properties.error" . Check the Azure Portal

for quota limits on VMs or Public IPs in the
target region.

Check the NSG flow logs to see if traffic is
being blocked. Ensure the application (e.g.,
web server) is running on the VM and
listening on the port configured in the Load
Balancer health probe.

Re-run the Bicep deployment. The
declarative nature of laC will automatically
revert the infrastructure to the defined state

in main.bicep.

Run az login again to re-authenticate. If

using a Service Principal, ensure the client
secret or certificate is still valid.

Verify the zones propertyin main.bicep .
Ensure the LOCATION variablein Step 6.3 is
set to a region that supports AZs (e.g.,

eastus2).

9. Cost Optimization

While the primary focus is high availability and governance, cost optimization is a
critical pillar of the Azure Well-Architected Framework.

1. Right-Sizing Virtual Machines: The template uses standard_b2s_v3 asa

starting point. Monitor the CPU, memory, and disk I/0 utilization of the VMs using
Azure Monitor. Downsize the VMs to the smallest possible SKU that still meets
performance requirements to achieve immediate cost savings.



2. Azure Reserved Instances (RIs): For predictable, long-running workloads,
purchase 1-year or 3-year Rls for the VM sizes. This can provide a cost saving of up
to 72% compared to pay-as-you-go rates. The commitment is for the VM size and
region, not the specific VM instance.

3. Azure Hybrid Benefit (AHB): If the organization has existing on-premises
Windows Server or SQL Server licenses with Software Assurance, apply the Azure
Hybrid Benefit to the VMs. This eliminates the cost of the OS license in Azure,
resulting in substantial savings.

4, Auto-Shutdown for Non-Production: For Dev/Test environments, implement an
Azure Policy to enforce an auto-shutdown schedule (e.g., 7 PM to 7 AM on
weekdays, all weekend). This ensures VMs are only running when actively
needed.

5. Storage Tiering: Ensure Managed Disks are using the appropriate performance
tier (Standard HDD, Standard SSD, Premium SSD). Do not use Premium SSD for
workloads that only require Standard SSD performance.

10. Security Best Practices

Security is enforced at the infrastructure layer through the Bicep code and integrated
Azure services.

1. Just-in-Time (JIT) VM Access: NEVER leave management ports (SSH port 22,
RDP port 3389) open to the internet. Configure JIT VM Access via Microsoft
Defender for Cloud. This allows access to the management ports only for a
limited time (e.g., 3 hours) and only after a successful approval process,
minimizing the attack surface.

2. Network Security Groups (NSGs) Hardening: Apply NSGs to both the subnet
and the individual VM NICs. The rules must strictly adhere to the principle of least
privilege. For this HA architecture, inbound traffic should only be allowed from
the Load Balancer’s internal IP range and the necessary management endpoints
(e.g., JIT access).

3. Key Vault Integration for Secrets: All sensitive data, including VM administrator
passwords, connection strings, and certificates, MUST be stored in a zone-
redundant Azure Key Vault. The Bicep template should use secure parameters



(@secure() ) and reference the Key Vault secrets during deployment, ensuring no
secrets are exposed in code or deployment logs.

4. Managed Identity: Configure a System-Assigned Managed Identity for the
Virtual Machines. This identity allows the VMs to securely authenticate to other
Azure services (e.g., Key Vault, Azure Storage) without needing to manage any
credentials. This is the most secure method for cloud-native application
authentication.

5. Azure Policy Enforcement: Utilize Azure Policy to enforce mandatory security
controls, such as:
o Requiring all Managed Disks to be encrypted (Azure Disk Encryption).

o Auditing or denying the deployment of VMs without a Managed Identity.

o Requiring mandatory resource tags for governance and cost tracking.

11. Cleanup

To avoid incurring ongoing costs, it is essential to delete all resources associated with
the project once they are no longer needed. Deleting the resource group is the fastest
and most comprehensive way to achieve this.

# Define the resource group variable
RESOURCE_GROUP="rg-prj-infra-065-prod"

echo "Deleting resource group $RESOURCE_GROUP and all contained
resources..."

# The --yes flag bypasses the confirmation prompt.

# The --no-wait flag returns control to the terminal immediately while
deletion proceeds in the background.

az group delete --name $RESOURCE_GROUP --yes --no-wait

echo "Resource group deletion initiated. It may take several minutes to
complete."
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