Comprehensive Implementation Guide:
Azure Landing Zone Deployment (PRJ-
AZURE-INFRA-066)

1. Project Overview

This project, PRJ-AZURE-INFRA-066, delivers a robust, enterprise-scale Azure
Landing Zone (ALZ) architecture. It is built entirely using Infrastructure as Code (laC)
with Azure Bicep, Microsoft’s declarative language for deploying Azure resources. The
primary objective is to establish a secure, compliant, and scalable cloud foundation
that aligns with the best practices outlined in the Microsoft Cloud Adoption
Framework (CAF). This foundational environment is designed to accelerate the
adoption of Azure services by providing application teams with a “clean slate” to
deploy their workloads, while centralizing governance and security controls.

The ALZ is not merely a collection of resources; it is a holistic environment structured
around key architectural principles:

e Management Group Hierarchy: A logical structure to apply governance (policies
and access control) at scale, ensuring consistency across all subscriptions.

e Centralized Governance: Achieved through the strategic deployment of Azure
Policy and Azure Blueprints, which enforce organizational standards and
regulatory compliance from the highest level of the hierarchy.

e Hub-Spoke Network Topology: A network design that separates shared services
(Hub VNet) from application workloads (Spoke VNets), facilitating centralized
security inspection and simplified network management.

e Identity and Access Management (IAM): Integration with Azure Active Directory
(Azure AD) for unified identity management and the application of the Principle
of Least Privilege via Role-Based Access Control (RBAC).

By automating the deployment of this complex foundation, the project eliminates
manual configuration errors, drastically reduces deployment time, and ensures that



the infrastructure remains in a known, desired state, which is critical for maintaining
security and compliance posture.

2. Business Context

The transition to cloud computing presents significant challenges, primarily related to
maintaining control, security, and compliance across a rapidly expanding
infrastructure footprint. This project directly addresses these challenges, translating
technical implementation into tangible business value.

The Challenge of Traditional Cloud Deployment

Category Description Business Impact

Increased debugging time,

M ipt-
anual or script-based deployments higher failure rates during

Inconsistency lead to variances between ) )
promotion, and compliance

gaps.

environments (Dev, Test, Prod).

Unauthorized or undocumented
Configuration changes are made directly in the Azure
Drift portal, deviating from the desired

Security vulnerabilities,
unpredictable system behavior,

and audit failures.
state.

. Infrastructure provisioning is a
Slow Time-to-

Market

. Delayed product launches and
bottleneck, taking days or weeks to set .

i reduced competitive advantage.
up a new environment.

Quantified Business Value and ROI

The implementation of this Bicep-driven Azure Landing Zone yields a significant
Return on Investment (ROI) through efficiency gains, risk mitigation, and cost control.



Value
Proposition

Accelerated
Deployment
Speed

Reduced
Operational
Risk

Enhanced
Consistency

Improved
Auditability

Benefit Detail

Automated laC deployment
reduces the time to provision a
fully governed subscription from
an estimated 5 days to less than 2
hours.

Policy enforcement prevents non-
compliant deployments (e.g.,
public IPs, unencrypted storage)
before they occur.

Identical infrastructure is
deployed across all environments
(Dev, Test, Prod) from a single
source of truth (Git repository).

Every infrastructure change is
tracked, reviewed, and approved
via Git, providing a complete
audit trail.

Quantified Impact (Conceptual)

Efficiency Gain: ~98% reduction in
infrastructure setup time, freeing up
senior engineers for value-added
tasks.

Risk Mitigation: Estimated 80%
reduction in security incidents
related to misconfiguration, saving
an average of $150,000 per incident.

Cost Savings: Up to 30% reduction in
environment-related bug fixes and
rework, improving development
velocity.

Compliance Value: Streamlined
compliance audits, reducing the
effort and cost of evidence collection
by an estimated 40%.

The solution ensures that the infrastructure is treated as code, enabling standard
software development practices—such as version control, peer review, and automated

testing—to be applied to the cloud environment. This shift from manual operations to

automated engineering is the core driver of the project’s business value.

3. GRC Mapping

Governance, Risk, and Compliance (GRC) are central to the Azure Landing Zone design.
The Management Group hierarchy and Azure Policy assignments are the primary

mechanisms for enforcing GRC requirements at scale. The architecture is explicitly

mapped to several major compliance frameworks.



Compliance Framework Alignment

Framework

NIST SP 800-
53

ISO
27001:2022

SOC2

SOX
(Sarbanes-
Oxley)

PCI DSS v4.0

HIPAA

Control Area

CM-2 (Baseline
Configuration)

A.5.1 (Policies for
Information
Security)

CC8.1 (Change
Management)

Section 404 (IT
General Controls)

Requirement 2
(Configuration
Standards)

§164.308(a)(8)
(Technical
Evaluation)

ALZ Implementation Detail

The entire infrastructure is defined in Bicep (1aC),
serving as the mandatory, auditable baseline
configuration. Any deviation is flagged as
configuration drift.

Azure Policy is used to codify and enforce
organizational security policies (e.g., mandatory
encryption, restricted locations) across all
subscriptions.

Changes to the infrastructure (Bicep code) must
follow a strict Git-based change management
process (Pull Requests, peer review) before
deployment.

The auditable change management process and
strict RBAC controls over financial reporting

systems’ infrastructure provide strong evidence for
ITGC compliance.

Azure Policy enforces secure configuration
standards, such as disabling default accounts,
restricting network access, and mandating strong
authentication for all management interfaces.

The architecture supports regular, automated
technical evaluations of security controls through
Azure Policy compliance scans and Azure Security
Center integration.

Key GRC Controls Implemented

1. Policy-Driven Guardrails: Azure Policy is deployed at the Management Group

level to act as a preventative control. Examples include:

o Deny Public IP: Prevents the creation of resources with public IP addresses
unless explicitly exempted.



o Mandatory Tagging: Enforces the presence of required tags (e.g.,

CostCenter , Environment ) for cost allocation and inventory management.

o Resource Type Restrictions: Limits the types of resources that can be
deployed within specific subscriptions to maintain architectural integrity.

2. Segregation of Duties (SoD): The Management Group structure separates
Platform (governance, networking, security) from Landing Zone (application

workloads). RBAC is applied to ensure that application teams cannot modify the

core platform infrastructure, and platform teams cannot access application data
unless necessary.

3. Audit and Monitoring: Centralized logging via a dedicated Log Analytics
Workspace (deployed in the Hub) aggregates all activity logs, security events, and
resource diagnostics, providing a single pane of glass for compliance monitoring

and audit evidence collection.

4. Prerequisites

Successful deployment of the Azure Landing Zone requires specific tools, permissions,

and environment setup.

Required Tools and Versions

Minimum
Tool .

Version
Azure

2.20.0
CLI
Bicep 0.4.1008
CLI o
Git 2.X

Installation Command (Example for
Ubuntu)

curl -sL
https://aka.ms/InstallAzureCLIDeb |

sudo bash

az bicep install (via Azure CLI)

sudo apt-get install git

Purpose

Command-line
interface for
interacting with Azure
resources.

Compiler for Bicep
files, translating them
into ARM JSON
templates.

Version control for the
laC templates and
deployment scripts.



Required Azure Permissions

The initial deployment of the Management Group hierarchy and root-level policies is a
highly privileged operation.

¢ Role: Owner or User Access Administrator

e Scope: The Tenant Root Group ( /) or the specific Management Group where
the ALZ hierarchy will be anchored.

Note: The az deployment mg create command targets the Management Group
scope, which requires elevated permissions to create the foundational governance
structure. These permissions should be temporary and removed after the initial setup
is complete, adhering to the Principle of Least Privilege.

Environment Setup

1. Clone the Repository:

# Clone the project repository
git clone https://github.com/your-org/prj-azure-infra-066.git
cd prj-azure-infra-066

2. Install Bicep CLI:

# Ensure Bicep CLI is installed
az bicep install

3.Loginto Azure:



# Log in interactively
az login

# Set the target scope variables

TENANT_ID=$(az account show --query tenantId -o tsv)
TARGET_SCOPE="/providers/Microsoft.Management/managementGroups/${TENANT_]I
echo "Tenant ID: $TENANT_ID"

echo "Target Scope: $TARGET_SCOPE"

5. Architecture Overview

The architecture is based on the Hub-Spoke network topology and the Management
Group hierarchy, which together form the enterprise-scale foundation.

Management Group Hierarchy
The hierarchy provides the structure for applying governance at scale:
e Tenant Root Group ( / ): The highest level, where global policies (e.g.,

mandatory tags) are applied.

e ALZ Root ( 1z-root-mg ): The main anchor for the landing zone, containing all
ALZ-specific governance.

e Platform MG: Contains subscriptions for shared services (e.g., networking,
security, identity). Policies here are focused on infrastructure security and
compliance.

e Landing Zones MG: Contains subscriptions for application workloads (Dev, Test,
Prod). Policies here are focused on workload-specific requirements, while
inheriting core policies from above.

e Decommissioned MG: A holding area for subscriptions slated for deletion,
ensuring no new resources are deployed.

Network Topology (Hub-Spoke)

1. Hub VNet (Platform):



o Purpose: Hosts shared services that are consumed by all application
workloads.

o Key Components: Azure Firewall (central inspection point), Azure
VPN/ExpressRoute Gateway (hybrid connectivity), Azure DNS Private
Resolver, and centralized monitoring tools (Log Analytics).

2. Spoke VNets (Landing Zones):
o Purpose: Dedicated networks for application workloads.

o Connectivity: Peered with the Hub VNet. All outbound and inter-spoke
traffic is routed through the Hub VNet for inspection by the Azure Firewall,
ensuring a secure perimeter.

Component Breakdown

Component RoleinALZ Bicep Implementation
Governance )

Management Microsoft.Management/managementGroups resource
boundary for

Groups type, deployed at the tenant scope.

policy and RBAC.

Enforces security Microsoft.Authorization/policyAssignments
Azure Policy and compliance resource type, deployed at the Management Group
guardrails. scope.

Centralized o .
Deployed as a nested deployment within the core Bicep

file for simplicity, but ideally deployed in the Platform
subscription.

Log Analytics  collection point
Workspace for all resource
logs and metrics.

) Provides network _ _
Virtual Standard Microsoft.Network/virtualNetworks

segmentation

Networks resources, with peering configurations.

and isolation.

6. Step-by-Step Implementation

The deployment is a two-phase process: first, the core governance structure
(Management Groups and Policies), and second, the deployment of shared platform
services.



Phase 1: Deploy Core Governance Structure

This phase uses the main.bicep file to create the Management Group hierarchy and
assign foundational policies, such as the “Deny Public IP” policy.

1. Define Deployment Variables:

# Define deployment parameters

DEPLOYMENT_NAME="1z-core-deployment-$(date +%Y%m%d%H%M%S)"
BICEP_FILE="./main.bicep"

MANAGEMENT_GROUP_ID=$(az account show --query tenantId -o tsv) # Using
Tenant ID as the root MG ID for simplicity

echo "Deployment Name: $DEPLOYMENT_NAME"
echo "Bicep File: $BICEP_FILE"
echo "Target MG ID: $MANAGEMENT_GROUP_ID"

2. Execute the Deployment: The deployment targets the Management Group
scope, which is necessary for creating the 1z-root-mg and assigning policies
above the subscription level.

az deployment mg create \
--name $DEPLOYMENT_NAME \
--location "eastus" \
--management-group-id $MANAGEMENT_GROUP_ID \
--template-file $BICEP_FILE \
--parameters parManagementGroupName="1z-root-mg"

echo "Core Governance Deployment initiated. Monitor status in Azure
Portal."

Bicep Code Analysis (main.bicep)

The provided Bicep code demonstrates the core logic:



// main.bicep - Core Azure Landing Zone Deployment

targetScope = 'managementGroup'
param parManagementGroupName string = 'lz-root-mg'
// ... other parameters for policy definition

// 1. Create the Root Management Group for the Landing Zone
resource mgRoot 'Microsoft.Management/managementGroups@2020-05-01' = {
name: parManagementGroupName
properties: {
displayName: 'Landing Zone Root'

// 2. Assign a core security policy (e.g., Deny Public IP) at the Management
Group level
resource policyAssignment 'Microsoft.Authorization/policyAssignments@2020-09-
01' = {
scope: mgRoot // Policy is scoped to the newly created Management Group
name: parPolicyAssignmentName
properties: {
// ... policy details
enforcementMode: 'Default' // Enforces the policy immediately

// 3. Deploy a Log Analytics Workspace for centralized logging (example
resource)
resource logAnalytics 'Microsoft.Resources/deployments@2021-04-01' = {
scope: subscription() // This resource is deployed at the subscription level
// ... Log Analytics resource definition

Key Takeaway: The targetScope = 'managementGroup' enables the creation of
Management Groups and policy assignments at that level, while the nested
deployment for logAnalytics uses scope: subscription() to deploy a resource
into the current subscription context, demonstrating the flexibility of Bicep for multi-
scope deployments.



Phase 2: Deploy Shared Services (Platform Hub)

In a full ALZ implementation, a separate Bicep file (e.g., platform-hub.bicep ) would
be deployed to the dedicated Platform subscription. This deployment would include:

* Hub VNet and Subnets

e Azure Firewall

e Network Security Groups (NSGs)

e ExpressRoute/VPN Gateway

e Centralized Key Vault

Example Command for Dedicated Platform Hub Deployment (Conceptual):

# First, ensure the current Azure CLI context is set to the Platform
Subscription ID
# az account set --subscription <Platform-Subscription-ID>

# Execute the deployment at the Subscription scope
# az deployment sub create \

# --name "lz-platform-hub" \

# --location "eastus" \

# --template-file ./platform-hub.bicep \

# --parameters @platform-hub.parameters.json

7. Validation & Testing

Validation ensures that the deployed infrastructure meets the design specifications
and that the governance guardrails are correctly enforced.

7.1. Structural Validation

1. Verify Management Group Structure: Confirm the 1z-root-mg and its children
(if defined in the full Bicep) are correctly created.



az account management-group show --name lz-root-mg --expand --query
"children[].displayName"
# Expected: Should show child MGs like 'Platform MG' and 'Landing

Zones MG'.

2. Verify Policy Assignment: Check that the core security policy is active and
scoped correctly to the 1z-root-mg.

az policy assignment show --name Deny-Public-IP --scope
"/providers/Microsoft.Management/managementGroups/lz-root-mg"
# Expected: The 'enforcementMode' should be 'Default' (enabled).

3. Verify Log Analytics Deployment: Confirm the centralized logging workspace is
deployed and accessible.

az monitor log-analytics workspace show --resource-group
<ResourceGroupName> --workspace-name lz-log-analytics-001

# Note: Replace <ResourceGroupName> with the group where the Log
Analytics was deployed.

7.2. Policy Enforcement (Negative Testing)

The most critical test is to confirm that the preventative policies are functioning as
intended.

1. Attempt Non-Compliant Deployment: In a subscription linked to the 1z-root-
mg , attempt to deploy a resource that violates the “Deny Public IP” policy, such
as a simple Virtual Machine with a public IP configuration.



# Example: Attempt to create a public IP resource
az network public-ip create \

--resource-group <TestResourceGroup> \

--name "test-public-ip" \

--location "eastus"

# Expected Result: The command should fail with an
"AuthorizationFailed" or "PolicyViolation" error message,

# explicitly stating that the deployment was denied by the 'Deny
Public IP' policy assignment.

2. Check Compliance Dashboard: Navigate to the Azure Policy service in the Azure
Portal and review the compliance dashboard for the 1z-root-mg scope. The
compliance state for the “Deny Public IP” assignment should be visible, and any
failed test deployments should be recorded as non-compliant events.

8. Troubleshooting

Deployment issues are common in complex laC projects. Here are solutions for
frequent problems encountered during ALZ deployment.



Issue

Deployment Fails with
“AuthorizationFailed”

Bicep Compilation Error

Policy Assignment Fails
to Apply

Configuration Drift
Detected

Log Analytics
Deployment Fails

Potential Cause

The deploying identity
(user or service
principal) lacks the
necessary permissions
at the target scope
(Tenant Root Group).

Syntax errorin

main.bicep or

incorrect parameter
usage.

Incorrect policy
definition ID, or the
target scope is not a
Management Group.

A manual change was
made in the Azure
Portal, or the CI/CD
pipeline failed to
complete.

Resource name
conflict (Log Analytics
workspace names
must be globally
unique).

9. Cost Optimization

Resolution

Ensure the identity has the User Access
Administrator or Owner role at the
root scope. Use a Privileged Identity
Management (PIM) process to grant
temporary elevation if required.

Run az bicep build --file
./main.bicep locally to validate syntax

and check the error message. Ensure all
parameters are correctly defined and
passed.

Verify the parPolicyDefinitionId is
correct. Ensure the az deployment mg
create command is used, and the --
management -group-id is correctly set
to the root MG ID.

Remediation: Re-run the laC
deployment (CI/CD pipeline) to enforce
the desired state. Prevention: Set the
policy enforcementMode to Default

(enabled) to prevent manual changes.

Update the 1z-log-analytics-001
name in the Bicep file to include a
unique suffix (e.g., a random string or
date stamp).

Cost management is a core pillar of the Azure Well-Architected Framework. The ALZ

provides mechanisms to enforce cost-saving measures through governance.

1. Policy-Driven Cost Control:



o SKU Restriction: Implement Azure Policy to restrict the deployment of
overly expensive SKUs (e.g., high-end VM series, Premium storage tiers) in
non-production environments.

o Location Restriction: Restrict resource deployment to specific, lower-cost
Azure regions to minimize regional cost variances.

o Enforce Reserved Instances (RI): Use policy to audit and enforce the use of
Rls for stable, long-running resources like Virtual Machines and Azure SQL
Database, yielding significant discounts (up to 72%).

2. Mandatory Resource Tagging:

o Enforce mandatory tags ( CostCenter , Environment , Project ) via Azure
Policy. This is crucial for accurate cost allocation, chargeback, and reporting
using Azure Cost Management. Resources without required tags should be
denied deployment.

3. Right-Sizing and Automation:

o laC Parameterization: Use Bicep parameters to define resource sizes
(SKUs) explicitly. This prevents engineers from defaulting to oversized
resources.

o Auto-Shutdown/Deallocation: Implement policies or automation
runbooks to automatically shut down non-production VMs outside of
business hours, drastically reducing compute costs.

4. Centralized Shared Services:

o The Hub-Spoke model centralizes expensive shared services (e.g., Azure
Firewall, ExpressRoute Gateway) in the Hub VNet, allowing all Spoke VNets
to consume them without redundant deployments, maximizing utilization
and minimizing cost.

10. Security Best Practices

The ALZ is fundamentally a security-first architecture. Adhering to these best practices
ensures the environment remains hardened and compliant.

1. Principle of Least Privilege (PoLP):



o RBAC: Implement a granular Role-Based Access Control (RBAC) matrix.
Application teams should only have Contributor rights within their
designated Resource Groups, not at the Subscription or Management Group
level.

o Just-in-Time (JIT) Access: Utilize Azure PIM (Privileged Identity
Management) to grant elevated roles (like Owner or User Access
Administrator) only when necessary and for a limited time, minimizing the
window of exposure.

2. Secrets Management:

o Azure Key Vault: All sensitive data, including service principal credentials,
API keys, and certificates, MUST be stored in a dedicated, highly-secured
Azure Key Vault (deployed in the Platform Hub).

o CI/CD Integration: The CI/CD pipeline must retrieve secrets from Key Vault
at runtime and never store them in Git or plain text configuration files.

3. Network Segmentation and Inspection:

o Centralized Firewall: All traffic entering, leaving, or moving between Spoke
VNets must be forced through the Azure Firewall in the Hub VNet for deep
packet inspection and threat detection.

o Private Link: Utilize Azure Private Link for PaaS services (e.g., Azure
Storage, Azure SQL Database) to keep traffic entirely within the Azure
backbone, bypassing the public internet and reducing the attack surface.

4, Continuous Security Monitoring and Auditing:

o Azure Security Center/Defender for Cloud: Enable and configure Azure
Defender for Cloud across all subscriptions to provide continuous security
posture management, vulnerability assessments, and threat protection.

o Policy Auditing: Regularly review the Azure Policy compliance dashboard.
Any non-compliant resources must be immediately remediated, either by
fixing the resource or by updating the 1aC to reflect the desired state.

o Security Baselines: Enforce the Azure Security Benchmark (ASB) via
Azure Policy initiatives to ensure a high-security baseline across all
deployed resources.




This implementation guide provides a comprehensive framework for deploying ana
managing the Azure Landing Zone (PRJ-AZURE-INFRA-066). The detailed steps, GRC
mapping, and best practices ensure a production-ready, secure, and compliant cloua

environment.
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