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1. Project Overview

The PRJ-GCP-K8S-085: GKE Multi-Cluster Service Mesh project establishes a highly
secure, compliant, and scalable container orchestration platform utilizing Google
Kubernetes Engine (GKE) Autopilot. This architecture is specifically engineered for
enterprise workloads that demand stringent security and regulatory adherence. The
core of the solution revolves around a defense-in-depth strategy, integrating key
Google Cloud Platform (GCP) services to automate security enforcement and
operational management.

The primary components of this secure foundation include:

GKE Autopilot: Provides a fully managed Kubernetes experience, automatically
managing and hardening the cluster’s underlying infrastructure, which
significantly reduces the operational burden and ensures a secure baseline
configuration.

Anthos Service Mesh (ASM): Implements a zero-trust networking model across
multiple GKE clusters. ASM provides mutual TLS (mTLS) for all service-to-service
communication, fine-grained traffic control, and unified observability, essential
for microservices architectures.

Binary Authorization: Enforces supply chain security by ensuring that only
trusted, signed container images are permitted to be deployed into the GKE
clusters. This control is vital for mitigating risks associated with vulnerable or
unauthorized software.



Workload Identity: Secures access to GCP services by binding Kubernetes
Service Accounts (KSA) to Google Service Accounts (GSA). This eliminates the
need for long-lived service account keys, adhering to the principle of least
privilege and improving auditability.

Policy Controller: Leverages the Open Policy Agent (OPA) Gatekeeper to enforce
organizational and regulatory policies across the fleet of GKE clusters, ensuring
continuous compliance and configuration consistency.

This project delivers a production-ready environment that is not only robust and
scalable but also intrinsically designed to meet complex Governance, Risk, and
Compliance (GRC) requirements from the outset.

2. Business Context

The implementation of this secure GKE architecture is a strategic investment driven by
the need to address the inherent security and complexity challenges of modern
containerized environments. The business value is quantified through significant risk
mitigation, operational efficiency gains, and demonstrable compliance posture,
translating directly into a strong Return on Investment (ROI).

The Challenge: Complexity and Risk in Kubernetes

Kubernetes, while powerful, introduces significant complexity, making it prone to
misconfigurations that can lead to security vulnerabilities. In multi-tenant and multi-
cluster environments, maintaining consistent security policies and continuous
compliance across the fleet is a major operational overhead. Manual security
processes are slow, error-prone, and cannot keep pace with rapid application
deployment cycles.

The Solution: Automated, Secure, and Compliant Platform

The PRJ-GCP-K8S-085 solution addresses these challenges by automating security and
operations:

GKE Autopilot handles node provisioning, scaling, and patching, freeing up
engineering resources and ensuring security best practices are applied
automatically at the infrastructure layer.



Binary Authorization shifts security left, preventing the deployment of non-
compliant images and reducing the risk of runtime vulnerabilities.

Anthos Service Mesh provides a uniform security layer for microservices,
simplifying the implementation of zero-trust principles without requiring
application code changes.

Quantified Business Value and ROI

The strategic benefits of this architecture can be quantified across several dimensions:

Metric Impact Description Quantified Value (Estimate)

Operational
Efficiency

GKE Autopilot reduces cluster
management time (patching, scaling,
maintenance) by an estimated 70%.

$150,000+ annual savings per
10-person DevOps team (based
on reduced toil).

Risk Mitigation
(Security)

Binary Authorization prevents security
incidents by blocking unauthorized
deployments, reducing the likelihood of
a data breach.

$500,000+ in avoided costs per
major security incident
(average cost of a data breach).

Compliance
Assurance

Policy Controller and GRC Mapping
automate compliance checks,
drastically reducing audit preparation
time and the risk of regulatory fines.

50% reduction in audit
preparation time; avoidance of
fines up to 4% of global
annual revenue (e.g., GDPR).

Development
Velocity

A standardized, secure platform allows
developers to focus on feature delivery
rather than security configuration.

20% increase in deployment
frequency and faster time-to-
market for new features.

Cost Savings
(Resource)

GKE Autopilot optimizes resource
utilization through intelligent bin-
packing and precise resource
allocation.

15-30% reduction in compute
costs compared to manually
provisioned GKE Standard
clusters.

The architecture’s focus on automation and security-by-design ensures a rapid ROI by
converting manual, high-risk operational tasks into automated, low-risk platform
features.



3. GRC Mapping

Governance, Risk, and Compliance (GRC) are integral to the design of PRJ-GCP-K8S-
085. The controls implemented are directly mapped to major industry and regulatory
frameworks, ensuring the environment is auditable and compliant with standards
such as NIST 800-53, ISO 27001, and SOC 2.

Compliance Frameworks Alignment

The project adheres to several key security and compliance benchmarks:

CIS Kubernetes Benchmark: GKE Autopilot inherently enforces many of the CIS
recommendations for cluster configuration and hardening. Policy Controller is
used to enforce remaining application-level controls.

NIST SP 800-190: Adherence to the Application Container Security Guide is
achieved through secure image management (Binary Authorization) and runtime
protection (Anthos Service Mesh).

NSA/CISA Kubernetes Hardening Guide: Best practices for RBAC, Network
Policies, and Pod Security Standards are implemented through GKE Autopilot
and Policy Controller.

Mapping to Major Regulatory Standards

The core security controls directly address requirements in major compliance
frameworks:



Control
Mechanism

NIST 800-53 Control
Family

ISO 27001 Annex A
Control

SOC 2 Trust
Service Criteria

Binary
Authorization

CM-5 (Access Restrictions
for Change)

A.14.2.1 (Secure
development policy)

CC8.1 (System
Development)

Workload
Identity

AC-3 (Access
Enforcement), IA-2
(Identification and
Authentication)

A.9.2.1 (User
registration and de-
registration)

CC6.1 (Logical
Access)

Anthos Service
Mesh (mTLS)

SC-8 (Transmission
Integrity), SC-13
(Cryptographic Protection)

A.10.1.1 (Policy on the
use of cryptographic
controls)

CC6.6 (Network
Security)

Policy Controller
CM-6 (Configuration
Settings), CA-7
(Continuous Monitoring)

A.12.1.2 (Change
management)

CC4.1
(Monitoring)

GKE Security
Posture

RA-5 (Vulnerability
Monitoring)

A.18.2.3 (Technical
compliance checking)

CC7.2
(Monitoring)

Audit Evidence and Reporting

The architecture is designed for auditability, providing clear evidence for compliance
reporting:

1. Image Integrity Reports: Logs and reports from Binary Authorization detailing
successful attestations and policy violations.

2. Access Control Logs: Detailed Kubernetes Audit Logs and Cloud Audit Logs for all
API server activity and GCP resource access, essential for SOC 2 and HIPAA
requirements.

3. Configuration Compliance: Policy Controller violation reports demonstrating
continuous enforcement of organizational standards, directly supporting NIST
CM-6.



4. Prerequisites

Successful deployment requires a prepared GCP environment and a local workstation
configured with the necessary tools.

GCP Project and API Requirements

1. GCP Project: A dedicated GCP project must be created with billing enabled.

2. Required APIs: The following APIs must be enabled in the target GCP project:
container.googleapis.com  (GKE API)

meshconfig.googleapis.com  (Anthos Service Mesh API)

binaryauthorization.googleapis.com  (Binary Authorization API)

gkehub.googleapis.com  (GKE Hub API for multi-cluster management)

cloudkms.googleapis.com  (Cloud KMS for Binary Authorization signing)

Local Workstation Tools

The following command-line tools must be installed and configured:

Google Cloud SDK ( gcloud ): Authenticated and configured to the target project.

kubectl : The Kubernetes command-line tool.

helm : The Kubernetes package manager (optional, but recommended for
deploying applications).

istioctl : The command-line tool for managing Anthos Service Mesh.

Environment Variable Setup

Before execution, set the following environment variables in your shell session. The
project name is derived from the task input.



# Set environment variables

export PROJECT_ID="prj-gcp-k8s-085"

export REGION="us-central1" # Choose a suitable region

export CLUSTER_NAME_A="secure-mesh-cluster-a"

export CLUSTER_NAME_B="secure-mesh-cluster-b"

export GKE_HUB_MEMBER_NAME_A="gke-cluster-a"

export GKE_HUB_MEMBER_NAME_B="gke-cluster-b"

# Enable required APIs

gcloud services enable \

    container.googleapis.com \

    meshconfig.googleapis.com \

    binaryauthorization.googleapis.com \

    gkehub.googleapis.com \

    cloudkms.googleapis.com \

    --project=${PROJECT_ID}

5. Architecture Overview

The architecture is a multi-cluster, highly secure microservices platform managed
under a single GKE Hub (Fleet). This centralized management is crucial for applying
consistent policies and service mesh configurations across the entire environment.



Key Architectural Components

Component Role in Architecture Security Contribution

GKE Autopilot
Managed Kubernetes
control plane and data
plane.

Automated security patching, hardened
node configuration, and reduced attack
surface.

GKE Hub (Fleet)
Centralized management
plane for multi-cluster
operations.

Enables consistent application of Policy
Controller and Anthos Service Mesh
across all clusters.

Anthos Service
Mesh (ASM)

Service-level networking
layer (data plane).

Enforces mTLS, fine-grained access
control (Layer 7), and provides unified
observability.

Binary
Authorization

Deployment-time security
gate.

Prevents deployment of non-attested
images, ensuring software supply chain
integrity.

Workload
Identity

Identity and Access
Management (IAM)
mechanism.

Provides secure, short-lived credentials
for pods to access GCP resources,
eliminating static keys.

Policy Controller
Configuration and
compliance enforcement.

Uses OPA Gatekeeper to enforce custom
policies (e.g., required labels, trusted
registries).

The multi-cluster design provides high availability and disaster recovery capabilities,
while the integration of ASM enables seamless, secure service communication
between clusters, forming a unified service mesh. The visual representation of this
architecture, typically a diagram showing the flow from CI/CD (signing) through Binary
Authorization to the GKE clusters (with ASM sidecars and Workload Identity), is
essential for full understanding.

6. Step-by-Step Implementation

This section details the deployment process for the two-cluster service mesh,
including the configuration of core security features.



Step 6.1: Create and Register GKE Autopilot Clusters

We will create two GKE Autopilot clusters and register them to the GKE Hub. Autopilot
automatically enables Workload Identity and the Anthos Service Mesh (ASM) control
plane.



# --- Cluster A Deployment ---

# 1. Create GKE Autopilot Cluster A

gcloud container clusters create-auto ${CLUSTER_NAME_A} \

    --project=${PROJECT_ID} \

    --region=${REGION} \

    --release-channel="stable" \

    --workload-identity-enabled \

    --enable-mesh \

    --async # Run in background

# 2. Wait for Cluster A to be ready and get credentials

gcloud container clusters wait ${CLUSTER_NAME_A} --region=${REGION} --

project=${PROJECT_ID} --for-condition=STATUS=RUNNING

gcloud container clusters get-credentials ${CLUSTER_NAME_A} --

region=${REGION} --project=${PROJECT_ID}

# 3. Register Cluster A to GKE Hub

gcloud container hub memberships register ${GKE_HUB_MEMBER_NAME_A} \

    --project=${PROJECT_ID} \

    --gke-uri=$(gcloud container clusters describe ${CLUSTER_NAME_A} --

region=${REGION} --project=${PROJECT_ID} --format="value(selfLink)") \

    --enable-workload-identity

# --- Cluster B Deployment ---

# 4. Create GKE Autopilot Cluster B

gcloud container clusters create-auto ${CLUSTER_NAME_B} \

    --project=${PROJECT_ID} \

    --region=${REGION} \

    --release-channel="stable" \

    --workload-identity-enabled \

    --enable-mesh \

    --async

# 5. Wait for Cluster B to be ready and get credentials

gcloud container clusters wait ${CLUSTER_NAME_B} --region=${REGION} --

project=${PROJECT_ID} --for-condition=STATUS=RUNNING

gcloud container clusters get-credentials ${CLUSTER_NAME_B} --

region=${REGION} --project=${PROJECT_ID}

# 6. Register Cluster B to GKE Hub

gcloud container hub memberships register ${GKE_HUB_MEMBER_NAME_B} \

    --project=${PROJECT_ID} \

    --gke-uri=$(gcloud container clusters describe ${CLUSTER_NAME_B} --



region=${REGION} --project=${PROJECT_ID} --format="value(selfLink)") \

    --enable-workload-identity

Step 6.2: Configure Workload Identity

This step demonstrates how to create a Google Service Account (GSA) and bind it to a
Kubernetes Service Account (KSA) in Cluster A, allowing pods to securely access GCP
resources.

# 1. Define Service Account names

export GSA_NAME="app-storage-reader"

export KSA_NAME="default"

export KSA_NAMESPACE="default"

# 2. Create a Google Service Account (GSA)

gcloud iam service-accounts create ${GSA_NAME} --project=${PROJECT_ID}

# 3. Grant the GSA access to a GCP resource (e.g., Storage Object Viewer)

gcloud projects add-iam-policy-binding ${PROJECT_ID} \

    --

member="serviceAccount:${GSA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com" \

    --role="roles/storage.objectViewer"

# 4. Allow the KSA in Cluster A to impersonate the GSA

# Note: The member format is specific to GKE Workload Identity

gcloud iam service-accounts add-iam-policy-binding 

${GSA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com \

    --role="roles/iam.workloadIdentityUser" \

    --

member="serviceAccount:${PROJECT_ID}.svc.id.goog[${KSA_NAMESPACE}/${KSA_NAME}]

# 5. Switch context to Cluster A and annotate the KSA

kubectl config use-context gke_${PROJECT_ID}_${REGION}_${CLUSTER_NAME_A}

kubectl annotate serviceaccount ${KSA_NAME} \

    --namespace ${KSA_NAMESPACE} \

    iam.gke.io/gcp-service-

account=${GSA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com



Step 6.3: Enable and Configure Binary Authorization

Binary Authorization requires a policy and an attestor, which is linked to a
cryptographic key for image signing.



# 1. Create a Cloud Key Management Service (KMS) key ring and key

export KMS_KEY_RING="binauthz-keyring"

export KMS_KEY_NAME="attestor-key"

export KMS_LOCATION="global" # Attestors are global resources

gcloud kms keyrings create ${KMS_KEY_RING} --location ${KMS_LOCATION} --

project=${PROJECT_ID}

gcloud kms keys create ${KMS_KEY_NAME} \

    --keyring ${KMS_KEY_RING} \

    --location ${KMS_LOCATION} \

    --purpose "asymmetric-signing" \

    --default-algorithm "ec-p256-sha256"

# 2. Create an Attestor

export ATTESTOR_NAME="trusted-signer"

gcloud container binauthz attestors create ${ATTESTOR_NAME} \

    --project=${PROJECT_ID} \

    --description="Attestor for trusted CI/CD pipeline signing"

# 3. Get the public key for the Attestor

gcloud kms keys get-public-key ${KMS_KEY_NAME} \

    --keyring ${KMS_KEY_RING} \

    --location ${KMS_LOCATION} \

    --output-file /tmp/public-key.pem

# 4. Add the public key to the Attestor

gcloud container binauthz attestors public-keys add \

    --attestor ${ATTESTOR_NAME} \

    --key-file /tmp/public-key.pem \

    --project=${PROJECT_ID}

# 5. Configure the Binary Authorization Policy

# A policy file (e.g., policy.yaml) must be created to enforce the 

requirement

# that all images must be attested by the 'trusted-signer' attestor.

# For simplicity, we assume a policy file is prepared at /tmp/policy.yaml

# The policy should be set to ENFORCEMENT_MODE_ALWAYS_DENY for non-attested 

images.

# Example Policy Content (to be saved to /tmp/policy.yaml):

# defaultAdmissionRule:

#   evaluationMode: ALWAYS_DENY

#   enforcementMode: ENFORCED_BLOCK_AND_AUDIT

# clusterAdmissionRules:

#   ${REGION}.${CLUSTER_NAME_A}:

#     evaluationMode: REQUIRE_ATTESTATION



#     enforcementMode: ENFORCED_BLOCK_AND_AUDIT

#     requireAttestationsBy:

#       - projects/${PROJECT_ID}/attestors/${ATTESTOR_NAME}

#   ${REGION}.${CLUSTER_NAME_B}:

#     evaluationMode: REQUIRE_ATTESTATION

#     enforcementMode: ENFORCED_BLOCK_AND_AUDIT

#     requireAttestationsBy:

#       - projects/${PROJECT_ID}/attestors/${ATTESTOR_NAME}

# Apply the policy

# NOTE: The actual policy file creation is omitted here for brevity, but is 

a required step.

# gcloud container binauthz policy update --policy-file=/tmp/policy.yaml --

project=${PROJECT_ID}

Step 6.4: Deploy Sample Application with Service Mesh and Workload
Identity

The following manifest deploys a sample application that utilizes both the Anthos
Service Mesh sidecar injection and the configured Workload Identity.



# File: deployment.yaml

apiVersion: apps/v1

kind: Deployment

metadata:

  name: secure-app

  labels:

    app: secure-app

spec:

  replicas: 2

  selector:

    matchLabels:

      app: secure-app

  template:

    metadata:

      labels:

        app: secure-app

        # Required for Anthos Service Mesh sidecar injection

        istio.io/rev: asm-managed

    spec:

      serviceAccountName: default # Uses the annotated KSA from Step 6.2

      containers:

      - name: app-container

        image: gcr.io/google-samples/hello-app:1.0 # Must be a signed image 

if Binary Auth is enforced

        ports:

        - containerPort: 8080

---

apiVersion: v1

kind: Service

metadata:

  name: secure-app-service

spec:

  selector:

    app: secure-app

  ports:

  - port: 80

    targetPort: 8080

To deploy the application to Cluster A:



# Ensure context is set to Cluster A

kubectl config use-context gke_${PROJECT_ID}_${REGION}_${CLUSTER_NAME_A}

# Apply the deployment

kubectl apply -f deployment.yaml

Step 6.5: Configure Policy Controller (Optional but Recommended)

Policy Controller is used to enforce organizational standards, such as requiring specific
labels on all namespaces.

# File: k8srequiredlabels.yaml (Example: Ensure all namespaces have a 'cost-

center' label)

apiVersion: constraints.gatekeeper.sh/v1beta1

kind: K8sRequiredLabels

metadata:

  name: ns-must-have-cost-center

spec:

  match:

    kinds:

      - apiGroups: [""]

        kinds: ["Namespace"]

  parameters:

    labels:

      - key: "cost-center"

To enforce this policy across the fleet, you would typically use the GKE Hub to install
the Policy Controller and then apply the constraint template and constraint:

# 1. Enable Policy Controller on the GKE Hub (if not already enabled)

gcloud container hub policy-controller enable --project=${PROJECT_ID}

# 2. Apply the constraint to Cluster A

kubectl apply -f k8srequiredlabels.yaml



7. Validation & Testing

Validation ensures that the deployment is healthy and that all security controls are
actively enforced.

7.1. Cluster Health and Connectivity

Verify the foundational components are running correctly:

Check Command Expected Result

GKE Cluster
Status

gcloud container clusters list

--project=${PROJECT_ID}

Both clusters should show STATUS:
RUNNING .

GKE Hub
Membership

gcloud container hub

memberships list --

project=${PROJECT_ID}

Both clusters ( gke-cluster-a ,
gke-cluster-b ) should be listed

with STATE: ACTIVE .

ASM Status
istioctl version  and istioctl
analyze --full-messages

istioctl  should report a
successful connection to the control
plane and no critical configuration
issues.

Application
Pods

kubectl get pods -l app=secure-

app

Pods should be in Running  state,

and each pod should have 2⁄2

containers (app + istio-proxy
sidecar).

7.2. Security Control Validation

Test the core security mechanisms to confirm they are actively blocking non-
compliant actions.

Workload Identity Test

This test verifies that the pod is correctly assuming the identity of the GSA.



# Get the name of a running secure-app pod

POD_NAME=$(kubectl get pods -l app=secure-app -o 

jsonpath='{.items[0].metadata.name}')

# Execute a curl command inside the pod to retrieve the service account 

email

kubectl exec -it ${POD_NAME} -- curl -H "Metadata-Flavor: Google" 

http://169.254.169.254/computeMetadata/v1/instance/service-

accounts/default/email

Expected Result: The command should return the GSA email: app-storage-

reader@prj-gcp-k8s-085.iam.gserviceaccount.com .

Binary Authorization Test

Attempt to deploy an image that has not been signed by the trusted-signer  attestor.

# Create a temporary deployment manifest for an unsigned image (e.g., a 

random public image)

cat <<EOF | kubectl apply -f -

apiVersion: apps/v1

kind: Deployment

metadata:

  name: unsigned-app

spec:

  selector:

    matchLabels:

      app: unsigned-app

  template:

    metadata:

      labels:

        app: unsigned-app

    spec:

      containers:

      - name: app-container

        image: busybox:latest # Assuming busybox is not signed

        command: ["sleep", "3600"]

EOF

Expected Result: The deployment should be blocked by the admission controller, and
the output will contain an error message similar to: Error from server



(Forbidden): admission webhook "binauthz-webhook.googleapis.com" denied

the request: Binary Authorization: policy check failed for image... .

Policy Controller Test

Attempt to create a resource that violates the enforced policy (e.g., a Namespace
without the required cost-center  label).

# Attempt to create a non-compliant namespace

cat <<EOF | kubectl apply -f -

apiVersion: v1

kind: Namespace

metadata:

  name: non-compliant-ns

EOF

Expected Result: The command should fail with an admission webhook error: Error
from server (Forbidden): admission webhook "validation.gatekeeper.sh"

denied the request: [k8srequiredlabels] Namespace must have the label

'cost-center' .

8. Troubleshooting

This section outlines common issues encountered during the deployment and
provides systematic resolutions.



Issue Potential Cause Resolution

Pod stuck in Pending

Binary Authorization
Block: The image is not
signed or attested, and the
policy is enforced.

Check kubectl describe pod <pod-
name>  for the admission controller
error message. Ensure the image is
signed and the policy is correctly
configured to allow the image.

Pod stuck in
ContainerCreating

ASM Sidecar Injection
Failure: The Istio sidecar
failed to inject or start.

Verify the namespace is correctly
labeled for ASM injection
( istio.io/rev: asm-managed ). Use
kubectl logs -c istio-init

<pod-name>  to check the sidecar
initialization logs.

Service-to-Service
communication fails

mTLS or Network Policy
Issue: Communication is
blocked by the service
mesh or Kubernetes
Network Policies.

Use istioctl analyze  to diagnose
mesh configuration issues. Check for
DestinationRule  or
VirtualService  misconfigurations.

Temporarily disable Network Policies
to isolate the issue.

Workload Identity
access denied

IAM Binding Error: The
IAM policy binding
between the KSA and GSA
is incorrect or missing.

Verify the gcloud iam service-
accounts add-iam-policy-binding

command was run correctly. Ensure
the KSA is annotated with the correct
GSA email: kubectl describe sa
default .

gcloud  command
fails with “API not
enabled”

Missing API Enablement:
A required GCP API was
not enabled in the project.

Rerun the API enablement command
from the Prerequisites section:
gcloud services enable ... .

9. Cost Optimization

GKE Autopilot is inherently cost-efficient, but further optimization can be achieved
through careful resource management and feature selection.



Leveraging Autopilot Efficiency

Right-Sizing Pods: Autopilot charges based on the resource requests of your
pods. Ensure that CPU and memory requests are accurately set to the minimum
required for the application. Over-requesting resources leads to paying for
unused capacity.

Vertical Pod Autoscaler (VPA): While Autopilot handles horizontal scaling,
consider using VPA in recommendation mode to continuously analyze and
suggest optimal resource requests for your workloads, which can then be
manually applied.

No Unused Nodes: Since Autopilot manages the node pool, you eliminate the
cost of idle, unutilized nodes, which is a major source of waste in GKE Standard.

Feature and Licensing Management

Anthos Service Mesh Licensing: Anthos features, including ASM, can incur
significant licensing costs. If only basic mTLS and traffic routing are required,
ensure you are using the features efficiently. For multi-cluster setups, the GKE
Enterprise subscription is required, so maximize the use of its features (like Policy
Controller and Fleet management) to justify the cost.

Cleanup: Implement automated processes to regularly delete unused resources,
including:

Stale container images in Artifact Registry.

Unattached Persistent Volumes (PVs).

Development or testing clusters that are no longer in use (using the Cleanup
script in Section 12 of the source document).

10. Security Best Practices

The core architecture provides a strong security foundation, but a truly production-
ready environment requires continuous adherence to advanced security best
practices.



Advanced Security Controls

1. Secret Management: NEVER store sensitive data as native Kubernetes Secrets.
Instead, use Google Secret Manager integrated with the Kubernetes Secret
Manager CSI driver. This injects secrets directly into the pod’s filesystem as a
volume, minimizing exposure and improving audit trails.

2. Network Hardening with VPC Service Controls: For highly sensitive data,
implement VPC Service Controls (VPC SC) to create a security perimeter around
your GCP services (e.g., GKE, Cloud Storage, Artifact Registry). This prevents data
exfiltration by blocking access to these services from outside the perimeter, even
if a compromised workload has valid credentials.

3. Runtime Security: Implement a third-party runtime security solution (e.g.,
Falco) to monitor system calls and detect malicious activity inside the running
containers and nodes.

4. Least Privilege for GSAs: Continuously review and refine the IAM roles granted
to the GSAs used by Workload Identity. Use custom roles instead of broad
predefined roles to ensure the principle of least privilege is strictly followed.

5. Image Signing Automation: Integrate the Binary Authorization signing process
directly into the CI/CD pipeline. The pipeline should only sign an image after it
has passed all vulnerability scans (e.g., using Artifact Registry Scanning) and
integration tests.

Logging, Monitoring, and Forensics

Centralized Logging: Configure Cloud Logging to export all Kubernetes Audit
Logs, GKE control plane logs, and application logs to a centralized, secure sink
(e.g., a separate logging project or a SIEM). Ensure logs are retained for the period
required by compliance standards (e.g., 1 year for SOC 2).

Security Posture Management: Utilize the GKE Security Posture Management
dashboard for continuous monitoring and reporting on cluster security health,
vulnerability detection, and configuration drift.



Appendix: Cleanup Procedure

To tear down the environment and avoid incurring further costs, execute the following
commands. Ensure you have backed up any necessary data before proceeding.



# Set environment variables (if not already set)

export PROJECT_ID="prj-gcp-k8s-085"

export REGION="us-central1"

export CLUSTER_NAME_A="secure-mesh-cluster-a"

export CLUSTER_NAME_B="secure-mesh-cluster-b"

export GSA_NAME="app-storage-reader"

export ATTESTOR_NAME="trusted-signer"

export KMS_KEY_RING="binauthz-keyring"

export KMS_LOCATION="global"

# 1. Delete the GKE clusters (this will also unregister them from the GKE 

Hub)

echo "Deleting GKE clusters..."

gcloud container clusters delete ${CLUSTER_NAME_A} --region=${REGION} --

project=${PROJECT_ID} --quiet --async

gcloud container clusters delete ${CLUSTER_NAME_B} --region=${REGION} --

project=${PROJECT_ID} --quiet --async

# 2. Delete the Google Service Account and IAM bindings

echo "Deleting Google Service Account: ${GSA_NAME}"

gcloud iam service-accounts delete 

${GSA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com --project=${PROJECT_ID} --

quiet

# 3. Delete Binary Authorization Attestor and KMS resources

echo "Deleting Binary Authorization Attestor: ${ATTESTOR_NAME}"

gcloud container binauthz attestors delete ${ATTESTOR_NAME} --

project=${PROJECT_ID} --quiet

# NOTE: KMS Key Ring deletion requires all keys to be destroyed first.

# This step is complex and often requires manual intervention or a separate 

script.

# For a full cleanup, you would need to schedule the key for destruction 

first.

# The following command deletes the keyring, which will fail if keys are 

still active.

echo "Attempting to delete KMS Key Ring: ${KMS_KEY_RING}"

gcloud kms keyrings delete ${KMS_KEY_RING} --location ${KMS_LOCATION} --

project=${PROJECT_ID} --quiet
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