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1. Project Overview

The PRJ-GCP-K8S-086 project is a blueprint for deploying a highly secure, compliant,
and operationally efficient container orchestration platform on Google Cloud Platform
(GCP). This solution is centered on Google Kubernetes Engine (GKE) Autopilot, which
provides a fully managed, serverless Kubernetes experience. By abstracting away the
complexities of node management, patching, and scaling, Autopilot allows
organizations to shift their focus entirely to application development, security, and
compliance.

This implementation establishes a robust defense-in-depth security posture by
natively integrating three critical GCP security services:

1. Binary Authorization: Enforces a strict policy that only verified,
cryptographically signed container images from a trusted supply chain can be
deployed to the cluster. This is the primary defense against supply chain attacks
and unauthorized code execution.

2. Workload Identity: Implements a zero-trust security model by securely binding
Kubernetes Service Accounts (KSA) to GCP Service Accounts (GSA). This
eliminates the need for long-lived service account keys, enabling fine-grained,
identity-based access to GCP resources.

3. Policy Controller: Leverages the power of Open Policy Agent (OPA) Gatekeeper
to enforce organizational and regulatory policies across the cluster. This ensures
continuous governance by preventing non-compliant deployments in real-time.



The resulting environment is a production-ready platform ideal for modern,

serverless-style containerized workloads that demand high security, regulatory
compliance, and minimal operational overhead.

2. Business Context

The adoption of Kubernetes introduces significant operational and security

challenges. This project directly addresses these challenges, delivering substantial,
quantifiable business value across security, compliance, and operational efficiency.

The Challenge: Complexity, Risk, and Scalability

Category

Complexity &
Vulnerability

Compliance
Challenge

Operational
Scalability

Description

Kubernetes clusters are inherently
complex, leading to frequent
misconfigurations, unpatched
vulnerabilities, and exposure to runtime
attacks.

Maintaining continuous compliance with
internal and external standards (e.g., PCI
DSS, HIPAA) in multi-tenant or rapidly
evolving clusters is difficult and error-
prone.

Manual security operations, node
maintenance, and cluster upgrades do
not scale efficiently with the growth of
microservices and development teams.

Business Impact

Increased risk of security
breaches, data loss, and
regulatory fines. Higher mean
time to resolution (MTTR) for
security incidents.

Risk of audit failures, loss of
business accreditation, and
inability to enter regulated
markets.

High operational expenditure
(OpEx), developer burnout,
and slower time-to-market for
new features.

The Solution: A Secure, Managed GKE Architecture

The PRJ-GCP-K8S-086 solution is a strategic investment in a secure, managed GKE
implementation designed for defense-in-depth and operational excellence:

e GKE Autopilot: Reduces operational burden by up to 80% by managing the

control plane and worker nodes, including automatic patching, scaling, and



security hardening. This translates directly into lower OpEx and faster feature
velocity.

e Binary Authorization: Acts as a mandatory quality gate in the CI/CD pipeline,
ensuring that only images that have passed all security scans and attestations are
deployed. This mitigates supply chain risk, which is a growing threat vector.

e Workload Identity: Replaces insecure, static service account keys with short-
lived, identity-based credentials. This is a fundamental shift towards a Zero Trust
Architecture, drastically reducing the attack surface from compromised
credentials.

e Policy Controller: Enforces governance policies as code, preventing
configuration drift and ensuring that every deployment adheres to organizational
standards, thus achieving continuous compliance.

Quantified Business Value and ROI

The strategic benefits of this architecture can be quantified as follows:

Value . . .
. Mechanism Quantified Benefit (ROI)
Proposition
. GKE Autopilot eliminates 30-40% reduction in Kubernetes
Operational - . .
Efficienc manual node management, administration labor costs, allowing
y patching, and scaling tasks. engineers to focus on application logic.
. Binary Authorization blocks . L
Security y . Estimated 60% reduction in critical
. unauthorized deployments; ) o
Incident } security vulnerabilities related to supply
. Workload Identity removes ] ) )
Reduction ) chain and credential compromise.
static keys.
, Near-zero risk of non-compliant
. Policy Controller enforces S .
Compliance . S deployments, saving significant time and
compliance policies in real- ) ) .
Assurance ; ) L cost associated with post-incident
time, preventing violations. . ) )
remediation and audit preparation.
15-25% savings on compute costs
Autopilot’s consumption- compared to manually provisioned
Cost Savings based pricing and resource clusters due to optimized resource
right-sizing. utilization and elimination of idle

capacity.




3. GRC Mapping

Governance, Risk, and Compliance (GRC) are integral to this deployment. The
architecture is explicitly designed to satisfy key requirements from major industry and
regulatory frameworks.

Alignment with Industry Security Benchmarks

Control Implementation in PRJ-GCP-K8S-
086

Framework Focus Area

GKE Autopilot automatically configures the

Security configuration cluster to meet most Level 1 and Level 2 CIS
CIS Kubernetes ) )
standards for the control benchmarks by default, including hardened
Benchmark ]
plane and worker nodes. node OS and restricted access to the
control plane.
Application Container Binary Authorization addresses the
NIST SP 800- Security Guide principles, “Image Integrity” and “Image Provenance”
190 focusing on the entire requirements by enforcing a trusted image
container lifecycle. pipeline.
Workload Identity aligns with the
NSA/CISA Implementation of security . yalg
) recommendation to use managed
Kubernetes best practices for ) .
. . identities for access to cloud resources, and
Hardening production Kubernetes . i )
. ) Policy Controller enforces configuration
Guide environments. )
best practices.
Strict implementation of GKE Autopilot enforces the Restricted PSS
Kubernetes RBAC, Network Policies, profile by default. Policy Controller can be
Security and Pod Security Standards  used to enforce additional RBAC and

(PSS). Network Policy requirements.

Regulatory Compliance Support

The implemented security controls provide direct support for major regulatory
standards:



Regulation

PCI DSS
(v4.0)

HIPAA

SO0C2

GDPR

Relevant Requirement

Requirement 6.3 (Secure
development practices),
Requirement 2 (Secure
configuration).

§164.312(a)(1) (Access
control mechanisms).

CC6.1 (Logical access
controls), CC7.2 (System
monitoring).

Article 32 (Security of
processing, including

technical and organizational

measures).

Audit and Evidence Collection

The architecture is designed for audibility. Key artifacts for compliance reporting

include:

Supporting Control

Binary Authorization ensures only secure,
reviewed code is deployed. GKE Autopilot
provides a secure, pre-configured
infrastructure.

Workload Identity provides fine-grained,
auditable access control for applications
accessing Protected Health Information (PHI)
stored in GCP services.

Workload Identity (CC6.1) and Cloud Audit
Logs integrated with GKE (CC7.2) provide the
necessary evidence for logical access and
continuous monitoring.

The entire defense-in-depth architecture,
particularly Network Policies and Workload
Identity, serves as a technical measure to
protect personal data during processing.

e Container Image Scan Results: Generated by Artifact Analysis (integrated with

Artifact Registry), providing evidence of vulnerability scanning.

e Binary Authorization Audit Logs: Detailed logs of policy evaluations,

attestations, and deployment denials, proving the enforcement mechanism is

active.

e Kubernetes Audit Logs: Captured via Cloud Audit Logs, providing an immutable

record of all API server activity.

e Security Posture Assessments: Continuous monitoring and reporting from GKE

Security Posture Management on security misconfigurations and
vulnerabilities.




4. Prerequisites

Successful deployment requires a properly configured environment and sufficient
permissions.

Required Accounts and Tools

1. GCP Project: A new or existing GCP project with billing enabled.

2. gcloud CLI: The Google Cloud command-line interface must be installed and
configured for authentication.

3. kubectl: The Kubernetes command-line tool, used for interacting with the GKE
cluster.

4. Docker: Required for building and pushing container images to the Artifact
Registry.

5. GPG (GNU Privacy Guard): Recommended for local attestation key generation
(for demonstration purposes) or Cloud KMS for production attestation.

Required IAM Roles and Permissions

The user or service account performing the deployment must have the following roles
at the Project Level:



Role Name Role ID Purpose

Required to create,
Kubernetes

. . roles/container.admin configure, and manage
Engine Admin

the GKE cluster.

Required to create and

) manage the GCP
Service Account , _ : .
) roles/iam.serviceAccountAdmin Service Accounts (GSA)
Admin
used for Workload
|dentity.
. Required to configure
Binary .
L _ _ _ _ _ and manage the Binary
Authorization roles/binaryauthorization.policyAdmin o .
. ) Authorization policy
Policy Admin
and attestors.
Service Usage , ) Required to enable the
roles/serv1ceusage .serviceUsageConsumer
Consumer necessary GCP APIs.

Environment Setup Commands

Ensure the tools are installed and authenticated:

# 1. Install gcloud CLI and kubectl (if not already present)
# Follow official Google Cloud documentation for installation.

# 2. Authenticate gcloud and set the project
gcloud auth login
gcloud config set project [PROJECT_ID]

# 3. Configure Docker to use gcloud as a credential helper for Artifact
Registry
gcloud auth configure-docker [REGION]-docker.pkg.dev

5. Architecture Overview

The architecture is a tightly integrated system designed for security and automation,
built around the core components of GKE Autopilot, Binary Authorization, and



Workload Identity.

Core Components and Data Flow

1. GKE Autopilot Cluster: The central compute environment. It is configured with
Workload Identity and Binary Authorization enabled at creation. Autopilot

manages the underlying infrastructure, ensuring a secure and optimized runtime
environment.

2. Artifact Registry: The secure, private repository for container images. Images are
pushed here after being built and scanned.

3. Binary Authorization (BinAuthz): Acts as an admission controller. Before a pod
is created, BinAuthz checks the image against a defined policy.
o Attestor: A trusted entity (e.g., a CI/CD system or a security team) that
cryptographically signs the image, confirming it has passed all checks.

o Policy: The rule set that dictates which Attestors must sign an image for it
to be allowed deployment.

4, Workload Identity: The mechanism for secure identity management within the
cluster.
o Kubernetes Service Account (KSA): Used by the application pod. It is
annotated to link to a specific GSA.

o GCP Service Account (GSA): The identity with the actual IAM permissions
to access GCP resources (e.g., Cloud Storage, BigQuery).

o Binding: A one-way trust relationship is established, allowing the KSA to
impersonate the GSA.

5. Policy Controller (OPA Gatekeeper): Enforces custom policies (Constraints) on
Kubernetes resources. It operates as a validating and mutating webhook,
ensuring all resource definitions (Pods, Deployments, Services) adhere to
organizational standards before they are persisted to the cluster.

Deployment Workflow

1. Build & Scan: Developer commits code. CI/CD pipeline builds the container
image and pushes it to Artifact Registry. Artifact Analysis scans the image for
vulnerabilities.



2. Attestation: Upon successful scanning and testing, the CI/CD system or a
designated signer uses a key (preferably stored in Cloud KMS) to create a
cryptographic attestation for the image.

3. Deployment Request: A user or automated system attempts to deploy the
application manifest ( deployment .yaml ) to the GKE cluster.

4, Admission Control:
o Policy Controller intercepts the request, checking for policy violations
(e.g., image registry restriction, required labels).

o Binary Authorization intercepts the request, checking if the image has the
required attestations as defined in the policy.

5. Deployment: If both Policy Controller and Binary Authorization approve the
request, the pod is created.

6. Runtime Access: The running pod uses its KSA, which is bound via Workload
|dentity, to securely obtain short-lived credentials for the associated GSA,
allowing it to access authorized GCP services.

6. Step-by-Step Implementation

This section provides the detailed, production-ready instructions for deploying the
secure GKE Autopilot cluster and configuring its core security features.

Step 1: Configure Environment and Enable APIs

Set up the necessary environment variables and enable the required GCP services.



# --- 1. Set Environment Variables ---

# Replace these placeholders with your actual values

export PROJECT_ID="[YOUR_PROJECT_ID]"

export REGION="us-centrall"

export CLUSTER_NAME="secure-autopilot-cluster"

export GSA_NAME="k8s-workload-gsa"

export KSA_NAME="default" # Target Kubernetes Service Account in the
'"default' namespace

# Set gcloud configuration
gcloud config set project $PROJECT_ID
gcloud config set compute/region $REGION

# --- 2. Enable Required APIs ---
echo "Enabling required GCP APIs..."
gcloud services enable \
container.googleapis.com \
iam.googleapis.com \
binaryauthorization.googleapis.com \
gkehub.googleapis.com \
cloudkms.googleapis.com # Required for production-grade Binary
Authorization

Step 2: Create GKE Autopilot Cluster

Create the cluster with Workload Identity and Binary Authorization enabled. Autopilot
ensures a secure, managed control plane and node pool.



echo "Creating GKE Autopilot cluster: $CLUSTER_NAME in $REGION..."
gcloud container clusters create-auto $CLUSTER_NAME \
--region $REGION \
--workload-identity-config=enabled \
--enable-binary-authorization \
--release-channel "regular" \
--enable-master-authorized-networks \
--master-authorized-networks 0.0.0.0/0 \
--1ogging=SYSTEM \
--monitoring=SYSTEM \
--enable-network-policy # Essential for micro-segmentation

# Get cluster credentials
gcloud container clusters get-credentials $CLUSTER_NAME --region $REGION

Step 3: Configure Workload Identity

This step creates the GCP Service Account (GSA) and establishes the trust relationship
with the Kubernetes Service Account (KSA).



# --- 1. Create the GCP Service Account (GSA) ---

echo "Creating GCP Service Account: $GSA_NAME"

gcloud iam service-accounts create $GSA_NAME \
--display-name "GSA for Kubernetes Workloads"

# --- 2. Grant the GSA a role (Example: Storage Object Viewer) ---
# This grants the KSA/Pod the ability to read objects from Cloud Storage
echo "Granting storage.objectViewer role to GSA"
gcloud projects add-iam-policy-binding $PROJECT_ID \
--member "serviceAccount:$GSA_NAME@$PROJECT_ID.iam.gserviceaccount.com"

--role "roles/storage.objectViewer"

# --- 3. Establish the Workload Identity Binding ---

# This allows the KSA to impersonate the GSA

echo "Binding KSA to GSA via Workload Identity"

gcloud iam service-accounts add-iam-policy-binding \
"$GSA_NAME@$PROJECT_ID.iam.gserviceaccount.com" \
--role "roles/iam.workloadIdentityUser" \
--member "serviceAccount:$PROJECT_ID.svc.id.goog[default/$KSA NAME]"

# --- 4. Annotate the KSA (Required for the KSA to use the binding) ---
# This command updates the default KSA in the 'default' namespace
kubectl annotate serviceaccount $KSA_NAME \

iam.gke.io/gcp-service-
account="$GSA_NAME@$PROJECT_ID.iam.gserviceaccount.com" \

--overwrite

Step 4: Configure Production-Ready Binary Authorization with Cloud
KMS

For production, attestation keys must be managed securely using Cloud KMS, not local
GPG keys.



# --- 1. Create a KMS Key Ring and Key ---
export KMS_KEY_RING="binauthz-keyring"
export KMS_KEY_NAME="attestation-key"
export KMS_KEY_LOCATION=$REGION

echo "Creating KMS Key Ring and Key..."
gcloud kms keyrings create $KMS_KEY_RING --location $KMS_KEY_LOCATION
gcloud kms keys create $KMS_KEY_NAME \

--keyring $KMS_KEY_RING \

--location $KMS_KEY_LOCATION \

--purpose "asymmetric-signing" \

--default-algorithm "ec-sign-p256-sha256"

# --- 2. Create the Attestor ---
export ATTESTOR_NAME="ci-cd-signer"
export ATTESTOR_EMAIL="$ATTESTOR_NAME@binaryauthorization.googleapis.com"

echo "Creating Binary Authorization Attestor: $ATTESTOR_NAME"
gcloud container binauthz attestors create $ATTESTOR_NAME \
--project=$PROJECT_ID \
--attestation-authority-note-by-
project="projects/$PROJECT_ID/notes/$ATTESTOR_NAME"

# --- 3. Add the KMS Public Key to the Attestor ---
# Get the public key from KMS
gcloud kms keys get-public-key $KMS_KEY_NAME \
--keyring $KMS_KEY_RING \
--location $KMS_KEY_LOCATION \
--output-file /tmp/kms_public_key.pem

# Add the public key to the Attestor

gcloud container binauthz attestors public-keys add \
--attestor $ATTESTOR_NAME \
--key-version-alias "ci-cd-key" \
--pkix-key-path /tmp/kms_public_key.pem \
--key-algorithm "EC_SIGN_P256_SHA256" \
--project $PROJECT_ID

# --- 4. Grant the Attestor Service Account KMS Viewer Role ---
# This allows the BinAuthz service to verify the signature
BINAUTHZ_SA=$(gcloud container binauthz policy get-service-account --
project=$PROJECT_ID --format='value(serviceAccount)')
gcloud kms keys add-iam-policy-binding $KMS_KEY_NAME \

--keyring $KMS_KEY_RING \

--location $KMS_KEY_LOCATION \



--member "serviceAccount:$BINAUTHZ_SA" \
--role "roles/cloudkms.publicKeyViewer"

Step 5: Deploy a Sample Application (Build, Push, Attest, Deploy)

This simulates the full CI/CD pipeline, including the critical attestation step.

5.1 Build and Push Image

# Create a dummy Dockerfile

echo "FROM nginx:latest" > Dockerfile

echo "RUN echo 'Hello Secure K8s' > /usr/share/nginx/html/index.html" >>
Dockerfile

# Build and tag the image
export IMAGE_URI="${REGION}-docker.pkg.dev/$PROJECT_ID/default/secure-
app:v1i"

docker build -t $IMAGE_URI .

# Push the image to Artifact Registry
docker push $IMAGE_URI

5.2 Create Attestation

This step uses the KMS key to sign the image digest, creating the required attestation.



# Get the image digest
IMAGE_DIGEST=%$(gcloud container images describe $IMAGE_URI --
format="'get(image_summary.digest)')

# Create the attestation payload
PAYLOAD_FILE="/tmp/attestation_payload.json"
cat <<EOF > $PAYLOAD_FILE

{
"critical": {
"identity": {
"docker-reference": "$IMAGE_URI"
3
"image": "$IMAGE_URI@$IMAGE_DIGEST",
"type": "google.com/binaryauthorization/attestation/v1"
+
"optional": {
"signer_email": "ci-cd-system@example.com"
}
}
EOF

# Sign the payload using the KMS key
SIGNATURE_FILE="/tmp/signature.sig"
gcloud kms asymmetric sign \
--key $KMS_KEY_NAME \
--key-ring $KMS_KEY_RING \
--location $KMS_KEY_LOCATION \
--digest-algorithm "sha256" \
--input-file $PAYLOAD_FILE \
--output-file $SIGNATURE_FILE

# Create the final attestation

gcloud container binauthz attestations create \
--artifact-url $IMAGE_URI@$IMAGE_DIGEST \
--attestor $ATTESTOR_NAME \
--signature-file $SIGNATURE_FILE \
--public-key-id "ci-cd-key" \
--project $PROJECT_ID

5.3 Deploy Application

Create the deployment.yaml file and apply it.



# Create deployment.yaml
DEPLOYMENT_YAML_PATH="/tmp/deployment.yaml"
cat <<EOF > $DEPLOYMENT_YAML_PATH
apiVersion: apps/vil
kind: Deployment
metadata:
name: secure-app-deployment
labels:
app: secure-app
spec:
replicas: 1
selector:
matchLabels:
app: secure-app
template:
metadata:
labels:
app: secure-app
spec:
serviceAccountName: default # KSA name
containers:
- name: secure-app-container
image: $IMAGE_URI # Use the attested image URI
ports:
- containerPort: 80
# Workload Identity annotation is applied to the KSA, not the pod spec
EOF

# Apply the deployment
kubectl apply -f $DEPLOYMENT_YAML_PATH

7. Validation & Testing

Verify that the secure deployment is functioning correctly, focusing on the core
security mechanisms.

7.1 Cluster and Workload Identity Validation

1. Verify Cluster Status: Ensure the cluster is running and the Workload Identity
annotation is present on the KSA.



# Check cluster status
gcloud container clusters describe $CLUSTER_NAME --region $REGION --
format='value(status)'

# Verify KSA annotation
kubectl describe sa default | grep "iam.gke.io/gcp-service-account"

# Expected output: iam.gke.io/gcp-service-account: k8s-workload-
gsa@[PROJECT_ID].iam.gserviceaccount.com

2. Test Workload Identity Access: Deploy a test pod that attempts to access a GCP
resource (e.g., list Cloud Storage buckets) using the GSA’s permissions. If
successful, Workload Identity is working.

7.2 Binary Authorization Enforcement Test

Attempt to deploy an unsignedimage. This must fail, proving the gatekeeper is active.

1. Create Unsigned Image: Use a public image that has not been attested.



# Create a deployment manifest for an unsigned image
UNSIGNED_DEPLOYMENT_YAML_PATH="/tmp/unsigned_deployment.yaml"
cat <<EOF > $UNSIGNED_DEPLOYMENT_YAML_PATH
apiVersion: apps/vil
kind: Deployment
metadata:
name: insecure-app-deployment
spec:
replicas: 1
selector:
matchLabels:
app: insecure-app
template:
metadata:
labels:
app: insecure-app
spec:
containers:
- name: insecure-app-container
image: nginx:latest # Public, unsigned image
ports:
- containerPort: 80
EOF

# Attempt to deploy (MUST FAIL)
kubectl apply -f $UNSIGNED_DEPLOYMENT_YAML_PATH

2. Expected Result: The command should return an error similar to: Error from
server (Forbidden): admission webhook "binauthz.googleapis.com"
denied the request: Image [nginx:latest] denied by Binary

Authorization policy.

7.3 Policy Controller Enforcement Test

If Policy Controller is configured (e.g., with the image registry constraint from the
documentation), test a violation.

1. Apply Policy Controller Constraint (Example):



# k8s-image-registry-constraint.yaml (from documentation)
# ... (content of the constraint)
# kubectl apply -f k8s-image-registry-constraint.yaml

2. Attempt Violation: Attempt to deploy an image from an unauthorized registry
k&gq docker.io/alpine:latest ).

3. Expected Result: The command should return an error similar to: Error from
server (Forbidden): admission webhook "validation.gatekeeper.sh"
denied the request: Container images must come from the project's

Artifact Registry.

8. Troubleshooting

Addressing common issues encountered during the deployment and operation of a
secure GKE Autopilot cluster.



Issue

Deployment
blocked by
Binary
Authorization

Pod cannot
access GCP
service (403
Forbidden)

Deployment
blocked by
Policy
Controller

GKE Autopilot
node scaling
issues

gcloud auth
configure-

docker fails

Potential Cause

1. Image is not
attested. 2. Attestor
policy is
misconfigured. 3.
KMS key
permissions are
incorrect.

Workload Identity
binding is incorrect
orincomplete.

Resource violates
an applied
constraint (e.g.,
missing label,
unauthorized
registry).

Pods are requesting
resources outside of
the Autopilot-
supported range.

Docker credential
helperis not
correctly configured
or the Artifact
Registry APl is not
enabled.

Resolution

1. Ensure the image digest is correctly signed and
the attestation is created. 2. Verify the BinAuthz
policy is set to require the correct Attestor. 3.
Confirm the BinAuthz Service Account has
roles/cloudkms.publicKeyViewer on the signing

key.

1. Verify the KSA annotation: kubectl describe

sa [KSA_NAME] . 2. Verify the
roles/iam.workloadIdentityUser bindingon the
GSA. 3. Ensure the GSA has the necessary IAM role
(e.g., roles/storage.objectViewer ) for the target

GCP service.

1. Review the exact violation message returned by
the admission webhook. 2. Check the constraint
template and the resource manifest to identify the
violation. 3. Use kubectl describe constraint

[CONSTRAINT_NAME] to view the constraint status.

Review pod resource requests and limits. Autopilot
has specific minimum and maximum values for
CPU/Memory. Ensure requests are within the
supported range to trigger automatic scaling.

1. Ensure artifactregistry.googleapis.com is
enabled. 2. Run gcloud auth configure-docker
[REGION]-docker.pkg.dev again. 3. Check Docker

configuration file ( ~/.docker/config.json ).

9. Cost Optimization

GKE Autopilot is a consumption-based model, offering significant cost savings

compared to traditional GKE, but further optimization is possible.



9.1 Leveraging GKE Autopilot Pricing

e Consumption-Based Billing: You pay only for the CPU, memory, and storage
resources requested by your running pods, plus a flat management fee per
cluster. This eliminates the cost of idle compute capacity common in standard
GKE clusters.

e Resource Right-Sizing: The most critical optimization is setting accurate
resource requests.
o Under-provisioning leads to performance issues and evictions.

o QOver-provisioning leads to unnecessary costs, as Autopilot bills based on
the requested amount.

o Action: Use tools like GKE Usage Metering and Cloud Monitoring to
analyze actual pod consumption and adjust requests and limits inthe
deployment manifests to match actual usage patterns.

9.2 Infrastructure and Operational Savings

e Eliminate Node Management Costs: Autopilot removes the need for dedicated
staff time to manage node pools, perform OS patching, and handle cluster
upgrades, resulting in substantial OpEx savings.

e Regional Selection: If latency requirements permit, choose a GCP region with
lower compute costs.

e Committed Use Discounts (CUDs): For stable, long-running workloads,
purchase GKE Autopilot CUDs to receive significant discounts (up to 45%) on the
requested compute resources.

9.3 Storage and Networking

e Ephemeral Storage: Autopilot automatically provisions local SSDs for ephemeral
storage. Ensure applications are not writing excessive data to ephemeral storage,
which can increase costs. Use Cloud Storage or Filestore for persistent data.

e Egress Traffic: Minimize cross-region and cross-cloud egress traffic, which is the
most expensive networking component. Keep data processing and storage within
the same region.




10. Security Best Practices

Beyond the core components, a production-ready environment requires adherence to
broader security best practices.

10.1 Principle of Least Privilege

e Workload Identity: This is the foundation. NEVER use static service account keys
inside a pod. Ensure the GSA bound via Workload Identity has only the absolute
minimum required IAM roles. Regularly audit GSA permissions.

e Kubernetes RBAC: Implement strict Role-Based Access Control (RBAC) within
the cluster. Limit the permissions of the KSA to only the Kubernetes API resources
(e.g., Pods, Deployments) it needs to manage.

10.2 Supply Chain Security and Immutability

e Binary Authorization: Maintain a strict, mandatory policy. In production, the
policy should be set to ENFORCING mode, requiring attestation from multiple
trusted parties (e.g., “Build System” and “Security Reviewer”).

e Vulnerability Scanning: Integrate Artifact Analysis into the CI/CD pipeline to
scan all images for known vulnerabilities (CVEs) before they are attested. Block
the attestation process if critical vulnerabilities are found.

e Immutable Infrastructure: Once an image is signed and deployed, treat it as
immutable. Any change requires a new build, scan, attestation, and deployment,
ensuring a fully auditable trail.

10.3 Network Segmentation and Defense

e Kubernetes Network Policies: MUST be implemented to enforce micro-
segmentation. By default, pods can communicate freely. Network Policies should
restrict traffic to only the necessary ports and protocols between services.

* GKE Firewall Rules: Restrict access to the GKE control plane and nodes using
VPC firewall rules. The use of --enable-master-authorized-networks in Step 2
is a critical first step. In production, replace 0.0.0.0/0 with specific CIDR blocks
for administrative access.



e Private Clusters: For maximum security, deploy GKE Autopilot as a private
cluster, where nodes have internal IP addresses only, preventing direct exposure
to the public internet.

10.4 Secret Management

e External Secret Management: NEVER store sensitive data (APl keys, database
credentials) directly in Kubernetes Secrets. Use Google Cloud Secret Manager
as the central vault.

e Access via Workload Identity: Applications should use Workload Identity to
access Secret Manager, retrieving secrets at runtime. This ensures secrets are
encrypted at rest and in transit, and access is controlled by IAM policies.

10.5 Logging, Monitoring, and Auditing

e Centralized Logging: Ensure all GKE logs (control plane, node, and application)
are exported to Cloud Logging for centralized analysis and retention.

e Security Monitoring: Use Cloud Security Command Center (SCC) to aggregate
security findings from Binary Authorization, GKE Security Posture Management,
and other GCP services for a unified view of the security posture.

e Runtime Security: Consider integrating a third-party runtime security tool (e.g.,
Falco) to monitor container behavior and detect suspicious activity within the
running pods.

11. Cleanup

To avoid incurring further costs, ensure all resources created during this
implementation are properly deleted.



# --- 1. Delete the GKE cluster ---
echo "Deleting GKE cluster: $CLUSTER_NAME"
gcloud container clusters delete $CLUSTER_NAME \
--region $REGION \
--quiet

# --- 2. Delete the GCP Service Account ---

echo "Deleting GCP Service Account: $GSA_NAME"

gcloud iam service-accounts delete

"$GSA_NAME@$PROJECT_ID.iam.gserviceaccount.com" \
--quiet

# --- 3. Delete the Binary Authorization Attestor and KMS resources ---
echo "Deleting Binary Authorization Attestor: $ATTESTOR_NAME"
gcloud container binauthz attestors delete $ATTESTOR_NAME \
--project=$PROJECT_ID \
--quiet

echo "Deleting KMS Key and Key Ring"
gcloud kms keys delete $KMS_KEY_NAME \
--keyring $KMS_KEY_RING \
--location $KMS_KEY_LOCATION \
--quiet
gcloud kms keyrings delete $KMS_KEY_RING \
--location $KMS_KEY_LOCATION \
--quiet

# --- 4. Delete the dummy files and images ---

echo "Cleaning up local files and image"

rm -f Dockerfile /tmp/deployment.yaml /tmp/unsigned_deployment.yaml
/tmp/kms_public_key.pem /tmp/attestation_payload.json /tmp/signature.sig
gcloud container images delete $IMAGE _URI --force-delete-tags --quiet



