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1. Project Overview

This project establishes a highly secure, compliant, and automated deployment
pipeline for containerized applications on Google Kubernetes Engine (GKE) using the
GitOps methodology. The core objective is to enforce a Zero Trust security model
within the Kubernetes environment by eliminating manual operations, enforcing strict
policy checks, and removing long-lived credentials.

The solution is built upon four foundational Google Cloud technologies that work in
concert to deliver a robust and secure platform:

1. GKE Autopilot: Provides a fully managed Kubernetes experience, automatically
handling cluster scaling, patching, and security configuration. This establishes a
hardened baseline and significantly reduces operational overhead.

2. Config Sync: The GitOps engine that continuously monitors a designated Git
repository (the “single source of truth”) and automatically synchronizes the
cluster’s state to match the repository’s contents, effectively preventing
configuration drift.

3. Binary Authorization: Acts as a critical security gate, ensuring that only
container images that have been signed by trusted parties (attestors) and passed
all required security checks can be deployed to the cluster.

4. Workload Identity: A secure mechanism that links Kubernetes Service Accounts
(KSA) to Google Cloud Service Accounts (GSA), allowing application pods to
securely access GCP services (like Secret Manager or Cloud Storage) without
needing to manage or store long-lived service account keys.



This integrated architecture transforms the GKE cluster into an immutable, policy-
driven environment where security and compliance are enforced by design, not by
manual intervention.

Feature Technology Core Benefit Security Posture

Cluster
Management

GKE Autopilot
Automated scaling,
patching, and security
configuration.

Hardened, managed
control plane and
nodes.

Configuration
Management

Config Sync
(GitOps)

Enforces desired state from
Git, preventing
configuration drift.

Immutable
infrastructure,
auditable changes.

Image Integrity
Binary
Authorization

Blocks deployment of
unapproved or vulnerable
container images.

Enforced software
supply chain security.

Identity
Management

Workload
Identity

Securely links KSA to GSA,
eliminating long-lived
credentials.

Zero Trust
authentication and
authorization.

2. Business Context

The complexity of managing Kubernetes at scale often leads to security vulnerabilities,
compliance gaps, and high operational costs. This project directly addresses these
challenges by automating security and compliance enforcement, translating directly
into quantifiable business value.

The Problem Statement

Traditional Kubernetes deployments are susceptible to:

Misconfigurations: Manual changes or lack of standardized configuration lead to
security holes.

Container Vulnerabilities: Deployment of images with known Common
Vulnerabilities and Exposures (CVEs) due to inadequate scanning or enforcement.

Credential Sprawl: Use of long-lived service account keys for GCP access,
creating a large attack surface and high risk of compromise.



Compliance Drift: Difficulty in maintaining a consistent security posture across
multiple clusters and environments.

Quantified Business Value and ROI

The implementation of this secure GitOps pipeline delivers significant returns on
investment (ROI) and efficiency gains:

Metric Value Proposition Quantified Impact

Security
Incident
Reduction

Automated enforcement via
Binary Authorization and GKE
Autopilot.

30-50% reduction in critical security
incidents related to image
vulnerabilities and cluster
misconfigurations.

Operational
Efficiency

GKE Autopilot and Config
Sync automate cluster and
configuration management.

40% reduction in time spent on cluster
maintenance, patching, and
configuration troubleshooting.

Compliance
Cost Savings

Policy Controller and GRC
mapping provide continuous
compliance evidence.

20% reduction in audit preparation
time and associated compliance costs.

Deployment
Velocity

GitOps streamlines the
deployment process through
a single, automated pipeline.

2x faster time-to-market for new
features by reducing manual security
reviews and deployment steps.

Cost
Optimization

GKE Autopilot’s consumption-
based pricing and resource
optimization.

15-25% lower compute costs compared
to manually managed GKE Standard
clusters.

Risk Mitigation

The architecture is specifically designed to mitigate critical enterprise risks:

Supply Chain Risk: Binary Authorization acts as a mandatory gate, preventing
untrusted or vulnerable images from ever reaching the cluster, thus mitigating
the risk of container-based attacks.

Data Exfiltration/Lateral Movement: Workload Identity ensures that application
pods only have the exact permissions they need, eliminating the risk associated



with compromised long-lived keys and severely limiting lateral movement within
the GCP environment.

Configuration Drift: Config Sync ensures that the cluster state is always a
reflection of the approved state in Git, preventing unauthorized or accidental
configuration changes that could introduce vulnerabilities.

3. GRC Mapping

Governance, Risk, and Compliance (GRC) are integral to this solution. The architecture
directly implements technical controls that map to major industry compliance
frameworks, providing continuous audit evidence.

GRC Area
Compliance
Frameworks

Key Implementation Control Alignment

Security
Configuration

CIS Kubernetes
Benchmark, NIST
SP 800-190

GKE Autopilot’s hardened
configuration, GKE
Security Posture
Management.

NIST 800-53 (CM-6,
SC-7): Configuration
Settings and Boundary
Protection.

Access Control
& Identity

SOC 2 (CC6.1), ISO
27001 (A.9)

Workload Identity, fine-
grained IAM roles for GSAs.

HIPAA (§164.312(a)
(1)): Access control and
unique user
identification.

Software
Supply Chain

PCI DSS
(Requirement
6.3), NIST SP 800-
161

Binary Authorization for
image signing and
attestation.

SOC 2 (CC7.2): Change
management and
secure development
lifecycle.

Audit &
Accountability

GDPR (Article 32),
ISO 27001 (A.12)

Kubernetes audit logs,
Config Sync status, Binary
Authorization policy
violations.

NIST 800-53 (AU-2):
Audit events and
records.

Detailed Compliance Alignment

NIST SP 800-53 (Security and Privacy Controls for Federal Information Systems)
The GitOps approach directly supports the Configuration Management (CM) family of



controls. Specifically, CM-6 (Configuration Settings) is enforced by Config Sync,
which ensures that only approved, version-controlled configurations are applied. SC-7
(Boundary Protection) is enhanced by GKE Autopilot’s managed firewall rules and the
principle of least privilege enforced by Workload Identity.

ISO/IEC 27001 (Information Security Management) The project aligns with several
Annex A controls. A.9 (Access Control) is met through Workload Identity, which
provides secure, non-repudiable authentication for workloads. A.14 (System
Acquisition, Development and Maintenance) is addressed by Binary Authorization,
which ensures the integrity and security of application software before deployment.

SOC 2 (Service Organization Control 2) The solution addresses the Common Criteria
(CC), particularly in the Security and Change Management categories. CC6.1 (Logical
Access) is satisfied by Workload Identity’s keyless authentication. CC7.2 (Change
Management) is enforced by the GitOps workflow, where all changes are reviewed,
committed to Git, and then automatically applied by Config Sync, providing a
complete audit trail for every configuration change.

4. Prerequisites

Successful deployment requires specific tools, enabled GCP services, and appropriate
IAM permissions.

Required Tools

Tool Purpose Installation Guide

Google Cloud
CLI (gcloud)

Primary interface for
managing GCP resources.

cloud.google.com/sdk/gcloud

kubectl
Command-line tool for
interacting with Kubernetes
clusters.

kubernetes.io/docs/tasks/tools/install-
kubectl/

git
Version control system for
managing the configuration
repository.

git-scm.com/book/en/v2/Getting-Started-
Installing-Git

https://cloud.google.com/sdk/gcloud
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://git-scm.com/book/en/v2/Getting-Started-Installing-Git
https://git-scm.com/book/en/v2/Getting-Started-Installing-Git


GCP Service APIs

The following APIs must be enabled in your target GCP project. This ensures that the
necessary underlying services for GKE, GitOps, and security enforcement are available.

gcloud services enable \

    container.googleapis.com \

    artifactregistry.googleapis.com \

    binaryauthorization.googleapis.com \

    gkehub.googleapis.com \

    cloudresourcemanager.googleapis.com

API Name Purpose

container.googleapis.com
Google Kubernetes Engine (GKE) API for cluster
management.

artifactregistry.googleapis.com
Artifact Registry API for storing and managing
container images.

binaryauthorization.googleapis.com
Binary Authorization API for policy enforcement
on image deployment.

gkehub.googleapis.com
GKE Hub API, required for managing Config Sync
and other fleet features.

cloudresourcemanager.googleapis.com
Required for setting IAM policies and managing
project resources.

Required Permissions

The user executing the deployment commands must have the following IAM roles:

roles/container.admin  (or equivalent) for GKE cluster creation and
management.

roles/iam.serviceAccountAdmin  for creating and managing Service Accounts.

roles/binaryauthorization.policyAdmin  for configuring the Binary
Authorization policy.

roles/source.admin  for creating and managing Cloud Source Repositories.



5. Architecture Overview

The solution is centered around a strict GitOps workflow, where the Git repository is
the sole source of truth for the desired state of the GKE cluster.

Data Flow and Component Interaction

1. Commit to Git: A developer or CI/CD pipeline commits Kubernetes manifests
(e.g., Deployment.yaml , Service.yaml ) to the designated Cloud Source
Repository (Git Repo).

2. Config Sync Poll: The Config Sync operator, running within the GKE cluster,
continuously polls the Git repository. Upon detecting a change, it initiates a
synchronization process.

3. Binary Authorization Gate: When Config Sync attempts to apply a new
deployment, the request is intercepted by the Binary Authorization admission
controller.

4. Policy Check: Binary Authorization checks the container image against the
defined policy. This policy typically requires the image to have been signed by a
trusted Attestor (e.g., a key managed by the CI/CD pipeline after a successful
build and scan).

If the image is attested, the deployment is allowed to proceed.

If the image is not attested, the deployment is blocked, and an audit log is
generated.

5. Workload Identity Authentication: Once the application pod is running, it uses
its annotated Kubernetes Service Account (KSA) to securely assume the identity
of a Google Cloud Service Account (GSA). This GSA is granted fine-grained IAM
roles to access GCP Services (e.g., Secret Manager, Cloud Storage) without
exposing any API keys or credentials.

This flow ensures that the cluster is not only synchronized with the approved
configuration but also that the application images themselves are verified for integrity
and provenance before execution.



6. Step-by-Step Implementation

This section provides the detailed, production-ready steps to deploy the secure GKE
GitOps platform.

Step 6.1: Setup Project Variables and Enable APIs

Initialize the environment variables and ensure all required GCP APIs are enabled.

# 1. Define Project Variables

# Replace with your desired values

export PROJECT_ID="PRJ-GCP-K8S-087"

export REGION="us-central1"

export CLUSTER_NAME="gitops-autopilot-cluster"

export GKE_SA_NAME="gke-config-sync-sa" # Placeholder for a dedicated SA, 

though Autopilot uses a default

export GSA_NAME="gsa-app-identity"

export GSA_EMAIL="${GSA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com"

export KSA_NAME="default" # Kubernetes Service Account for the application

# 2. Set the active project ID

gcloud config set project $PROJECT_ID

# 3. Enable required APIs (Idempotent operation)

echo "Enabling required GCP APIs..."

gcloud services enable \

    container.googleapis.com \

    artifactregistry.googleapis.com \

    binaryauthorization.googleapis.com \

    gkehub.googleapis.com \

    cloudresourcemanager.googleapis.com

echo "APIs enabled successfully."

Step 6.2: Create GKE Autopilot Cluster with Security Features

Create the GKE Autopilot cluster, which is the foundation of the secure environment.
Autopilot is recommended as it enforces a hardened security posture by default and
manages the underlying node infrastructure.

We enable:



--workload-identity-config=enabled : Essential for keyless access to GCP
services.

--enable-image-security-monitoring : Enables continuous monitoring of
image vulnerabilities.

--enable-shielded-nodes : Provides verifiable integrity for the cluster nodes.

--addons=ConfigConnector,ConfigSync : Installs the necessary components for
GitOps and infrastructure-as-code management.

echo "Creating GKE Autopilot cluster: $CLUSTER_NAME in $REGION..."

gcloud container clusters create-auto $CLUSTER_NAME \

    --region=$REGION \

    --workload-identity-config=enabled \

    --enable-image-security-monitoring \

    --enable-shielded-nodes \

    --addons=ConfigConnector,ConfigSync \

    --release-channel=stable \

    --async

# Wait for cluster creation to complete (this may take 5-10 minutes)

echo "Waiting for cluster creation to complete..."

gcloud container clusters wait $CLUSTER_NAME --region=$REGION --for-

status=RUNNING

# Get credentials to interact with the new cluster

gcloud container clusters get-credentials $CLUSTER_NAME --region=$REGION

echo "Cluster $CLUSTER_NAME is ready and kubectl is configured."

Step 6.3: Configure Workload Identity

This step establishes the trust relationship between the Kubernetes Service Account
(KSA) and the Google Cloud Service Account (GSA).



6.3.1. Create GSA and Grant Permissions

# 1. Create the Google Cloud Service Account (GSA)

echo "Creating GSA: $GSA_NAME"

gcloud iam service-accounts create $GSA_NAME \

    --display-name="Application Workload Identity"

# 2. Grant the GSA permission to access a sample GCP service (e.g., Secret 

Manager)

# NOTE: This role should be the MINIMUM required for your application.

echo "Granting Secret Manager access to GSA: $GSA_EMAIL"

gcloud projects add-iam-policy-binding $PROJECT_ID \

    --member="serviceAccount:${GSA_EMAIL}" \

    --role="roles/secretmanager.secretAccessor"

6.3.2. Establish Trust Relationship

The critical step is allowing the KSA to impersonate the GSA. The format for the KSA
member is serviceAccount:

<PROJECT_ID>.svc.id.goog[<K8S_NAMESPACE>/<KSA_NAME>] .

# 3. Allow the KSA to impersonate the GSA

echo "Binding KSA to GSA for Workload Identity..."

gcloud iam service-accounts add-iam-policy-binding $GSA_EMAIL \

    --role="roles/iam.workloadIdentityUser" \

    --member="serviceAccount:${PROJECT_ID}.svc.id.goog[default/${KSA_NAME}]"

echo "Workload Identity binding complete."

Step 6.4: Configure Binary Authorization Policy

Binary Authorization is the core enforcement mechanism for supply chain security.
This policy will block any deployment that does not have a valid attestation from a
trusted party.

6.4.1. Define and Import the Policy

The policy is configured to require attestation from a specific attestor ( trusted-
builder-attestor ) and is set to ENFORCED_BLOCK_AND_AUDIT .



# 1. Create a simple policy file

echo "Creating Binary Authorization policy file..."

cat <<EOF > /tmp/binauthz_policy.yaml

globalPolicyEvaluationMode: ENABLE

defaultAdmissionRule:

  evaluationMode: REQUIRE_ATTESTATION

  enforcementMode: ENFORCED_BLOCK_AND_AUDIT

  requireAttestationsBy:

  - projects/${PROJECT_ID}/attestors/trusted-builder-attestor

name: projects/${PROJECT_ID}/policy

EOF

# 2. Update the Binary Authorization policy

echo "Importing Binary Authorization policy..."

gcloud container binauthz policy import /tmp/binauthz_policy.yaml --

project=$PROJECT_ID

6.4.2. Create the Attestor

An attestor is a logical entity that represents the trusted party (e.g., a CI/CD pipeline)
that verifies and signs the container image.



# 3. Create the Attestor

echo "Creating placeholder attestor: trusted-builder-attestor"

gcloud container binauthz attestors create trusted-builder-attestor \

    --project=$PROJECT_ID \

    --description="Attestor for images signed by trusted CI/CD pipeline"

# 4. Create a Cryptographic Key Pair (Required for actual signing)

# This uses Cloud Key Management Service (KMS) for production-grade 

security.

# For simplicity, we use a local PGP key for demonstration.

# In a real-world scenario, you would use KMS.

# Generate a PGP key for the attestor (Example only)

# gpg --batch --gen-key <<EOF

# Key-Type: RSA

# Key-Length: 2048

# Subkey-Type: RSA

# Subkey-Length: 2048

# Name-Real: Trusted Builder

# Name-Email: trusted-builder@example.com

# Expire-Date: 0

# %no-protection

# %commit

# EOF

# gpg --armor --export "Trusted Builder" > /tmp/attestor_public_key.pgp

# Add the public key to the attestor (Example only)

# gcloud container binauthz attestors public-keys add \

#     --attestor=trusted-builder-attestor \

#     --key-file=/tmp/attestor_public_key.pgp \

#     --pgp-key-id=$(gpg --list-keys --with-colons "Trusted Builder" | awk -

F: '/^pub/ {print $5}')

Step 6.5: Configure Config Sync (GitOps)

This step sets up the GitOps pipeline by creating a source repository and configuring
Config Sync to pull configurations from it.

6.5.1. Create and Initialize the Git Repository

We use Cloud Source Repositories for tight integration with GCP IAM.



# 1. Create a sample Git repository

echo "Creating Cloud Source Repository: config-repo"

gcloud source repos create config-repo

# 2. Clone the repository

git clone https://source.developers.google.com/p/$PROJECT_ID/r/config-repo

cd config-repo

# 3. Create the RootSync manifest

echo "Creating RootSync manifest..."

cat <<EOF > rootsync.yaml

apiVersion: configsync.gke.io/v1beta1

kind: RootSync

metadata:

  name: root-sync

  namespace: config-management-system

spec:

  sourceFormat: unstructured

  git:

    repo: https://source.developers.google.com/p/${PROJECT_ID}/r/config-repo

    branch: main

    dir: /

    auth: gcpserviceaccount

    # This is the default GKE Service Account for the cluster

    gcpServiceAccountEmail: 

${GKE_SA_NAME}@${PROJECT_ID}.iam.gserviceaccount.com

EOF

# 4. Commit and push the RootSync manifest

git add .

git commit -m "Initial RootSync configuration"

git push

6.5.2. Grant Repository Read Access

The GKE cluster’s service account needs read access to the Git repository to perform
the sync operation.



# 5. Find the GKE Service Account (GKE Autopilot uses the Compute Engine 

default SA)

GKE_SA=$(gcloud container clusters describe $CLUSTER_NAME --region $REGION -

-format="value(serviceAccount)")

echo "GKE Service Account for Config Sync: $GKE_SA"

# 6. Grant the GKE SA read access to the Cloud Source Repository

echo "Granting source.reader role to GKE SA..."

gcloud source repos add-iam-policy-binding config-repo \

    --member="serviceAccount:${GKE_SA}" \

    --role="roles/source.reader"

echo "Config Sync setup complete. The cluster should now start syncing."

Step 6.6: Deploy Application Manifests (Via GitOps)

Now, we add the application manifests to the repository. These manifests include the
critical Workload Identity annotation.

6.6.1. Create Application Manifest

Create a directory for Kubernetes manifests and add the deployment file.



mkdir -p k8s-manifests

cd k8s-manifests

# Create the secure-app deployment manifest

cat <<EOF > deployment.yaml

apiVersion: apps/v1

kind: Deployment

metadata:

  name: secure-app

  labels:

    app: secure-app

spec:

  replicas: 2

  selector:

    matchLabels:

      app: secure-app

  template:

    metadata:

      labels:

        app: secure-app

    spec:

      serviceAccountName: default

      containers:

      - name: app-container

        # Replace with a signed image from your Artifact Registry

        image: us-central1-docker.pkg.dev/${PROJECT_ID}/my-repo/secure-

image:latest

        ports:

        - containerPort: 8080

      # CRITICAL: Workload Identity annotation on the ServiceAccount

      # This links the KSA 'default' to the GSA defined in Step 6.3

      annotations:

        iam.gke.io/gcp-service-account: ${GSA_EMAIL}

EOF

# Create a sample Policy Controller Constraint (Gatekeeper)

cat <<EOF > policy.yaml

apiVersion: constraints.gatekeeper.sh/v1beta1

kind: K8sRequiredLabels

metadata:

  name: deployment-must-have-limits

spec:

  match:

    kinds:

      - apiGroups: ["apps"]



        kinds: ["Deployment"]

  parameters:

    labels:

      - "app.kubernetes.io/name"

      - "app.kubernetes.io/version"

EOF

cd .. # Back to config-repo root

# Commit and push the application manifests

git add .

git commit -m "Add secure-app deployment and Policy Controller constraint"

git push

echo "Application manifests pushed to Git. Config Sync will now deploy."

7. Validation & Testing

Verify that the core security and GitOps components are functioning as expected.

7.1. Validate Config Sync Status

Check that the cluster has successfully synchronized with the Git repository and
applied the manifests.

# 1. Check the status of the Config Management installation

gcloud alpha container hub config-management status --project=$PROJECT_ID

# 2. Check the RootSync status for synchronization details

# Look for 'syncState: Synced' and 'reconcileState: Reconciled'

kubectl get rootsync root-sync -n config-management-system -o yaml | grep 

status -A 10

7.2. Validate Binary Authorization Enforcement

Attempt to deploy an image that has not been signed by the trusted attestor. The
deployment should be blocked by the admission controller.



echo "Attempting to deploy an unsigned image (nginx:latest)..."

kubectl apply -f - <<EOF

apiVersion: apps/v1

kind: Deployment

metadata:

  name: unsigned-app

spec:

  selector:

    matchLabels:

      app: unsigned-app

  template:

    metadata:

      labels:

        app: unsigned-app

    spec:

      containers:

      - name: nginx

        image: nginx:latest # This image is not signed

EOF

# Expected Output: Admission webhook denied the request: Binary 

Authorization: policy violation

# This confirms the security gate is active and enforcing the policy.

7.3. Validate Workload Identity

Verify that the secure-app  pod can successfully authenticate to GCP services using its
KSA/GSA identity without any explicit credentials.



# 1. Wait for the secure-app pod to be running (deployed via GitOps)

kubectl wait --for=condition=ready pod -l app=secure-app --timeout=300s

# 2. Get the name of a running pod

POD_NAME=$(kubectl get pods -l app=secure-app -o 

jsonpath='{.items[0].metadata.name}')

echo "Executing into pod: $POD_NAME"

# 3. Exec into the running pod and test GCP access

kubectl exec -it $POD_NAME -- /bin/bash -c "

    # Verify the pod is using the GSA identity

    echo '--- Gcloud Auth List ---'

    gcloud auth list

    # The output should show the GSA email as the active account.

    # Test access to a GCP resource (Secret Manager)

    echo '--- Secret Manager List Test ---'

    gcloud secrets list --project=$PROJECT_ID

    # This command should succeed if Workload Identity is configured 

correctly and the GSA has the 'secretmanager.secretAccessor' role.

"

8. Troubleshooting

Common issues and their resolutions for this specific GitOps and security architecture.



Issue Potential Cause Resolution

Deployment
Blocked

Binary
Authorization
policy violation
(unsigned image).

Action: Ensure the image is built by a trusted CI/CD
pipeline and signed by the required attestor. Verify the
image digest is present in the attestation. For testing,
temporarily set enforcementMode: AUDIT  in the policy.

Config Sync
Not Syncing

GKE Service
Account lacks
read access to the
Git repository.

Action: Verify the IAM binding for the GKE SA on the
Cloud Source Repository ( roles/source.reader ).
Check the RootSync  object status ( kubectl get
rootsync root-sync -n config-management-system -

o yaml ) for detailed error messages in the
status.sync.errors  field.

Workload
Identity Fails

Missing or
incorrect KSA
annotation or IAM
binding.

Action: 1. Verify the iam.gke.io/gcp-service-
account  annotation on the KSA in the manifest
matches the GSA email. 2. Verify the
iam.workloadIdentityUser  binding is correctly set on

the GSA, linking it to the KSA (Step 6.3). 3. Ensure the
GSA has the necessary IAM role for the target GCP
service.

Policy
Controller
Errors

Constraint
template or
constraint is
malformed.

Action: Check the status of the K8sRequiredLabels
constraint using kubectl get constraint
k8srequiredlabels deployment-must-have-limits -o

yaml . Review the status.byPod  field for specific error
messages from the Gatekeeper admission controller.

9. Cost Optimization

Leveraging GKE Autopilot and enforcing resource management policies are key to
minimizing operational and compute costs.

GKE Autopilot Consumption Model: Autopilot eliminates the cost of idle
compute capacity by automatically scaling nodes to match workload demand.
You only pay for the resources (CPU, memory, storage) requested by your running
pods, plus a small fee for the managed control plane. This is a significant saving
compared to GKE Standard, where you pay for the entire provisioned VM,
regardless of utilization.



Enforced Resource Requests/Limits: The Policy Controller constraint added in
Step 6.6 ensures that all deployments must specify resource limits. This prevents
“runaway” pods from consuming excessive resources, which can lead to higher
bills and poor cluster performance. Best Practice: Set requests equal to limits for
critical workloads to ensure guaranteed Quality of Service (QoS) and predictable
billing.

Regional Services: Utilize regional services (e.g., Artifact Registry, Cloud Source
Repositories) within the same region as your GKE cluster ( us-central1  in this
guide) to minimize cross-region data transfer costs, which can be substantial for
high-volume operations like image pulls.

Scheduled Scaling: While Autopilot handles node scaling, consider using
Kubernetes Horizontal Pod Autoscaler (HPA) to scale application replicas down to
zero (or a minimum) during off-peak hours for non-critical workloads.

10. Security Best Practices

The architecture is inherently secure, but these additional best practices ensure a
production-ready, Zero Trust environment.

Principle of Least Privilege (PoLP): This is paramount. The GSA used by
Workload Identity MUST be granted only the minimum required IAM roles. For
example, if an application only needs to read secrets, grant
roles/secretmanager.secretAccessor , not broad roles like roles/editor  or
roles/owner . Regularly audit GSA permissions.

Immutable Infrastructure and GitOps Enforcement: Strictly prohibit direct
kubectl apply  or kubectl edit  commands in production environments. All

configuration changes must be made in the Git repository, reviewed via pull
requests, and applied solely by Config Sync. This provides a complete, auditable
trail and prevents manual errors.

Network Segmentation with GKE Network Policies: Implement Kubernetes
Network Policies to restrict pod-to-pod communication. By default, pods can
communicate freely. Network Policies should be used to enforce a Zero Trust
network model, allowing traffic only between necessary services (e.g., frontend
to backend, but not database to external internet).



Runtime Security and Monitoring: Leverage GKE Security Posture Management
for continuous monitoring of security risks, misconfigurations, and compliance
violations. Integrate a runtime security tool (e.g., Falco) to detect and alert on
suspicious behavior within running containers and nodes.

Image Scanning and Attestation Integration: Integrate a container vulnerability
scanner (e.g., Artifact Analysis) into your CI/CD pipeline. The pipeline should only
generate the Binary Authorization attestation after the image has passed all
vulnerability and quality gates. This ensures that the Binary Authorization policy
is a true reflection of a secure software supply chain.

Appendix: Cleanup

To completely tear down the environment and avoid recurring charges, execute the
following commands.

# 1. Delete the GKE cluster (This is the most expensive resource)

echo "Deleting GKE cluster: $CLUSTER_NAME"

gcloud container clusters delete $CLUSTER_NAME --region=$REGION --async

# 2. Delete the Git repository

echo "Deleting Cloud Source Repository: config-repo"

gcloud source repos delete config-repo --project=$PROJECT_ID --quiet

# 3. Delete the GCP Service Account created for Workload Identity

echo "Deleting GSA: $GSA_EMAIL"

gcloud iam service-accounts delete $GSA_EMAIL --quiet

# 4. Delete the Binary Authorization attestor

echo "Deleting Binary Authorization attestor: trusted-builder-attestor"

gcloud container binauthz attestors delete trusted-builder-attestor --

project=$PROJECT_ID --quiet

# Note: The Binary Authorization policy is project-level and can be reset or 

disabled if needed.

echo "Cleanup complete. All major resources have been deleted."


