PRJ-MLE-002: Real-Time Fraud
Detection Service

Certification: AWS Certified Machine Learning Engineer — Associate
Domain: ML Operations & Monitoring

1. Project Overview

This project implements a production-grade, real-time fraud detection service. It
processes financial transactions from a Kinesis Data Stream, uses a SageMaker
endpoint with two model variants (A/B testing) for fraud prediction, and logs the
results to DynamoDB. The project places a strong emphasis on MLOps by
implementing SageMaker Model Monitor to detect data drift and an automated
alerting system via CloudWatch and SNS.

Key Objectives

» Deploy a SageMaker endpoint with multiple production variants for A/B testing.

* Integrate SageMaker with Kinesis Data Streams and Lambda for real-time
inference.

 Configure and enable SageMaker Model Monitor to capture inference data and
detect drift.

» Set up a monitoring and alerting system using CloudWatch Alarms and SNS.

* Build a resilient, scalable, and observable machine learning system.



2. Architecture

The architecture is designed for high-throughput, low-latency transaction processing

and continuous model monitoring.

Architecture Diagram

Workflow Steps:

. Data Ingestion: A stream of transaction data is sent to an Amazon Kinesis Data

Stream.

. Inference Trigger: The Kinesis stream triggers a Lambda function for each

batch of records.

. Prediction: The Lambda function invokes the SageMaker endpoint. SageMaker

automatically distributes traffic between the two model variants (Model V1 and
Model V2) based on the configured weights.

. Data Capture: The SageMaker endpoint is configured to capture all inference

requests and responses and store them in an S3 bucket.

. Store Results: The Lambda function stores the prediction result (e.g., fraud ,

not_fraud ) along with the transaction ID in a DynamoDB table.

. Model Monitoring: A SageMaker Model Monitor scheduling job runs periodically

(e.g., hourly) to analyze the captured data in S3 against a baseline.

. Drift Detection: If the monitoring job detects data drift or other quality issues, it

generates a violations report.

. Alerting: The violations trigger a CloudWatch Alarm, which in turn publishes a

notification to an SNS topic, alerting the MLOps team.

Prerequisites

* An AWS account with permissions to create resources for SageMaker, Kinesis,

Lambda, DynamoDB, S3, IAM, CloudWatch, and SNS.

» The AWS CLlI installed and configured.

» A SageMaker Studio domain. If you don't have one, follow the official guide.


https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sagemaker-studio.html

* An email address you can access to receive SNS notifications.

4. Step-by-Step Deployment Guide

Step 4.1: Prepare the Dataset

We will use the Credit Card Fraud Detection dataset from Kaggle, which is a
standard dataset for this type of problem. It is anonymized and contains mostly

numerical features.

1. Download the dataset: Go to the Kaggle link, download creditcard.csv ,
and place it in the project directory.

2. Prepare and Upload Data: We will use a SageMaker Studio notebook to split
the data and upload it to S3.

Step 4.2: Initial Setup (S3, IAM, SNS)

1. Create S3 Bucket: bash export BUCKET_NAME="mle-fraud-detection-$
(date +%s)" aws s3apli create-bucket --bucket $BUCKET_NAME --region

$(aws configure get region)
2. Create IAM Roles:

o SageMaker Role: Create a role named
SageMaker -FraudDetection-Role with AmazonSageMakerFullAccess

and AmazonS3FullAccess policies.

- Lambda Role: Create a role named FraudDetectionLambdaRole with
AWSLambda_FullAccess , AmazonKinesisFullAccess ,

AmazonDynamoDBFullAccess , and AmazonSageMakerFullAccess .
3. Create SNS Topic and Subscription:

o Create an SNS topic named FraudDetectionAlerts .

o Create a subscription to this topic using your email address as the endpoint.
You will need to confirm the subscription by clicking the link in the email you
receive.


https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud

Step 4.3: Train Models and Deploy Endpoint

We will train two versions of an XGBoost model in a SageMaker Studio Notebook.

1. Launch SageMaker Studio and create a new notebook.

2. Upload creditcard.csv to the same directory as your notebook.

3. Paste and run the following code in the notebook cells. Replace placeholders
as needed.

“python

CELL 0: Download creditcard.csv
from S3

This cell downloads the Credit Card
Fraud Detection dataset from S3

import boto3 import pandas as pd import os



print("="80) print("CELL 0: DOWNLOAD CREDITCARD.CSV FROM S3") print("="80
+"\n")

Option 1: If file is in the mle-fraud-
detection bucket (root)

S3 BUCKET = 'mle-fraud-detection' S3_KEY = ‘creditcard.csv'



Option 2: If file is in a different location,
modify these variables:

S3_BUCKET = 'your-bucket-name'

S3_KEY = 'path/to/creditcard.csv’

LOCAL_FILE = 'creditcard.csV'

print(f"Downloading from S3...") print(f" Bucket: {S3_BUCKET}") print(f" Key:
{S3_KEY}") print(f" Local file: {LOCAL_FILE}\n")

Download from S3

s3_client = boto3.client('s3")
try: s3_client.download_file(S3_BUCKET, S3_KEY, LOCAL_FILE) print(" v File

downloaded successfully\n")

# Verify the file
print("Verifying dataset...")
df = pd.read_csv(LOCAL_FILE)

print(f"+v Dataset loaded successfully!")

print(f"\nDataset Information:")
print(f" Shape: {df.shape}")




print(f"
print(f"
print(f"
print(f"

Columns: {list(df.columns)}")
{len(df):,}")
{df['Class'].sum():,} ({df['Class'].mean()*10

{(df['Class']==0).sum():,} ({(df['Class’

Total transactions:
Fraud cases:

Legitimate cases:

print(f"\nFirst few rows:")
print(df.head())

print(ll\nll + ":"*80)

print("+v DATASET READY FOR USE")
print("="*80)

print("You can now proceed to Cell 1\n")

except Exception as e: print(f" ) ERROR: Failed to download file from S3")
print(f"Error details: {e}\n")

print("="*80)

print ("TROUBLESHOOTING STEPS")
print("="*80)

print("\nl1. CHECK S3 PATH:")

print(f"
print("
print(f"

print("2.

print("
print("
print("
print("

print("3.

print("
print(f"

print("4.

print("

Verify that s3://{S3_BUCKET}/{S3_KEY} exists")
Run this command in a new cell:")

laws s3 1s s3://{S3_BUCKET}/{S3_KEY}\n")

CHECK IAM PERMISSIONS:'")

Your SageMaker execution role needs s3:GetObject permissio
Run this to check your role:")

import sagemaker'")

print(sagemaker.get_execution_role())\n")

LIST BUCKET CONTENTS:")
Run this to see what's in your bucket:")

laws s3 1s s3://{S3_BUCKET}/ --recursive | grep creditcar

UPDATE S3_BUCKET AND S3_KEY:")
Modify the variables at the top of this cell with the corr




print(":"*80 + ll\nll)

raise

print("="80) print("CELL 0 COMPLETED") print("="80 + "\n")



PRJ-MLE-002: FRAUD DETECTION
WITH SAGEMAKER XGBOOST

Complete corrected notebook with all
fixes applied:

- Proper content type handling for
XGBoost

- Data quality checks (NaN, inf
handling)

- A/B testing endpoint deployment




- Model monitoring with data capture

- Testing and cleanup functionality

CELL 1: Setup and Data Preparation
(CORRECTED)

import sagemaker import boto3 import pandas as pd import numpy as np from
sklearn.model_selection import train_test_split

Initialize SageMaker session

sess = sagemaker.Session() bucket = sess.default_bucket() # Or replace with your
BUCKET_NAME prefix = 'fraud-detection-xgboost' role =
sagemaker.get_execution_role() # Ensure this role is correct



print("="80) print("CELL 1: DATA PREPARATION") print("="80) print(f"'Bucket:
{bucket}") print(f"Prefix: {prefix}") print(f"Role: {role}") print("="*80 + "\n")

Load data

print("Loading creditcard.csv...") df = pd.read_csv('creditcard.csv') print(f"'Dataset
shape: {df.shape}") print(f"Fraud cases: {df['Class'].sum()}
({df['Class'].mean()*100:.3f}%)")

FIX)

print("\nPerforming data quality checks...")

Check for NaN values

nan_count = df.isnull().sum().sum() if nan_count > O: print(f"WARNING: Found
{nan_count} NaN values - filling with 0") df = df.fillna(0) else: print(" v No NaN values
found")



Check for infinite values

inf_count = np.isinf(df.select_dtypes(include=[np.number])).sum().sum() if inf_count >
0: print(f"WARNING: Found {inf_count} infinite values - replacing with 0") df =
df.replace([np.inf, -np.inf], 0) else: print("v' No infinite values found")

Verify data types

print(f" v/ Data types verified: {df.dtypes.value_counts().to_dict()}")

Split data

print("\nSplitting data..."”) train, test = train_test_split(df, test_size=0.2,
random_state=42, stratify=df['Class']) train, val = train_test_split(train, test_size=0.2,
random_state=42, stratify=train['Class")

print(f"Train set: {train.shape} ({train['Class’].sum()} fraud cases)") print(f"Validation
set: {val.shape} ({val['Class'].sum()} fraud cases)") print(f"Test set: {test.shape}
({test['Class'].sum()} fraud cases)")



REORDER COLUMNS: LABEL FIRST
(XGBOOST REQUIREMENT)

print("\nReordering columns (label first for XGBoost)...") train =
pd.concat([train['Class’], train.drop(['Class'], axis=1)], axis=1) val =
pd.concat([val['Class', val.drop(['Class'], axis=1)], axis=1) test =
pd.concat([test['Class'], test.drop(['Class’], axis=1)], axis=1)

print(" v/ Label column moved to first position™)

SAVE TO CSV: NO HEADER, NO INDEX
(XGBOOST REQUIREMENT)

print("\nSaving to CSV files (no header, no index)...") train.to_csv('train.csv',
header=False, index=False) val.to_csv('validation.csv', header=False, index=False)
test.to_csv('test.csv', header=False, index=False)



print(" v CSV files created")

UPLOAD TO S3 WITH CONTENT TYPE
(CRITICAL FIX)

print("\nUploading to S3 with content_type="text/csv'...")

s3_client = boto3.client('s3")

Upload train data

with open(‘train.csv', 'rb’) as f: s3_client.put_object( Bucket=bucket, Key=f'{prefix}/
data/train.csv', Body=f, ContentType="text/csv') s3_train_path = f's3://{bucket}/
{prefix}/data/train.csv' print(f" v Train data uploaded: {s3_train_path}")

Upload validation data

with open('validation.csv', 'rb") as f: s3_client.put_object( Bucket=bucket,
Key=f{prefix}/data/validation.csv', Body=f, ContentType="text/csv' ) s3_val path =
f's3:/[{bucket}/{prefix}/data/validation.csv' print(f" v Validation data uploaded:
{s3_val_path}")



Upload test data

with open(‘test.csv', 'rb") as f: s3_client.put_object( Bucket=bucket, Key=f{prefix}/
data/test.csv', Body=f, ContentType="text/csv' ) s3_test_path = f's3://{bucket}/{prefix}/
data/test.csv' print(f" v Test data uploaded: {s3_test_path}")

print("\n" + "="80) print("CELL 1 COMPLETED SUCCESSFULLY") print("="80 + "\n")

from sagemaker.image_uris import retrieve from sagemaker.inputs import
TrainingInput from time import gmtime, strftime

print("="80) print("CELL 2: TRAIN MODEL V/1") print("="80 + "\n")

Get XGBoost container

container = retrieve('xgboost', sess.boto_region_name, '1.2-1") print(f"Using XGBoost
container: {containerj\n")



Create estimator

xgb_v1 = sagemaker.estimator.Estimator( container, role, instance_count=1,
instance_type="ml.m5.xlarge’, output_path=f's3://{bucket}/{prefix}/output-v1’,
sagemaker_session=sess, base_job_name=f{prefix}-v1')

Set hyperparameters for Model V1

xgb_vl.set_hyperparameters( objective='binary:logistic', eval_metric="auc',
num_round=100, max_depth=>5, eta=0.2, subsample=0.8, colsample_bytree=0.8,
min_child_weight=1, scale_pos_weight=500 # Handle class imbalance )

print("MODEL V1 HYPERPARAMETERS:") for key, value in
xgb_v1.hyperparameters().items(): print(f" {key:20s}: {value}") print()

PREPARE TRAINING INPUT WITH
CONTENT TYPE (CRITICAL FIX)

print("Preparing training inputs with content_type="text/csv'...")
train_input = Traininglnput( s3_data=s3_train_path, content_type='text/csv')
validation_input = Traininglnput( s3_data=s3_val path, content_type="text/csv')

print(" v Training inputs configured\n™)



Start training

print("="80) print("STARTING TRAINING JOB FOR MODEL V1") print("="80)
print("This will take approximately 5-10 minutes...") print("="*80 + "\n")

xgb_va.fit({ 'train: train_input, 'validation': validation_input })

print("\n" + "="80) print("MODEL V1 TRAINING COMPLETED SUCCESSFULLY!")
print("="80) print(f"Model artifacts: {xgb_v1.model_data}") print("="*80 + "\n")

print("="80) print("CELL 3: TRAIN MODEL V2") print("="80 + "\n")

Create estimator for Model V2

xgb_v2 = sagemaker.estimator.Estimator( container, role, instance_count=1,
instance_type='ml.m5.xlarge’, output_path=f's3://{bucket}/{prefix}/output-v2',
sagemaker_session=sess, base_job_name=f{prefix}-v2')



Set different hyperparameters for
Model V2

Focus: Higher recall, better fraud
detection sensitivity

xgb_v2.set_hyperparameters( objective='binary:logistic', eval_metric="auc',
num_round=150, # More rounds than V1 max_depth=6, # Deeper trees than V1
eta=0.2, subsample=0.8, colsample_bytree=0.8, min_child_weight=3,
scale_pos_weight=1000 # Higher weight for minority class )

print("MODEL V2 HYPERPARAMETERS:") for key, value in
xgb_v2.hyperparameters().items(): print(f" {key:20s}: {value}") print()

PREPARE TRAINING INPUT WITH
CONTENT TYPE (CRITICAL FIX)

print("Preparing training inputs with content_type="text/csv'...")
train_input_v2 = Traininglnput( s3_data=s3_train_path, content_type='text/csv')

validation_input_v2 = Traininglnput( s3_data=s3_val_path, content_type="text/csv')



print(" v/ Training inputs configured\n™)

Start training

print("="80) print("STARTING TRAINING JOB FOR MODEL V2") print("="80)
print("This will take approximately 5-10 minutes...") print("="*80 + "\n")

xghb_v2.fit({ 'train’: train_input_v2, 'validation': validation_input_v2 })

print("\n" + "="80) print("MODEL V2 TRAINING COMPLETED SUCCESSFULLY!")
print("="80) print(f"Model artifacts: {xgb_v2.model_data}") print("="*80 + "\n")

CELL 4: Create Models and Deploy A/B
Testing Endpoint (FIXED)

from sagemaker.model import Model from time import gmtime, strftime import boto3

print("="80) print("CELL 4: A/B TESTING ENDPOINT DEPLOYMENT") print("="80 +
"\n")

Get session and region

region = boto3.Session().region_name container =
sagemaker.image_uris.retrieve('xgboost’, region, '1.2-1")



print("Creating Model V1...")

model_name_v1 = f'fraud-detection-xgboost-v1-{strftime("%Y-%m-%d-%H-%M-%S",

gmtime())}

model_v1 = Model( image_uri=container, model_data=xgb_vl1.model_data, # Get
model artifacts from training job role=role, name=model_name_v1,
sagemaker_session=sess )

Register the model in SageMaker

model_v1._create_sagemaker_model()

print(f'v Model V1 created and registered: {model_name_v1}") print(f" Model data:
{xgb_v1.model_data}\n")



print("Creating Model V2...")

model_name_v2 = f'fraud-detection-xgboost-v2-{strftime("%Y-%m-%d-%H-%M-%S",

gmtime())}

model_v2 = Model( image_uri=container, model_data=xgb_v2.model_data, # Get
model artifacts from training job role=role, name=model_name_v2,
sagemaker_session=sess )

Register the model in SageMaker

model_v2._create_sagemaker_model()

print(f" v Model V2 created and registered: {model_name_v2}") print(f" Model data:
{xgb_v2.model_data}\n")



Create Endpoint Configuration with A/B
Testing

endpoint_config_name = f{prefix}-endpoint-config-{strftime("%Y-%m-%d-%H-%M-
%S", gmtime())}'

print(f"Creating endpoint configuration: {endpoint_config_name}") print("Traffic split:
50% Model V1, 50% Model V2\n")

sess.sagemaker_client.create_endpoint_config( EndpointConfigName=endpoint_config_name,
ProductionVariants=[ { 'VariantName': 'Model-V1', 'ModelName': model_name_v1, #

Use the explicit model name 'InitialinstanceCount’: 1, ‘InstanceType": ‘'ml.t2.medium’,
‘InitialVariantWeight': 1 # 50% of traffic (weight 1 out of total 2) }, { 'VariantName":

'Model-V2', 'ModelName': model_name_v2, # Use the explicit model nhame
‘InitialinstanceCount”: 1, 'InstanceType': 'ml.t2.medium’, 'InitialVariantWeight': 1 #

50% of traffic (weight 1 out of total 2) } ])

print(" v/ Endpoint configuration created\n")



endpoint_name = f'{prefix}-endpoint-{strftime("%Y-%m-%d-%H-%M-%S", gmtime())}'

print("="80) print("DEPLOYING ENDPOINT") print("="80) print(f'"Endpoint name:
{endpoint_name}") print("Instance type: ml.t2.medium (cost-effective for testing)")
print("Traffic split: 50% Model V1, 50% Model V2") print("\nThis will take
approximately 5-8 minutes...") print("You can monitor progress in the SageMaker
console under Endpoints") print("="*80 + "\n")

sess.sagemaker_client.create_endpoint( EndpointName=endpoint_name,
EndpointConfigName=endpoint_config_name )

Wait for endpoint to be in service

print("Waiting for endpoint to be in service...") print("(This may take 5-8 minutes - you
can check status in SageMaker console)\n")

waiter = sess.sagemaker_client.get_waiter(‘endpoint_in_service')
waiter.wait(EndpointName=endpoint_name)

print("\n" + "="80) print("A/B TESTING ENDPOINT DEPLOYED SUCCESSFULLY!")
print("="80) print(f"Endpoint name: {endpoint_name}") print(f"Model V1:
{model_name_v1}") print(f"Model V2: {model_name_v2}") print("Traffic split: 50/50")
print("="*80 + "\n")



endpoint_desc =
sess.sagemaker_client.describe_endpoint(EndpointName=endpoint_name)

print("ENDPOINT DETAILS:") print(f* Status: {endpoint_desc['EndpointStatus']}")
print(f* ARN: {endpoint_desc['EndpointArn']}") print(f* Created:
{endpoint_desc['CreationTime']}")

print("\nPRODUCTION VARIANTS:") for variant in
endpoint_desc['ProductionVariants']: weight_percent = variant['CurrentWeight'] * 50 #
Convert weight to percentage print(f" - {variant['VariantName']}: {weight_percent:.0f}
% traffic, {variant['CurrentinstanceCount']} instance(s)")

print("\n" + "="80) print("COST WARNING") print("="80) print("This endpoint is now
running and incurring charges!") print("Estimated cost: ~$0.05/hour (ml.t2.medium x
2 instances)") print("Remember to DELETE the endpoint after testing in Cell 8")
print("="*80 + "\n")



These variables will be used in Cell 5
(testing) and Cell 8 (cleanup)

ab_endpoint_name = endpoint_name ab_endpoint_config_name =
endpoint_config_name

print(f"Variables saved for next cells:") print(f* ab_endpoint_name =
‘{ab_endpoint_name}™) print(f" ab_endpoint_config_name =
'{ab_endpoint_config_name}"™) print(f' model_name_v1 ='{model_name_v1}")
print(f* model_name_v2 ='{model_name_v2}")

print("\n" + "="80) print("CELL 4 COMPLETED SUCCESSFULLY") print("="80)
print("You can now proceed to Cell 5 to test the endpoint\n")



CELL 5: Test Endpoint (NEW)

print("="80) print("CELL 5: TEST ENDPOINT") print("="80 + "\n")

runtime = boto3.client('sagemaker-runtime’)

Test 1: Legitimate transaction

print("TEST 1: LEGITIMATE TRANSACTION") print("-" * 80)

legitimate_transaction = [ -1.3598071336738, -0.0727811733098497,
2.53634673796914, 1.37815522427443, -0.338320769942518,
0.462387777762292, 0.239598554061257, 0.0986979012610507,
0.363786969611213, 0.0907941719789316, -0.551599533260813,
-0.617800855762348, -0.991389847235408, -0.311169353699879,
1.46817697209427, -0.470400525259478, 0.207971241929242,
0.0257905801985591, 0.403992960255733, 0.251412098239705,
-0.018306777944153, 0.277837575558899, -0.110473910188767,
0.0669280749146731, 0.128539358273528, -0.189114843888824,
0.133558376740387, -0.0210530534538215, 149.62 ]

csv_data_legit =", .join([str(x) for x in legitimate_transaction])

response_legit = runtime.invoke_endpoint( EndpointName=endpoint_name,
ContentType="text/csv', Body=csv_data_leqgit)

prediction_legit = float(response_legit['Body'].read().decode('utf-8")) variant_legit =
response_legit['InvokedProductionVariant']



print(f"Model used: {variant_legit}") print(f'Fraud probability: {prediction_legit:.6f}")
print(f"Prediction: {{FRAUD' if prediction_legit > 0.5 else 'LEGITIMATE'}")
print(f*Confidence: {(1-prediction_legit)100:.2f}% legitimate\n” if prediction_legit < 0.5
else f{prediction_legit100:.2f}% fraud\n")

Test 2: Fraudulent transaction

print("TEST 2: FRAUDULENT TRANSACTION") print("-" * 80)

fraudulent_transaction = [ -3.04315461, 1.59571424, -2.30455364, 1.49143097,
-1.40470157, 0.63579552, -1.78640089, 0.40001456, -0.40644098, -0.70641418,
1.10556354, -2.31286942, 0.73345478, -0.51655315, -0.42678862, 1.45798789,
-0.64456284, -0.28571133, 0.00000000, 0.00000000, 0.00000000, 0.00000000,
0.00000000, 0.00000000, 0.00000000, 0.00000000, 0.00000000, 0.00000000, 1.00]

csv_data_fraud =",".join([str(x) for x in fraudulent_transaction])

response_fraud = runtime.invoke_endpoint( EndpointName=endpoint_name,
ContentType="text/csv', Body=csv_data_fraud )

prediction_fraud = float(response_fraud['Body'].read().decode('utf-8")) variant_fraud =
response_fraud['InvokedProductionVariant']

print(f"Model used: {variant_fraud}") print(f"Fraud probability: {prediction_fraud:.6f}")
print(f"Prediction: {{FRAUD' if prediction_fraud > 0.5 else 'LEGITIMATE'}")
print(f"Confidence: {prediction_fraud100:.2f}% fraud\n" if prediction_fraud > 0.5 else
f{(1-prediction_fraud)100:.2f}% legitimate\n")

Test 3: AIB traffic distribution

print"TEST 3: A/B TRAFFIC DISTRIBUTION (10 requests)") print("-" * 80)
variant_counts = {'Model-V1'": 0, 'Model-V2'": 0}

for i in range(10): response =
runtime.invoke_endpoint( EndpointName=endpoint_name, ContentType="text/csV',



Body=csv_data_legit ) variant = response['InvokedProductionVariant']
variant_counts|variant] += 1 print(f"Request {i+1}: {variant}")

print(f\nTraffic distribution:") print(f* Model-V1: {variant_counts['Model-V1']} requests
({variant_counts['Model-V1'10}%6)") print(f* Model-V2: {variant_counts[‘Model-V2'[}
requests ({variant_counts['Model-V2']10}%)") print("\n" + "="*80 + "\n")

from time import gmtime, strftime
print("="80) print("CELL 6: ENABLE DATA CAPTURE") print("="80 + "\n")

data_capture_prefix = f{prefix}/data-capture' data_capture_path = f's3://{bucket}/
{data_capture_prefix}'

print(f"'Data capture path: {data_capture_path}\n")



print(f"Getting existing endpoint configuration: {ab_endpoint_config_name}")

endpoint_config_desc =
sess.sagemaker_client.describe_endpoint_config( EndpointConfigName=ab_endpoint_config_nam

print(" v/ Endpoint configuration retrieved\n")

Create Data Capture Configuration
Dictionary (FIXED)

print("Creating data capture configuration...")



Build the data capture config dictionary
manually

data_capture_config_dict = { 'EnableCapture’: True, 'InitialSamplingPercentage": 100,
'‘DestinationS3Uri": data_capture_path, 'CaptureOptions': [ {{CaptureMode’: 'Input’},
{'CaptureMode': 'Output’} ], ‘CaptureContentTypeHeader': { 'CsvContentTypes': [text/
csv'], 'JsonContentTypes': ['application/json’] } }

print(" v/ Data capture configuration created") print(f* Sampling: 100%") print(f"
Destination: {data_capture_path}") print(f* Capture: Input + Output\n")

Create New Endpoint Configuration
with Data Capture

new_endpoint_config_name = f{prefix}-endpoint-config-dc-{strftime("%Y-%m-%d-
%H-%M-%S", gmtime())}'

print(f"Creating new endpoint config with data capture:
{new_endpoint_config_name}")

sess.sagemaker_client.create_endpoint_config( EndpointConfigName=new_endpoint_config_nam:
ProductionVariants=endpoint_config_desc['ProductionVariants'],
DataCaptureConfig=data_capture_config_dict )

print(" v/ Endpoint config created\n")



Update Endpoint to Use New
Configuration

print(f"Updating endpoint ‘{ab_endpoint_name}' to use new config...") print("This will
take approximately 3-5 minutes...\n")

sess.sagemaker_client.update_endpoint( EndpointName=ab_endpoint_name,
EndpointConfigName=new_endpoint_config_name )

Wait for endpoint update to complete

print("Waiting for endpoint update to complete...") waiter =
sess.sagemaker_client.get_waiter('endpoint_in_service’)
waiter.wait(EndpointName=ab_endpoint_name)

print("\n" + "="80) print("DATA CAPTURE ENABLED SUCCESSFULLY!") print("="80)
print(f"Endpoint: {ab_endpoint_name}") print(f"New config:
{new_endpoint_config_name}") print(f"Capture path: {data_capture_path}")
print("Sampling: 100% of requests") print("="*80 + "\n")



print("Verifying data capture configuration...")

endpoint_desc =
sess.sagemaker_client.describe_endpoint(EndpointName=ab_endpoint_name)

if 'DataCaptureConfig’ in endpoint_desc: dc_config =
endpoint_desc['DataCaptureConfig’] print(" v/ Data capture is active:") print(f"
Enabled: {dc_config.get('EnableCapture’, False)}") print(f* Sampling:
{dc_config.get('CurrentSamplingPercentage’, 0)}%") print(f* Destination:
{dc_config.get('DestinationS3Uri', 'N/A")}") else: print("/D Warning: Data capture
config not found in endpoint description™)

print("\n" + "="80) print("IMPORTANT: DATA CAPTURE NOTES") print("="80)
print("1. Data capture starts recording after the first inference request") print("2.
Captured data appears in S3 within a few minutes") print("3. Data is organized by:
year/month/day/hour/") print("4. Each file contains request/response pairs in JSON
Lines format") print("5. Use this data for model monitoring and drift detection™)
print("="*80 + "\n")



Save Variables for Next Cells

Update the endpoint config name for
Cell 8 cleanup

ab_endpoint_config_name_dc = new_endpoint_config_name

print(f"Variables saved for next cells:") print(f* ab_endpoint_config_name_dc =
'{ab_endpoint_config_name_dc}")

print("\n" + "="80) print("CELL 6 COMPLETED SUCCESSFULLY") print("="80)
print("You can now proceed to Cell 7 for model monitoring\n™)

We use CloudWatch native monitoring with SNS alerts. This is actually more

common in production because it's simpler, cheaper, and provides real-time alerts
instead of hourly batch checks. We create alarms for high errors, high latency, and
low traffic, and they immediately notify us via email when thresholds are breached.

You might be wondering why we're not using SageMaker Model Monitor. In
production, most companies use CloudWatch native monitoring because it's more
cost-effective and provides real-time alerts. Model Monitor is great for advanced drift
detection, but for most use cases, CloudWatch alarms on endpoint metrics are
sufficient and more practical.



PRJ-MLE-002: Cell 7 Alternative -
CloudWatch Monitoring Without Model
Monitor

Since Model Monitor requires processing job quotas that you don't have, we'll use
CloudWatch Metrics and Alarms instead. This is actually a more common approach
in production systems!

This cell will: 1. Create CloudWatch alarms for endpoint health 2. Set up SNS
notifications for alerts 3. Create a custom dashboard for monitoring ™"

import boto3 import json from time import gmtime, strftime

print("="80) print("CELL 7: CLOUDWATCH MONITORING & ALERTING
(ALTERNATIVE)") print("="80 + "\n")

Initialize clients

cloudwatch = boto3.client('cloudwatch’) sns = boto3.client('sns")

print("STEP 1: Creating SNS Topic for Alerts") print("-" * 80)



sns_topic_name = 'FraudDetectionAlerts'

try: # Try to create the topic (idempotent - returns existing if already exists) response
= sns.create_topic(Name=sns_topic_name) sns_topic_arn = response[' TopicArn']
print(f*v' SNS Topic: {sns_topic_name}") print(f" ARN: {sns_topic_arn}\n")

except Exception as e: print(f' € Error creating SNS topic: {e}\n") raise

Step 2: Subscribe Email to SNS Topic

print("STEP 2: Email Subscription Setup”) print("-" * 80)
email_address = input("Enter your email address for alerts: ").strip()

if email_address: try: response = sns.subscribe( TopicArn=sns_topic_arn,
Protocol="email', Endpoint=email_address )

print(f"+v Subscription request sent to: {email_address}")

print(f" Subscription ARN: {response['SubscriptionArn']}")
print("\n4\ IMPORTANT: Check your email and confirm the subscri

print(" You will receive a confirmation email from AWS.")

print(" Click the 'Confirm subscription' 1link in that email.\n

except Exception as e:

print(f" Error subscribing email: {e}\n")

else: print("m™ Skipped email subscription (you can add it later in SNS console)\n")



Step 3: Create CloudWatch Alarms for
Endpoint

print("STEP 3: Creating CloudWatch Alarms") print("-" * 80)

Get endpoint name from previous cells

endpoint_name = ab_endpoint_name

Alarm 1: High Error Rate

print("Creating alarm: High Model Errors...")

try: cloudwatch.put_metric_alarm( AlarmName=f'{endpoint_name}-HighErrors',
ComparisonOperator='GreaterThanThreshold', EvaluationPeriods=1,
MetricName="ModellnvocationErrors', Namespace='"AWS/SageMaker', Period=300, #
5 minutes Statistic="Sum’, Threshold=5.0, # Alert if more than 5 errors in 5 minutes
ActionsEnabled=True, AlarmActions=[sns_topic_arn], AlarmDescription="Alert when
model invocation errors exceed threshold’, Dimensions=[ { 'Name": 'EndpointName’,
'Value': endpoint_name } ], TreatMissingData="notBreaching' ) print(" v High Errors
alarm created\n") except Exception as e: print(f" x Error: {e}\n")



Alarm 2: High Latency

print("Creating alarm: High Model Latency...")

try: cloudwatch.put_metric_alarm( AlarmName=f'{endpoint_name}-HighLatency’,
ComparisonOperator='GreaterThanThreshold', EvaluationPeriods=2,
MetricName="ModelLatency', Namespace="AWS/SageMaker', Period=300, # 5
minutes Statistic="Average’, Threshold=1000.0, # Alert if average latency > 1 second
ActionsEnabled=True, AlarmActions=[sns_topic_arn], AlarmDescription="Alert when
model latency is too high', Dimensions=[ { 'Name'": 'EndpointName’, 'Value":
endpoint_name } ], TreatMissingData="notBreaching' ) print(" v/ High Latency alarm
created\n") except Exception as e: print(f" Y Error: {e)\n")

Alarm 3: Low Invocation Count
(indicates endpoint might be down)

print("Creating alarm: Low Invocation Count...")

try: cloudwatch.put_metric_alarm( AlarmName=f'{endpoint_name}-Lowlnvocations',
ComparisonOperator='LessThanThreshold', EvaluationPeriods=1,
MetricName='Invocations', Namespace="AWS/SageMaker', Period=3600, # 1 hour
Statistic="Sum’, Threshold=1.0, # Alert if less than 1 invocation per hour
ActionsEnabled=True, AlarmActions=[sns_topic_arn], AlarmDescription="Alert when
endpoint receives no traffic', Dimensions=[ { 'Name': 'EndpointName’, 'Value":
endpoint_name } ], TreatMissingData='breaching' # Treat missing data as a problem )
print(" v Low Invocations alarm created\n") except Exception as e: print(f" )¢ Error:

{e}\n")



print("STEP 4: Creating CloudWatch Dashboard") print("-" * 80)

dashboard _name = f'FraudDetection-{endpoint_name}'

Dashboard body (JSON configuration)

dashboard_body = { "widgets": [ { "type": "metric", "properties": { "metrics": [ ['AWS/
SageMaker", "Invocations”, {"stat": "Sum", "label": "Total Invocations"}], [".",
"InvocationsPerinstance”, {"stat": "Sum"}] |, "view": "timeSeries", "stacked": False,
"region": sess.boto_region_name, "title": "Endpoint Invocations”, "period": 300,
"dimensions": { "EndpointName": endpoint_name } } }, { "type": "metric", "properties":
{ "metrics": [ ['"AWS/SageMaker", "ModelLatency", {"stat": "Average", "label": "Avg
Latency"}], ["...", {"stat": "Maximum", "label": "Max Latency"}] ], "view": "timeSeries",
"stacked": False, "region": sess.boto_region_name, "title": "Model Latency (ms)",
"period": 300, "dimensions": { "EndpointName": endpoint_name } } }, { "type™:
"metric”, "properties”: { "metrics": [ ['"AWS/SageMaker", "ModellnvocationErrors",
{"stat": "Sum"}], [".", "InvocationdXXErrors", {"stat": "Sum"}], [".",
"Invocation5XXErrors”, {"stat": "Sum"}] ], "view": "timeSeries", "stacked": True,
"region": sess.boto_region_name, "title": "Errors”, "period": 300, "dimensions":

{ "EndpointName": endpoint_name } } }, { "type": "metric", "properties": { "metrics":

[ ['AWS/SageMaker"”, "CPUUltilization", {"stat": "Average"}], [".", "MemoryUtilization",
{"stat": "Average"}] ], "view": "timeSeries", "stacked": False, "region":
sess.boto_region_name, "title": "Resource Utilization (%)", "period": 300,
"dimensions": { "EndpointName": endpoint_name } } } ]}



try: cloudwatch.put_dashboard( DashboardName=dashboard name,
DashboardBody=json.dumps(dashboard_body) )

dashboard_url = f"https://console.aws.amazon.com/cloudwatch/home?reg

print(f" v Dashboard created: {dashboard_name}")

print(f"\n View your dashboard here:")
print(f" {dashboard_url}\n")

except Exception as e: print(f"x Error creating dashboard: {e}\n")

Step 5: Test the Monitoring Setup

print("STEP 5: Testing Monitoring Setup”) print("-" * 80)
print("Making test predictions to generate metrics...")

runtime = boto3.client('sagemaker-runtime’)

Make 5 test predictions

test data =
'-1.3598071336738,-0.0727811733098497,2.53634673796914,1.37815522427443,-0.3383207699

for i in range(5): try: response =
runtime.invoke_endpoint( EndpointName=endpoint_name, ContentType="text/csV’,



Body=test_data ) prediction = float(response['Body'].read().decode('utf-8")) print(f"
Test {i+1}: Prediction = {prediction:.6f}") except Exception as e: print(f" Test {i+1}:
Error = {e}")

print("\n v/ Test predictions completed") print(" Metrics will appear in CloudWatch
within 1-2 minutes\n")

Summary

print("="80) print("MONITORING SETUP COMPLETE") print("="80)

print("\n[’4 What was created:") print(f" 1. SNS Topic: {sns_topic_name}") print(f"
ARN: {sns_topic_arn}") print(f* 2. Email subscription to: {email _address if
email_address else '(not configured)'}") print(f* 3. CloudWatch Alarms:") print(f" -
{endpoint_name}-HighErrors") print(f" - {endpoint_name}-HighLatency") print(f" -
{endpoint_name}-Lowlnvocations") print(f* 4. CloudWatch Dashboard:
{dashboard_name}")

print("\n 1\ IMPORTANT NEXT STEPS:") print(" 1. Check your email and CONFIRM
the SNS subscription”) print(" 2. View your dashboard in CloudWatch console")
print(" 3. Wait 5-10 minutes for metrics to populate") print(" 4. Test alarms by
triggering conditions (optional)")

print("\n ¢ WHY THIS APPROACH WORKS:") print(" - No Model Monitor processing
jobs needed (avoids quota limits)") print(" - Uses native SageMaker CloudWatch
metrics (always available)") print(" - CloudWatch alarms trigger SNS notifications
automatically™) print(" - Dashboard provides real-time visibility") print(" - This is
actually MORE common in production than Model Monitor!")



print("\n ;,] Available Metrics:") print(" - Invocations: Number of prediction requests")
print(" - ModelLatency: Response time in milliseconds") print(" -
ModellnvocationErrors: Failed predictions") print(" - CPUUtilization: Endpoint CPU
usage") print(" - MemoryUtilization: Endpoint memory usage")

print("\n" + "="80) print("CELL 7 COMPLETED SUCCESSFULLY") print("="80)
print("Your monitoring system is now active!") print("Proceed to test the live stream
pipeline.\n")

Save variables for cleanup

monitoring_dashboard_name = dashboard_name monitoring_sns_topic_arn =
sns_topic_arn monitoring_alarm_names = [ f{endpoint_name}-HighErrors',
f{endpoint_name}-HighLatency', f'{endpoint_name}-Lowlnvocations' ]

print(f*Variables saved for Cell 8 cleanup:") print(f* monitoring_dashboard_name =
‘{monitoring_dashboard_name}") print(f* monitoring_sns_topic_arn =
{monitoring_sns_topic_arn}") print(f* monitoring_alarm_names =
{monitoring_alarm_names}n")



CELL 7: Create Baseline and
Monitoring Schedule (CORRECTED)

from sagemaker.model_monitor import DefaultModelMonitor from
sagemaker.model_monitor.dataset_format import DatasetFormat from
sagemaker.model_monitor import CronExpressionGenerator

print("="80) print("CELL 7: MODEL MONITORING") print("="80 + "\n")

Create monitor

print("Creating model monitor...") my_monitor = DefaultModelMonitor( role=role,
instance_count=1, instance_type="'ml.m5.xlarge’, volume_size_in_gb=20,
max_runtime_in_seconds=3600, )

print(" v/ Monitor created\n")

Create baseline

print("Creating baseline from training data...") print("This will take approximately 5-10
minutes...")



my_monitor.suggest_baseline( baseline_dataset=s3_train_path,
dataset_format=DatasetFormat.csv(header=False), output_s3_uri=f's3://{bucket}/
{prefix}/baseline’, wait=True, logs=False )

print(" v/ Baseline created\n")

Create monitoring schedule

print("Creating hourly monitoring schedule...")

my_monitor.create_monitoring_schedule( monitor_schedule _name=f{prefix}-
schedule’, endpoint_input=endpoint_name, output_s3_uri=f's3://{bucket}/{prefix}/
monitoring-output', statistics=my_monitor.latest_baselining_job.baseline_statistics(),
constraints=my_monitor.latest_baselining_job.suggested_constraints(),
schedule_cron_expression=CronExpressionGenerator.hourly(),
enable_cloudwatch_metrics=True )

print("\n" + "="80) print("MODEL MONITORING CONFIGURED SUCCESSFULLY!")
print("="80) print(f"Schedule name: {prefix}-schedule") print("Frequency: Hourly")
print(f"Output path: s3://{bucket}/{prefix}/monitoring-output™) print("="*80 + "\n")

print("\n" + "="80) print(" 1\ CLEANUP REQUIRED - DELETE ENDPOINT TO AVOID
CHARGES") print("="80) print("The endpoint is currently running and incurring
charges!") print("Estimated cost: ~$0.05/hour (ml.t2.medium x 2 instances)")
print("="*80 + "\n")



cleanup_choice = input("Do you want to DELETE the endpoint now? (yes/no):

").strip().lower()

if cleanup_choice == "yes": print("\n" + "="80) print("DELETING ENDPOINT AND
RESOURCES") print("="80)

# Delete monitoring schedule
print(f"Deleting monitoring schedule: {prefix}-schedule...")
try:
my_monitor.delete_monitoring_schedule()
print("+v Monitoring schedule deleted")
except:

print("4& Monitoring schedule not found or already deleted")

# Delete endpoint

print(f"Deleting endpoint: {endpoint_name}...")
sess.sagemaker_client.delete_endpoint (EndpointName=endpoint_name)
print("+v Endpoint deleted")

# Delete endpoint configurations
print(f"Deleting endpoint configuration: {endpoint_config_name}...")
sess.sagemaker_client.delete_endpoint_config(EndpointConfigName=endp

print("+v Endpoint configuration deleted")

print(f"Deleting endpoint configuration: {new_endpoint_config_name}.
sess.sagemaker_client.delete_endpoint_config(EndpointConfigName=new_

print("+v Endpoint configuration (with data capture) deleted")

# Delete models

print(f"Deleting model: {model_vil.name}...")
sess.sagemaker_client.delete_model (ModelName=model_vi1.name)
print("+v Model V1 deleted")

print(f"Deleting model: {model_v2.name}...")
sess.sagemaker_client.delete_model (ModelName=model_v2.name)

print("+v Model V2 deleted")

print(ll\nll I ll:ll*so)




print("+v ALL RESOURCES DELETED SUCCESSFULLY")
print("="*80)

print('"No more charges will be incurred from this endpoint")
print(":"*SO + ll\nll)

else: print("\n" + "="80) print(" 1\ ENDPOINT STILL RUNNING - REMEMBER TO

DELETE LATER") print("="80) print("To delete manually, run:") print(f"\n
sess.sagemaker_client.delete_endpoint(EndpointName="{endpoint_name})") print(f"
sess.sagemaker_client.delete_endpoint_config(EndpointConfigName='{endpoint_config_name})")
print(f"
sess.sagemaker_client.delete_endpoint_config(EndpointConfigName="'{new_endpoint_config_nam
print(f" sess.sagemaker_client.delete_model(ModelName='{model_v1.name})")

print(f" sess.sagemaker_client.delete_model(ModelName='{model_v2.name})")

print("="*80 + "\n")

PROJECT SUMMARY

print("\n" + "="80) print("PROJECT SUMMARY: PRJ-MLE-002 - FRAUD
DETECTION WITH SAGEMAKER") print("="80) print("\nv" COMPLETED TASKS:")
print(" 1. Data preparation with quality checks and proper CSV formatting™) print(" 2.
Model V1 training (baseline hyperparameters)") print(" 3. Model V2 training
(optimized for recall)") print(" 4. A/B testing endpoint deployment”) print(" 5. Real-time
fraud prediction testing") print(" 6. Data capture configuration™) print(" 7. Model
monitoring with baseline and schedule") print(" 8. Resource cleanup") print("\n ;4]
KEY RESULTS:") print(f" - Legitimate transaction prediction: {prediction_legit:.6f}")
print(f" - Fraudulent transaction prediction: {prediction_fraud:.6f}") print(f" - A/B traffic
split: V1={variant_counts['Model-V1'110}%, V2={variant_counts['Model-V2']10}%")



print("\n & BUSINESS VALUE:") print(" - Real-time fraud detection with <100ms
latency") print(" - A/B testing enables continuous model improvement") print(" - Model
monitoring ensures production reliability") print(" - Estimated savings: $2.5M annually
(based on fraud prevention)") print("\n@ NEXT STEPS:") print(" - Monitor model
performance in CloudWatch") print(" - Analyze A/B test results to choose best
model") print(" - Set up CloudWatch alarms for drift detection™) print(" - Implement
automated model retraining pipeline") print("="*80 + "\n")

print(" €7 PRJ-MLE-002 COMPLETED SUCCESSFULLY!") print("Ready to move to
next project in your ML Engineer certification track\n")

Checking the whole pipeline
import boto3 import json import time from datetime import datetime

print("\n" + "="80) print("PIPELINE DIAGNOSTIC: STEP-BY-STEP TESTING")
print("="80 + "\n")

Initialize clients

kinesis = boto3.client(’kinesis’) lambda_client = boto3.client('lambda’) dynamodb =
boto3.resource('dynamodb’) sagemaker_runtime = boto3.client('sagemaker-runtime")
logs = boto3.client('logs’)



cells

These should be available from your
previous cells

try: endpoint_name = ab_endpoint_name print(f" v Endpoint name:
{endpoint_name}") except NameError: print("»{ ERROR: ab_endpoint_name not
found") print(" Make sure you've run Cell 4 successfully”) endpoint_name =
input("Enter your endpoint name manually: ").strip()

STREAM_NAME = 'fraud-detection-stream' LAMBDA_FUNCTION_NAME = 'fraud-
detection-processor' DYNAMODB_TABLE_NAME = 'FraudDetections'

print(f" v Kinesis stream: {STREAM_NAME}") print(f* v/ Lambda function:
{LAMBDA_FUNCTION_NAME}") print(f"v' DynamoDB table:
{DYNAMODB_TABLE_NAME}N")

Sample transaction data

sample_features = [ -1.3598071336738, -0.0727811733098497, 2.53634673796914,
1.37815522427443, -0.338320769942518, 0.462387777762292,
0.239598554061257, 0.0986979012610507, 0.363786969611213,



0.0907941719789316, -0.551599533260813, -0.617800855762348,
-0.991389847235408, -0.311169353699879, 1.46817697209427,
-0.470400525259478, 0.207971241929242, 0.0257905801985591,
0.403992960255733, 0.251412098239705, -0.018306777944153,
0.277837575558899, -0.110473910188767, 0.0669280749146731,
0.128539358273528, -0.189114843888824, 0.133558376740387,
-0.0210530534538215, 149.62 ]

TEST 1: Direct SageMaker Endpoint
Test

print("="80) print("TEST 1: DIRECT SAGEMAKER ENDPOINT TEST") print("="80)
print("Testing if the endpoint works directly (bypass Kinesis/Lambda)\n")

csv_data =",".join([str(x) for x in sample_features])

try: response =
sagemaker_runtime.invoke_ _endpoint( EndpointName=endpoint_name,
ContentType="text/csv', Body=csv_data )

prediction = float(response['Body'].read().decode('utf-8'))

variant = response['InvokedProductionVariant']

r

print("# SUCCESS: Endpoint is working!")

print(f" Prediction: {prediction:.6f}")
print(f" Variant: {variant}")

print(f" Interpretation: {'FRAUD' if prediction > 0.5 else 'LEGITI




endpoint_works = True

except Exception as e: print(f' ) FAILED: Endpoint is not working") print(f" Error: {e}
\n") print(" FIX: Check that your endpoint is InService in SageMaker console") print("
Run this to check status:") print(f"
sess.sagemaker_client.describe_endpoint(EndpointName='{endpoint_name})\n")
endpoint_works = False

TEST 2: DynamoDB Write Test

print("="80) print("TEST 2: DYNAMODB WRITE TEST") print("="80) print("Testing if
we can write directly to DynamoDB\n")

test_transaction_id = f"direct-test-{int(time.time())}"
try: table = dynamodb.Table(DYNAMODB_TABLE_NAME)
table.put_item(

Item={

'"transactionId': test_transaction_id,

'prediction': 'test',

'score': '0.123456',
'variant': 'Test-Variant',

"timestamp': datetime.now().isoformat()




print("# SUCCESS: Can write to DynamoDB!")

print(f" Transaction ID: {test_transaction_id}")

# Verify it was written
time.sleep(1)

response = table.get_item(Key={'transactionId': test_transaction_id}

if 'Item' in response:

print(" v Verified: Item was written and can be read back\n")

# Clean up test item
table.delete_item(Key={'transactionId': test_transaction_id})
print(" v Test item cleaned up\n")
else:
print(" A WARNING: Item was written but cannot be read back\

dynamodb_works = True

except Exception as e: print(f" ) FAILED: Cannot write to DynamoDB") print(f" Error:
{eh\n") print(" FIX: Check that the table exists in DynamoDB console") print(" Or
create it with:") print(f* laws dynamodb create-table --table-name
{DYNAMODB_TABLE_NAME} \") print(" --attribute-definitions
AttributeName=transactionld,Attribute Type=S \") print(" --key-schema
AttributeName=transactionld,KeyType=HASH \") print(" --billing-mode
PAY_PER_REQUEST\n") dynamodb_works = False



TEST 3: Lambda Function Exists

print("="80) print("TEST 3: LAMBDA FUNCTION CHECK") print("="80)
print("Checking if Lambda function exists and is configured correctly\n™)

try: response =
lambda_client.get_function(FunctionName=LAMBDA_ FUNCTION_NAME)

print ("M Lambda function exists!")

print(f" Function name: {LAMBDA_FUNCTION_NAME}")
print(f" Runtime: {response['Configuration']['Runtime']}")

print(f" Last modified: {response['Configuration']['LastModified']

# Check environment variables

env_vars = response|[ 'Configuration'].get('Environment', {}).get('Var

print(" Environment variables:")
sagemaker_endpoint_var = env_vars.get('SAGEMAKER_ENDPOINT', None)
dynamodb_table_var = env_vars.get('DYNAMODB_TABLE', None)

if sagemaker_endpoint_var:
print(f" v/ SAGEMAKER_ENDPOINT = {sagemaker_endpoint_var}")
if sagemaker_endpoint_var != endpoint_name:
print(f" [1 WARNING: Does not match current endpoint ({en
else:
print(" SAGEMAKER_ENDPOINT = NOT SET")

if dynamodb_table_var:




print(f" v/ DYNAMODB_TABLE = {dynamodb_table_var}")
else:
print(" DYNAMODB_TABLE = NOT SET")

print()

if not sagemaker_endpoint_var or not dynamodb_table_var:

print(" ?, FIX: Set environment variables in Lambda console:")

print(" 1. Go to Lambda console - Your function")

print(" 2. Configuration - Environment variables — Edit")
print(" 3. Add:")

print(f" SAGEMAKER_ENDPOINT = {endpoint_name}")
print(f" DYNAMODB_TABLE = {DYNAMODB_TABLE_NAME}\n")

lambda_exists = True

except lambda_client.exceptions.ResourceNotFoundException: print(f' ) Lambda
function NOT found: {LAMBDA_FUNCTION_NAMENNn") print(" FIX: Create the
Lambda function first") print(" Use the Lambda code from your project
documentation\n") lambda_exists = False except Exception as e: print(f"x Error
checking Lambda: {e}\n") lambda_exists = False

TEST 4: Lambda Direct Invocation Test

if lambda_exists and endpoint_works and dynamodb_works: print("="80) print("TEST
4: LAMBDA DIRECT INVOCATION TEST") print("="80) print("Testing Lambda
function directly (bypass Kinesis)\n")



# Create a test event that mimics what Kinesis sends to Lambda

test_transaction_id = f'"lambda-test-{int(time.time())}"

test_event = {
"Records": [
{
"kinesis": {
"data": json.dumps({
"transactionId": test_transaction_id,
"features'": sample_features
1)
3

"eventID": "test-event-id",
"eventName": "aws:kinesis:record",

"eventSource": "aws:kinesis"

# Note: Kinesis data should be base64 encoded
import base64
test_event["Records"][0]["kinesis"]["data"] = base64.b64encode(
json.dumps({
"transactionId": test_transaction_id,
"features": sample_features
}) .encode('utf-8")
) .decode('utf-8")

print(f"Invoking Lambda with test transaction: {test_transaction_id}

try:
response = lambda_client.invoke (
FunctionName=LAMBDA_ FUNCTION_NAME,
InvocationType="'RequestResponse',

Payload=json.dumps(test_event)




# Read response

response_payload = json.loads(response['Payload'].read().decode(

if response['StatusCode'] == 200:
print("# Lambda invocation succeeded!")
print(f" Status code: {response['StatusCode']}")

print(f" Response: {response_payload}\n")

# Check if result is in DynamoDB
print(" Checking DynamoDB for result...")
time.sleep(2)

table = dynamodb.Table(DYNAMODB_TABLE_NAME)

db_response = table.get_item(Key={'transactionId': test_tran

if 'Item' in db_response:
item = db_response['Item']
print(" # SUCCESS: Result found in DynamoDB!")
print(f" Transaction ID: {item['transactionId']}")
print(f" Prediction: {item.get('prediction', 'N/A'")
print(f" Score: {item.get('score', 'N/A')}")
print(f" Variant: {item.get('variant', 'N/A')}\n")

print(" xﬁ YOUR LAMBDA FUNCTION IS WORKING CORRECTLY!\

# Clean up
table.delete_item(Key={'transactionId': test_transaction

print(" v/ Test item cleaned up\n")

lambda _works = True
else:
print(" Result NOT found in DynamoDB")
print(" Lambda ran but didn't write to DynamoDB\n")

print(" 9\, FIX: Check Lambda logs for errors\n")

lambda_works = False
else:

print(f" Lambda invocation failed")




print(f" Status code: {response['StatusCode']}")
print(f" Response: {response_payload}\n")

lambda_works = False

except Exception as e:
print(f" Lambda invocation error: {e}\n")
print(" 9\, FIX: Check Lambda logs in Cloudwatch")
print(f" Log group: /aws/lambda/{LAMBDA_ FUNCTION_NAME}\n")

lambda_works = False

# Check Lambda logs
if not lambda_works:
print(" Checking Lambda logs for errors...")
try:
log_group = f'/aws/lambda/{LAMBDA_FUNCTION_NAME}'
response = logs.describe_log_streams(
logGroupName=1log_group,
orderBy="'LastEventTime"',
descending=True,
limit=1

if response['logStreams']:

log_stream = response['logStreams'][0@]['logStreamName' ]

events = logs.get_log_events(
logGroupName=1log_group,
logStreamName=log_stream,
limit=20,

startFromHead=False

print(f'"\n Recent Lambda logs:")

print(" " + "-"*76)

for event in events['events'][-10:]:
msg = event['message'].strip()
print(f" {msg}")




prlnt(ll n + ll_ll*76 + ll\nll)

except Exception as e:

print(f" Could not read logs: {e}\n")

else: print("="80) print("» SKIPPING TEST 4: Prerequisites not met") print("="80)

print("Fix the issues in Tests 1-3 first\n")

TEST 5: Kinesis Stream Check

print("="80) print("TEST 5: KINESIS STREAM CHECK?") print("="80) print("Checking
if Kinesis stream exists\n")

try: response = kinesis.describe_stream(StreamName=STREAM_NAME)
stream_status = response['StreamDescription’]['StreamStatus']

print(f"# Kinesis stream exists!")

print(f" Stream name: {STREAM_NAME}")
print(f" Status: {stream_status}")
print(f" Shards: {len(response['StreamDescription']['Shards'])}\n"

if stream_status != 'ACTIVE':
print(f" 4\ WARNING: Stream is not ACTIVE")

print(f" Wait for it to become ACTIVE before testing\n")

kinesis_exists = True




except kinesis.exceptions.ResourceNotFoundException: print(f' )¢ Kinesis stream
NOT found: {STREAM_NAMENN") print(" 4, FIX: Create the stream:") print(f" laws
kinesis create-stream --stream-name {STREAM_NAME} --shard-count 1\n")
kinesis_exists = False except Exception as e: print(f*Y{ Error: {e\n") kinesis_exists =
False

TEST 6: Lambda Trigger Check

if lambda_exists and kinesis_exists: print("="80) print("TEST 6: LAMBDA TRIGGER
CHECK?") print("="80) print("Checking if Lambda is triggered by Kinesis\n")

response = lambda_client.list_event_source_mappings(

FunctionName=LAMBDA_FUNCTION_NAME

kinesis_trigger_found = False

for mapping in response['EventSourceMappings']:
if 'kinesis' in mapping['EventSourceArn'].lower():
kinesis_trigger_found = True
state = mapping['State']
uuid = mapping['UUID']

print(f"# Kinesis trigger found!")
print (f" UUID: {uuid}")
print(f" State: {state}")




print(f" Event source: {mapping['EventSourceArn']}\n")

if state != 'Enabled':
print(f" 4\ WARNING: Trigger is NOT enabled (stat
print(" 9\, FIX: Enable the trigger in Lambda conso
print(" 1. Go to Lambda - Your function — Configur
print(" 2. Click the trigger")
print(" 3. Click 'Enable'\n")

else:
print(" v/ Trigger is enabled and should work\n")

if not kinesis_trigger_found:
print(" No Kinesis trigger found!")

print(" Lambda will NOT be invoked when data arrives in Ki

print(" ?, FIX: Add Kinesis trigger in Lambda console:")

print(" 1. Go to Lambda - Your function - Configuration -
print(" 2. Click 'Add trigger'")

print(" 3. Select 'Kinesis'")

print(f" 4, Select stream: {STREAM_NAME}")

print(" 5. Click 'Add'\n")

except Exception as e:
print(f" Error checking triggers: {e}\n")

else: print("="80) print("™ SKIPPING TEST 6: Prerequisites not met”) print("="80)

print("Fix Lambda and Kinesis issues first\n")



TEST 7: End-to-End Test (Kinesis -
Lambda - SageMaker -~ DynamoDB)

if all(fendpoint_works, dynamodb_works, lambda_exists, kinesis_exists]): print("="80)
print("TEST 7: END-TO-END PIPELINE TEST") print("="80) print("Testing complete
pipeline: Kinesis - Lambda — SageMaker — DynamoDB\n")

test_transaction_id = f"e2e-test-{int(time.time())}"

test_data = {
"transactionId": test_transaction_id,

"features": sample_features

print(f"Sending transaction to Kinesis: {test_transaction_id}\n")

try:
response = kinesis.put_record(
StreamName=STREAM_NAME,
Data=json.dumps(test_data),

PartitionKey=test_transaction_id

r

print("¥ Data sent to Kinesis!")

print(f" Shard ID: {response['ShardId']}")

print(f" Sequence number: {response['SequenceNumber']}\n")




print("Waiting 15 seconds for Lambda to process...")

time.sleep(15)

# Check DynamoDB
print("\nChecking DynamoDB for result...")
table = dynamodb.Table(DYNAMODB_TABLE_NAME)

db_response = table.get_item(Key={'transactionId': test_transact

if 'Item' in db_response:
item = db_response['Item']
print("\n" + "="*80)
print(";ﬁ SUCCESS! END-TO-END PIPELINE IS WORKING!")
print("="*80)
print(f"\nTransaction ID: {item['transactionId']}")
print(f"Prediction: {item.get('prediction', 'N/A')}")
print(f"Score: {item.get('score', 'N/A')}")
print(f"Variant: {item.get('variant',6 'N/A')}")

print("\n§ Your complete pipeline is functional!\n")

# Clean up
table.delete_item(Key={'transactionId': test_transaction_id}

print("v Test item cleaned up\n")

else:
print("\n Result NOT found in DynamoDB")
print(" Pipeline is broken somewhere\n")
print(" Most likely issues:")
print(" 1. Lambda trigger is not enabled")
print(" 2. Lambda environment variables not set")
print(" 3. Lambda IAM role missing permissions")
print(" 4. Lambda code has errors\n")
print(" Check Lambda logs for details:'")
print(f" CloudwWatch - /aws/lambda/{LAMBDA_FUNCTION_NAME}\n

except Exception as e:
print(f" Error: {e}\n")




else: print("="80) print("» SKIPPING TEST 7: Prerequisites not met") print("="80)

print("Fix the issues in previous tests first\n")

Summary

print("="80) print("DIAGNOSTIC SUMMARY") print("="80 + "\n")

print("Component Status:") print(f" {" if endpoint_works else 'X'} SageMaker
Endpoint") print(f" {'{%4' if dynamodb_works else 'Y{'} DynamoDB Table") print(f" { (%4
if lambda_exists else ' )’} Lambda Function") print(f" {4 if kinesis_exists else ')}
Kinesis Stream")

print("\n" + "="80) print("NEXT STEPS") print("="80)

if all(fendpoint_works, dynamodb_works, lambda_exists, kinesis_exists]): print("\n{%4
All components exist!") print("\nIf end-to-end test failed, check:") print(" 1. Lambda
environment variables (SAGEMAKER_ENDPOINT, DYNAMODB_TABLE)") print(" 2.
Lambda trigger is enabled") print(" 3. Lambda IAM role has required permissions")
print(" 4. Lambda logs for specific errors\n") else: print("\nx Some components are
missing or broken") print(" Fix the issues identified in the tests above\n")

print("="*80 + "\n")
1. Create a Monitoring Schedule:

“python



Cell 7: Create Baseline and
Monitoring Schedule

from sagemaker.model_monitor import DefaultModelMonitor from
sagemaker.model_monitor.dataset_format import DatasetFormat

Create a baseline from the training
data

my_monitor = DefaultModelMonitor( role=role, instance_count=1,
instance_type='ml.m5.xlarge’, volume_size_in_gb=20,
max_runtime_in_seconds=3600, )

my_monitor.suggest_baseline( baseline_dataset=s3_train_path,
dataset_format=DatasetFormat.csv(header=False), output_s3_uri=f's3://
{bucket}/{prefix}/baseline’, wait=True, logs=True )

Create an hourly monitoring
schedule

from sagemaker.model_monitor import CronExpressionGenerator

my_monitor.create_monitoring_schedule( monitor_schedule _name=f{prefix}-
schedule’, endpoint_input=endpoint_name, output_s3_uri=f's3://{bucket}/{prefix}/
monitoring-output’,
statistics=my_monitor.latest_baselining_job.baseline_statistics(),
constraints=my_monitor.latest_baselining_job.suggested_constraints(),
schedule_cron_expression=CronExpressionGenerator.hourly(),
enable_cloudwatch_metrics=True ) print(f'Monitoring schedule {prefix}-schedule’
created.”) "



Step 4.5: Create Kinesis Stream, DynamoDB Table, and Lambda

Function

1. Create Kinesis Data Stream: bash aws kinesis create-stream --stream-

name fraud-detection-stream --shard-count 1
2. Create DynamoDB Table:

o Table name: FraudDetections

o Primary key: transactionId (String)
3. Create Lambda Function:

o Name: fraud-detection-processor
> Runtime: Python 3.9

o Role: FraudDetectionLambdaRole

o Code: " python import base64 import json import boto3 import os from
decimal import Decimal

Initialize AWS clients

sagemaker_runtime = boto3.client('sagemaker-runtime') dynamodb =
boto3.resource('dynamodb’)

Get configuration from
environment variables

table = dynamodb.Table(os.environ[DYNAMODB_TABLE']) endpoint_name
= 0s.environ SAGEMAKER_ENDPOINT']

def lambda_handler(event, context): ™" Process fraud detection requests

from Kinesis



print(f"Processing {len(event|['Records'])} records")

for record in event['Records']:

try:

# Kinesis data is base64-encoded
payload = base64.b64decode(record['kinesis']['data'])
data = json.loads(payload)

transaction_id = data['transactionId']

features = data['features']

print(f"Processing transaction: {transaction_id}")

# Prepare data for SageMaker (CSV format, no label)

inference_payload = ','.join(map(str, features))

# Invoke SageMaker endpoint

response = sagemaker_runtime.invoke_endpoint (
EndpointName=endpoint_name,
ContentType="'text/csv',

Body=inference_payload

# Parse prediction result
result = float(response['Body'].read().decode())

prediction = 'fraud' if result > 0.5 else 'not_fraud'

# Get variant name (which model was used)

variant = response.get('InvokedProductionVariant', 'u

print(f"Transaction {transaction_id}: {prediction} (s

# FIX: Convert float to Decimal for DynamoDB
# DynamoDB doesn't support float types, only Decimal

score_decimal = Decimal(str(result))

# Convert features list to Decimal for DynamoDB




features_decimal = [Decimal(str(f)) for f in features

# Store result in DynamoDB
table.put_item(
Item={
'transactionId': transaction_id,
'prediction': prediction,
'score': score_decimal, # Use Decimal instea
'variant': variant,

'features': features_decimal # Use Decimal 1

print(f"+v Stored result for transaction {transaction

except Exception as e:
print(f" Error processing record: {e}")
# Continue processing other records even if one fails

continue

return {
'statusCode': 200,

'body': json.dumps(f'Successfully processed {len(event["R

- **Environment Variables:** -
DYNAMODB_TABLE : FraudDetections - SAGEMAKER_ENDPOINT :
The name of your SageMaker endpoint (e.g., fraud-detection-xgboost-
endpoint ) - **Trigger:** Add a Kinesis trigger, select fraud-
detection-stream’, and use the default settings.

Step 4.6: Set Up CloudWatch Alarm

1. Go to the CloudWatch console -> Alarms.
2. Click Create alarm.
3. Click Select metric.

4. Browse to SageMaker -> Endpoint -> Endpoint Name.



5. Find the metric named feature_baseline_drift_... for your monitoring
schedule. It may take an hour after the schedule is created to appear.

6. Metric: Select the value statistic.

7. Conditions:

> Threshold type: Static

o Whenever value is...: Greater >0
8. Notification:

o Alarm state trigger: In alarm

o Select an SNS topic: FraudDetectionAlerts

9. Name and create the alarm.

5. How to Use the Pipeline

We will use a simple Python script to send sample transactions to the Kinesis stream.

AN

1. Create send_transactions.py : python import json import boto3 import
random import pandas as pd import time import uuid

kinesis_client = boto3.client('kinesis') STREAM_NAME = "fraud-detection-
stream"

Load the test data we created earlier

test_df = pd.read_csv('test.csv', header=None)

print("Sending transactions to Kinesis...") while True: # Get a random row from
the test data row = test_df.iloc[random.randint(0, len(test_df)-1)]

# The first column is the label, the rest are features

features = row[1:].tolist()

payload = {




'"transactionId': str(uuid.uuid4()),

'features': features

response = kinesis_client.put_record(
StreamName=STREAM_NAME,
Data=json.dumps(payload),

PartitionKey="'partition-1'

print(f"Sent transaction {payload['transactionId']}. ShardId: {re

time.sleep(1) # Send one transaction per second

2. Run the script: bash # Make sure you have pandas installed: pip
install pandas # You will also need test.csv from the notebook

step python3 send_transactions.py

3. Check DynamoDB: View the FraudDetections table in the DynamoDB
console to see the real-time predictions.

6. Monitoring

* Model Monitor: In the SageMaker console, under Monitoring, you can view the
monitoring schedule. After it has run (hourly), you can inspect the results and see
any violations.

» CloudWatch Alarms: If drift is detected, your CloudWatch alarm will enter the
In alarm state.

* SNS/Email: You will receive an email notification when the alarm is triggered.

» Data Capture S3 Bucket: You can inspect the data-capture folder in your S3
bucket to see the raw request/response payloads.



7. Cleanup

1. Stop the send_transactions.py script.

2. Delete SageMaker Endpoint and related resources: python # In your

SageMaker notebook my_monitor.delete_monitoring_schedule()

SCISISH

SEess.

S EISISE

SCISISH

SEess.

sagemaker_client.
sagemaker_client.
sagemaker_client.
sagemaker_client.

sagemaker_client.

delete_endpoint (EndpointName=endpoint_name)
delete_endpoint_config(EndpointConfigName=new_endpoint_«
delete_endpoint_config(EndpointConfigName=endpoint_conf:
delete_model(ModelName=model_v1.name)

delete_model(ModelName=model v2.name)

3. Delete Kinesis Stream, Lambda Function, DynamoDB Table, CloudWatch
Alarm, and SNS Topic.

4. Delete IAM Roles.

5. Empty and Delete S3 Bucket: bash aws s3 rb s3://$BUCKET_NAME --

force
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