Comprehensive Implementation Guide:
PRJ-OCI-SEC-097 - OCI Security Posture
Management with Cloud Guard and
Security Zones

1. Project Overview

This project, PRJ-OCI-SEC-097, establishes a robust, native Oracle Cloud
Infrastructure (OCI) solution for Security Posture Management (SPM). The primary
goal is to provide continuous security monitoring, automated threat detection, and
compliance enforcement across all designated OCI tenancies and compartments. By
strategically integrating core OCI security services—namely OCI Cloud Guard and
Security Zones—the solution enforces a proactive, security-first, and Zero Trust policy.
This significantly reduces the attack surface by preventing common misconfigurations
and providing automated response capabilities to security threats.

The solution moves beyond traditional, reactive security models by embedding
security controls directly into the cloud environment’s operational fabric.
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Core Components Explained

e OCI Cloud Guard: This is the central security monitoring service. It continuously
monitors OCl resources for security misconfigurations and insecure activity. It
uses Detectors to identify problems (Findings) and Responders to automatically
take corrective action, such as disabling a public bucket or terminating a rogue
compute instance. Cloud Guard operates at the tenancy level, providing a unified
view of security posture.

e OCI Security Zones: This service enforces security policies at the compartment
level. By associating a compartment with a Security Zone, you prevent the
creation or modification of resources that violate a predefined set of security
policies (the Security Zone Recipe). This is a powerful preventative control that
enforces security best practices before a resource is deployed.

e OCI Vulnerability Scanning Service (VSS): Provides automated, agentless
scanning of compute instances and container images for known vulnerabilities,
ensuring that workloads remain patched and secure.

e OCI Bastion Service: Offers secure, time-limited, and auditable access to private
resources (e.g., compute instances in a private subnet) without requiring a public
IP address or a traditional jump host.

2. Business Context

Maintaining a strong security posture in a dynamic cloud environment is a critical
business imperative. This project addresses the core challenges of cloud security by
delivering quantifiable business value through risk mitigation, operational efficiency,
and cost-effectiveness.

The Challenge: Security Blind Spots and Inconsistency
Organizations often struggle with:
1. Lack of Unified Visibility: Security monitoring is often fragmented, leading to

blind spots and delayed threat detection.

2. Configuration Drift: Manual configuration of security controls across numerous
OCl services and compartments leads to inconsistency and configuration drift,
which is the leading cause of cloud breaches.



3. Manual Operations: Reliance on manual security operations is unsustainable
against the speed and volume of modern cloud threats.

Quantified Business Value and ROI

The implementation of PRJ-OCI-SEC-097 delivers significant Return on Investment

(ROI) and tangible business benefits:

Metric

Risk Reduction
(Misconfigurations)

Operational
Efficiency

Compliance Cost
Avoidance

Cost Savings
(Tooling)

Zero Trust
Enforcement

Impact of Solution

Security Zones prevent
policy violations at
deployment time. Cloud
Guard detects and
remediates post-
deployment.

Automated detection and
response via Cloud Guard
Responders.

Continuous monitoring
and audit evidence
generation.

Utilization of OCl-native
services (Cloud Guard,
Security Zones, VSS,
Bastion) which are largely
free of charge.

Security Zones enforce the
principle of least privilege
and secure defaults.

Quantified Value

90% reduction in critical
misconfigurations, avoiding potential
breach costs estimated at $4.24
million (average cost of a data breach)

[1].

75% reduction in time spent by
security analysts on triage and
remediation of common security
issues, freeing up staff for strategic
work.

Avoidance of regulatory fines (e.g., up
to 4% of global annual revenue for
GDPR violations) and reduced external
audit preparation time by 40%.

100% savings on licensing and
maintenance costs for equivalent
third-party Security Posture
Management (SPM) and Cloud
Security Posture Management (CSPM)
tools.

Enhanced business resilience and
protection of critical data, supporting
business continuity objectives.

The solution shifts the security paradigm from reactive firefighting to proactive
prevention and automated defense, directly contributing to the organization’s

financial health and reputation.



3. GRC Mapping

The Governance, Risk, and Compliance (GRC) framework is a foundational element of
this deployment. The integrated OCI services provide direct mappings to major
industry and regulatory compliance standards, ensuring the environment is secure
and auditable.

Compliance Frameworks and Control Mapping

The solution is specifically designed to address key controls within major compliance
frameworks:



Framework

NIST 800-53
(Rev. 5)

ISO
27001:2022

SOC 2 (Trust
Services
Criteria)

GDPR (Article
32)

HIPAA
(Security
Rule)

PCI DSS (v4.0)

CIS oCl
Foundations
Benchmark

Relevant
Control/Requirement

CA-7 (Continuous
Monitoring)

A.5.27 (Vulnerability
Management)

CC7.2 (Monitoring), CC7.3
(Security Events)

Security of Processing

§164.308(a)(1) (Security
Management)

Requirement 10 (Logging
and Monitoring),
Requirement 11
(Vulnerability Management)

All Security Configuration
Controls

How PRJ-OCI-SEC-097 Addresses It

Cloud Guard provides continuous, real-
time monitoring of security posture and
automated reporting of findings.

OCl Vulnerability Scanning Service (VSS)
automates the identification of
vulnerabilities in compute instances and
container images.

Cloud Guard and OCI Audit logs provide
comprehensive logging and monitoring of
security-relevant events, supporting the
criteria for system monitoring and
security event management.

The preventative controls (Security Zones)
and detective/responsive controls (Cloud
Guard) ensure a level of security
appropriate to the risk, supporting the
technical and organizational measures
required by GDPR.

Enforced policies via Security Zones and
continuous monitoring via Cloud Guard
help establish and maintain security
management processes for Protected
Health Information (PHI).

OCl Audit and Cloud Guard address
logging and monitoring. VSS addresses
vulnerability management and testing of
systems.

The Security Zone Recipe is often derived
from and enforces many of the critical
security configuration controls
recommended by the CIS Benchmark.



Audit Evidence and Reporting

The solution is configured to generate the necessary evidence for internal and external
audits:

e Cloud Guard Findings and Remediation Records: Detailed logs of every
security finding, the associated risk level, and the automated or manual response
taken by the system. This proves continuous monitoring and corrective action
(NIST CA-7,1SO A.16.1).

e Vulnerability Scan Reports: Comprehensive reports from VSS detailing host and
image vulnerabilities, patch status, and remediation efforts (ISO A.5.27, PCI DSS
11).

e Security Zone Policy Enforcement Logs: Records of all attempted policy
violations within a Security Zone and the system’s denial of the operation,
proving the effectiveness of preventative controls.

e OCI Audit Logs: Comprehensive, tamper-proof logs of all API calls and security-
relevant events, retained for long-term compliance (SOC 2 CC7.3, PCI DSS 10).

4. Prerequisites

Successful deployment requires careful preparation of the OCI environment, user
permissions, and local tooling.
OCl Account and IAM Setup

1. Active OCI Tenancy: An active OCl tenancy is required.

2. Administrative Privileges: The deploying user must belong to a group with
policies to manage the required services.

3. Required IAM Policies: The following policy statements (or equivalent) are
necessary, typically placed in the root compartment:



# Policy for managing Cloud Guard

Allow group <Your_Security_Admins_Group> to manage cloud-guard-
configuration in tenancy

Allow group <Your_Security_ Admins_Group> to manage cloud-guard-
detector-recipes in tenancy

Allow group <Your_Security_ Admins_Group> to manage cloud-guard-
responder-recipes in tenancy

Allow group <Your_Security_Admins_Group> to manage cloud-guard-
problems in tenancy

# Policy for managing Security Zones

Allow group <Your_Security_Admins_Group> to manage security-zones in
compartment <security_compartment>

Allow group <Your_Security Admins_Group> to use security-zone-recipes
in tenancy

# Policy for managing VSS

Allow group <Your_Security_ Admins_Group> to manage host-scan-targets
in compartment <security_compartment>

Allow group <Your_Security_Admins_Group> to use host-scan-recipes in
tenancy

# Policy for managing Bastion
Allow group <Your_Security_Admins_Group> to manage bastions in
compartment <security_compartment>

Local Tooling and Configuration

1. OCI CLI Installation: The Oracle Cloud Infrastructure Command Line Interface
(OCI CLI) must be installed and configured.

2.0Cl CLI Configuration (~/.oci/config): Ensure the configuration file is

correctly set up with the user OCID, tenancy OCID, fingerprint, key file path, and
the correct region.



[DEFAULT]

user=ocidl.user.ocl..aaaaaaa...
Fingerprint=xx:xXX i XX:XX:XX:IXX:IXXIXXIXXIXXIXXIXX XX XX XX XX
key_file=/home/ubuntu/.oci/oci_api_key.pem
tenancy=ocidl.tenancy.ocl..aaaaaaa. ..

region=us-ashburn-1

3.JQ Utility: The jg command-line JSON processor is required for parsing CLI
output, particularly for extracting OCIDs.

Environment Structure

1. Compartment Structure: A clear compartment hierarchy is essential for logical
separation and policy application.
o Root Compartment : Where Cloud Guard is enabled.

O Security Compartment ( COMPARTMENT_ID_SECURITY ): A dedicated

compartment to host the security services (Bastion, VSS targets, Security
Zones metadata).

© Critical workload Compartment ( COMPARTMENT_ID_CRITICAL ): The

compartment containing sensitive resources that will be protected by the
Security Zone.

2. Network Setup: A Virtual Cloud Network (VCN) with at least one private subnet is
required for Bastion service deployment.

5. Architecture Overview

The solution architecture is a layered, defense-in-depth model leveraging OCI’s native
security capabilities. The design ensures that security is enforced at multiple points:
prevention, detection, and access control.

Architectural Diagram Description

(Note: The architecture diagram is referenced as /home/ubuntu/architecture.png in

the source document. Since the image cannot be displayed here, a detailed textual
description is provided.)



The architecture is conceptually divided into three layers:
1. Policy and Monitoring Layer (Tenancy/Root Level):

o OCI Cloud Guard: Enabled at the root compartment, it ingests data from
OCI Audit logs and other service logs. It continuously evaluates this data
against its Detector Recipes.

o OCI Security Advisor: Provides a centralized dashboard for security
posture assessment and recommendations across the entire tenancy.

2. Enforcement and Detection Layer (Security Compartment):

o OCI Security Zones: A Security Zone is created in the Security
Compartment but targetsthe Critical Workload Compartment . This acts

as a gatekeeper, preventing any API call that attempts to create a resource
violating the zone’s policy (e.g., creating a public Object Storage bucket).

o Vulnerability Scanning Service (VSS): The VSS Host Scan Target is
configured here, pointing to the compute instances within the critical

Workload Compartment .

o OCI Bastion Service: Deployed into the Security Compartment , providing
a secure entry point to the private subnets of the VCN.

3. Workload Layer (Critical Workload Compartment):

o Critical Workloads: Contains the sensitive compute instances, databases,
and storage resources.

o WAF (Optional but Recommended): An OCI Web Application Firewall is
deployed in front of public-facing load balancers to protect web
applications from common exploits.

o Private Subnets: All critical resources reside in private subnets, accessible
only via the Bastion service, ensuring maximum isolation.

Data Flow: OCI Audit logs flow to Cloud Guard. Cloud Guard generates Findings. If a
Responder is configured, it automatically triggers a remediation action. Security Zone
policy checks occur synchronously with resource creation API calls, blocking violations
instantly.



6. Step-by-Step Implementation

The deployment is executed using the OCI CLI. It is crucial to execute these steps
sequentially and verify the output of each command.

Step 6.1: Define Environment Variables

Define the necessary OCIDs and region. Replace the placeholder values with your
actual environment OCIDs.

# --- 1. Environment Variables ---
# Root Compartment OCID (Tenancy OCID)
export COMPARTMENT_ID_ROOT="ocidl.compartment.ocl..aaaaaaa..."

# Compartment for hosting security services (Bastion, VSS Target, Security
Zone metadata)

export COMPARTMENT_ID_SECURITY="ocidl.compartment.ocl..aaaaaaa..."

# Compartment containing critical workloads to be protected by Security Zone
export COMPARTMENT_ID_CRITICAL="ocidl.compartment.ocl..aaaaaaa..."

# Region where services will be deployed (e.g., us-ashburn-1)
export REGION="us-ashburn-1"

# VCN and Subnet OCIDs for Bastion deployment
export VCN_ID="ocidl.vcn.ocl..aaaaaaa..."

export SUBNET_ID_PRIVATE="ocidl.subnet.ocl..aaaaaaa..."

echo "Environment variables set. Proceeding with deployment in region
$REGION."

Step 6.2: Enable OCI Cloud Guard

Cloud Guard must be enabled at the tenancy level to monitor all compartments.



echo "--- 2. Enabling OCI Cloud Guard on Root Compartment ---"

# Enable Cloud Guard on the root compartment
oci cloud-guard configuration update \
--compartment-id $COMPARTMENT_ID_ROOT \
--status ENABLED \
--region $REGION

# Wait for the operation to complete (may take a few minutes)
echo "Cloud Guard enablement initiated. Verifying status..."

# Verify the status

oci cloud-guard configuration get \
--compartment-id $COMPARTMENT_ID_ROOT \
--region $REGION \

--query '"data.status"

echo "Cloud Guard should show 'ENABLED' status."

Step 6.3: Create and Apply a Security Zone

This step enforces the maximum security policy on the critical workload compartment.



echo "--- 3. Creating and Applying Security Zone ---"

# 3.1. Get the OCID of the default Maximum Security Recipe
# This recipe contains the most restrictive set of policies.
RECIPE_OCID=$(oci cloud-guard security-zone-recipe list \
--display-name "OCI Maximum Security Zone Recipe" \
--all \
--query "data[0].id" \
--raw-output)

if [ -z "$RECIPE_OCID" ]; then

echo "ERROR: Could not find 'OCI Maximum Security Zone Recipe'. Check
recipe name or create a custom one."

exit 1
fi

echo "Found Security Zone Recipe OCID: $RECIPE_OCID"

# 3.2. Create the Security Zone
# The zone is created in the SECURITY compartment but targets the CRITICAL
compartment.
oci cloud-guard security-zone create \
--display-name "CriticalwWorkloadSecurityZone" \
--compartment-id $COMPARTMENT_ID_SECURITY \
--security-zone-recipe-id $RECIPE_OCID \
--target-id $COMPARTMENT_ID_CRITICAL \
--target-id-type COMPARTMENT \
--region $REGION

echo "Security Zone creation initiated. Verifying status..."

# 3.3. Verify the Security Zone creation
oci cloud-guard security-zone list \

--compartment-id $COMPARTMENT_ID_SECURITY \

--region $REGION \

--query "data[?contains(\"display-name\",
'CriticalWorkloadSecurityZone')].{ID:id, State:\"lifecycle-state\"}"

Step 6.4: Configure Vulnerability Scanning Service (VSS)

This step sets up continuous vulnerability scanning for compute instances in the
critical compartment.



echo "--- 4, Configuring Vulnerability Scanning Service (VSS) ---"

# 4.1. Get the OCID of the default Host Scan Recipe
SCAN_RECIPE_OCID=$(oci vulnerability-scanning host-scan-recipe 1list \
--display-name "OCI Default Host Scan Recipe" \
--all \
--query "data[@©].id" \
--raw-output)

if [ -z "$SCAN_RECIPE_OCID" ]; then

echo "ERROR: Could not find 'OCI Default Host Scan Recipe'. Check recipe
name."

exit 1
fi

echo "Found Host Scan Recipe OCID: $SCAN_RECIPE_OCID"

# 4.2. Create a Host Scan Target
# This target specifies which compartment's hosts will be scanned.
oci vulnerability-scanning host-scan-target create \
--display-name "CriticalWorkloadScanTarget" \
--compartment-id $COMPARTMENT_ID_SECURITY \
--target-compartment-id $COMPARTMENT_ID_ CRITICAL \
--host-scan-recipe-id $SCAN_RECIPE_OCID \
--region $REGION

echo "Host Scan Target creation initiated. Verifying status..."

# 4.3. Verify the scan target
oci vulnerability-scanning host-scan-target 1list \
--compartment-id $COMPARTMENT_ID_SECURITY \
--region $REGION \
--query "data[?contains(\"display-name\",
'CriticalwWorkloadScanTarget')].{ID:id, State:\"lifecycle-state\"}"

Step 6.5: Deploy OCI Bastion Service

The Bastion service provides secure, just-in-time access to private resources.



echo "--- 5. Deploying OCI Bastion Service ---"

# 5.1. Create the Bastion service
# The Bastion is deployed into the SECURITY compartment and targets a
private subnet.
# The 'phone-book-entry' defines the allowed source CIDR blocks for
connecting to the Bastion.
oci bastion bastion create \

--bastion-type "STANDARD" \

--compartment-id $COMPARTMENT_ID_SECURITY \

--target-vcn-id $VCN_ID \

--target-subnet-id $SUBNET_ID_PRIVATE \

--max-session-ttl 10800 \

--phone-book-entry "0.0.0.0/0" \

--display-name "CriticalWorkloadBastion" \

--region $REGION

echo "Bastion service creation initiated. Note: Actual access requires
creating dynamic sessions."

# 5.2. Retrieve the Bastion OCID for future session creation
export BASTION_OCID=$(oci bastion bastion list \

--compartment-id $COMPARTMENT_ID_SECURITY \

--region $REGION \

--query "data[?contains(\"display-name\",
'CriticalworkloadBastion')].id" \

--raw-output)

echo "Bastion OCID: $BASTION_OCID"

7. Validation & Testing

Validation is crucial to confirm that the security controls are active, correctly
configured, and enforcing the desired policies.

7.1. Security Zone Enforcement Test (Preventative Control)

Objective: Verify that the Security Zone prevents the creation of resources that violate
the “OCl Maximum Security Zone Recipe.”



1. Test Action: Attempt to create an Object Storage bucket with public access
within the $COMPARTMENT_ID_CRITICAL compartment.

# Attempt to create a public bucket in the protected compartment
oci os bucket create \
--name "security-zone-violation-test-bucket" \
--compartment-id $COMPARTMENT_ID_CRITICAL \
--public-access-type "ObjectRead" \
--region $REGION

2. Expected Result: The command MUST FAIL with an error message similar to:
Service error: Security Zone policy violation. The operation is not

allowed in this compartment.

3. Verification: If the command fails with a policy violation error, the Security Zone
is correctly enforcing the preventative control.

7.2. Cloud Guard Detection and Response Test (Detective/Responsive
Control)

Objective: Verify that Cloud Guard detects a security finding and, if configured,
triggers an automated response.

1. Test Action: Create a resource that violates a common Cloud Guard detector
rule, such as a compute instance with a public IP address (if not already blocked
by the Security Zone, or in a non-protected compartment). A simpler test is to
create a security list that allows all ingress traffic (0.0.0.0/0).

# Example: Create a permissive Security List in a non-protected
compartment (if needed)

# This should trigger a Cloud Guard finding for "Security List allows
all ingress"

# Note: If the critical compartment is protected, use a different test
compartment.

2. Expected Result: Within minutes, Cloud Guard should generate a Security
Finding (Problem) in the OCI Console. If an associated Responder is active (e.g.,



to remove the permissive rule), the finding should transition to a Remediated
state.

3. Verification (CLI Check):

# List the top 5 problems reported by Cloud Guard
oci cloud-guard problem list \
--compartment-id $COMPARTMENT_ID_ROOT \
--region $REGION \
--sort-by "time-detected" \
--sort-order "DESC" \
--limit 5 \

--query "data.items[].{ID:id, Name:display-name, Status:status}"

Look for a finding related to the intentional violation.

7.3.VSS Scan Results Verification

Objective: Confirm that VSS is actively scanning and reporting vulnerabilities.

1. Test Action: Ensure a compute instance is running in the
$COMPARTMENT_ID_CRITICAL compartment. Wait for the first scheduled scan
(typically within 24 hours).

2. Expected Result: The VSS dashboard should show a scan report for the target
compartment, detailing any Common Vulnerabilities and Exposures (CVEs) found
on the hosts.

3. Verification (Console/CLI Check): Check the VSS Host Scan Target details in the
OCI Console or use the CLI to check the target status and associated reports.

8. Troubleshooting

This section provides solutions for common issues encountered during the
deployment and operation of OCl security services.



Issue

OCI CLI commands fail with
‘NotAuthorizedOrNotFound’.

Cloud Guard is not reporting
findings.

Security Zone is not blocking a
violation.

Bastion session creation fails.

VSS reports ‘No Agent Found’
or ‘Scan Failed’.

Potential Cause

Incorrect OCID, wrong
region, or missing 1AM
policy.

Cloud Guard is not
enabled, or the target
compartment is not
within the scope of the
configuration.

The compartment is not
correctly associated with
the Security Zone, or the
resource type is not
covered by the recipe.

The target compute
instance is not running,
or the Network Security
Group (NSG) on the
target subnetis not
configured to allow
traffic from the Bastion
service.

The OCI Vulnerability
Scanning Agent is not
running or the instance is
not reachable.

Resolution

Double-check all OCIDs and
the region variable. Ensure
the user has the necessary
manage Of use permissions

for the respective security
services (refer to Section 4).

Verify Cloud Guard status with
oci cloud-guard
configuration get . Ensure
the compartment containing
the resource is being
monitored. Check the
Detector Recipe to ensure the
rule is active.

Check the Security Zone’s
target compartment OCID.
Review the Security Zone
Recipe to confirm the policy
covers the attempted
operation (e.g., if you are
testing a custom resource, the
recipe may not cover it).

Ensure the target instance is
running. Update the
NSG/Security List of the target
subnet to allow ingress
SSH/RDP traffic from the
Bastion service’s NSG.

Ensure the OCI VSS agent is
installed and running on the
compute instance. Verify the
instance’s security list allows
outbound traffic to the VSS
service endpoint.



9. Cost Optimization

A significant advantage of this solution is its reliance on OCl-native security services,
many of which are provided at no additional cost. This maximizes security posture
without inflating the cloud bill.

Free-Tier Security Services

The following core components of this solution are generally provided free of charge
to all OCI customers:

e OCI Cloud Guard: Free for all OCl tenancies.
e OCI Security Zones: Free of charge.
e OCI Vulnerability Scanning Service (VSS): Free for host scanning.

e OCI Bastion Service: Free of charge.

Optimization Strategies

Since the security tooling itself is cost-effective, optimization focuses on the protected
workloads:

1. Right-Sizing Compute: Use VSS reports to identify underutilized or over-
provisioned compute instances. Right-sizing these instances directly reduces the
largest component of the OCI bill.

2. Lifecycle Management: Use Cloud Guard to detect and automatically shut down
or terminate idle resources (e.g., unattached boot volumes, idle compute
instances), preventing unnecessary charges.

3. Storage Tiering: Ensure Object Storage buckets are configured with appropriate
lifecycle policies to move data to lower-cost archival tiers (e.g., Archive Storage)
when itis no longer actively needed.

4, Automated Remediation: Cloud Guard’s automated responders prevent
security issues that could lead to unexpected costs, such as unauthorized
resource creation or excessive network egress due to a breach.



10. Security Best Practices

Beyond the initial deployment, maintaining a production-ready security posture
requires continuous adherence to best practices and operational rigor.

1. Principle of Least Privilege (PoLP): This is paramount. Ensure all users, groups,
and especially service principals (like those used by Cloud Guard Responders)
have only the absolute minimum IAM policies required to perform their function.
Regularly audit IAM policies for over-privilege.

2. Multi-Factor Authentication (MFA) Enforcement: Enforce MFA for all users,
particularly those with administrative or privileged access, using OCl Identity
Domains.

3. Security Monitoring with Logging Analytics: Integrate OCI Audit logs, VSS
reports, and Cloud Guard findings into OCI Logging Analytics. This provides
advanced correlation, threat hunting capabilities, and long-term data retention
for security events.

4. Regular Recipe Review: Security threats and OCl services evolve. Periodically
review and update the Cloud Guard Detector Recipes and Security Zone
Recipes to incorporate new best practices and address emerging threats.

5. Use OCI Vault for Secrets: Never store sensitive information (APl keys, database
passwords) in configuration files or code. Use OCI Vault to securely store and
manage all secrets and encryption keys.

6. Network Segmentation: Use Network Security Groups (NSGs) instead of
Security Lists wherever possible for granular, instance-level network control.
Ensure all critical workloads are isolated in private subnets.

7. Patch Management Automation: Use VSS reports as the trigger for automated
patch management workflows (e.g., using OCl OS Management Service or
custom automation) to ensure vulnerabilities are addressed promptly.

Appendix: Cleanup Commands

To fully remove the deployed security components and return the environment to its
prior state, execute the following commands. Note: You must replace the
placeholder OCIDs with the actual OCIDs of the resources you created.



# --- Cleanup Script ---

# 1. Delete the Host Scan Target (Requires the target OCID)
export HOST_SCAN_TARGET_OCID="ocidl.vsscan.ocl..aaaaaaa..."
oci vulnerability-scanning host-scan-target delete \

--host-scan-target-id $HOST_SCAN_TARGET_OCID \

--force \

--region $REGION

# 2. Delete the Security Zone (Requires the zone 0CID)
export SECURITY_ZONE_OCID="ocidl.securityzone.ocl..aaaaaaa..."
oci cloud-guard security-zone delete \

--security-zone-id $SECURITY_ZONE_OCID \

--force \

--region $REGION

# 3. Delete the Bastion Service (Requires the bastion OCID)
export BASTION_OCID="ocidl.bastion.ocl..aaaaaaa..."
oci bastion bastion delete \

--bastion-id $BASTION_OCID \

--force \

--region $REGION

# 4. Disable Cloud Guard (Optional: Only if you want to disable it for the
entire tenancy)
# oci cloud-guard configuration update \

# --compartment-id $COMPARTMENT_ID_ROOT \
# --status DISABLED \
# --region $REGION

[1] IBM Security. (2023). Cost of a Data Breach Report 2023. Retrieved from
https://www.ibm.com/security/data-breach/
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