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1. Project Overview

This project, PRJ-AZURE-SEC-057, establishes a robust, modern Zero Trust security
architecture within the Azure cloud environment. The fundamental principle of Zero
Trust—”never trust, always verify”—is implemented by leveraging a tightly integrated
suite of Microsoft security services. The solution is anchored by Azure Active
Directory (Azure AD) for centralized identity and access management, which acts as
the control plane for all access decisions.

The architecture is designed to provide unified security monitoring, advanced threat
detection, and automated response capabilities across all cloud and hybrid assets.
The two primary security pillars are:

1. Cloud Security Posture Management (CSPM) and Cloud Workload Protection
(CWPP): Delivered by Microsoft Defender for Cloud. This service continuously
assesses the security configuration of Azure resources against industry
benchmarks and provides advanced threat protection for various workloads,
including Virtual Machines (VMs), containers, and databases.

2. Security Information and Event Management (SIEM) and Security
Orchestration, Automation, and Response (SOAR): Centralized in Azure
Sentinel. Sentinel ingests security data from Defender for Cloud, Azure AD, and
other sources, uses machine learning to detect sophisticated threats, and
orchestrates automated responses via Logic Apps (SOAR playbooks).

This comprehensive integration ensures that every access request is explicitly verified,
least privilege is enforced, and the entire digital estate—including Azure, on-premises,



and multi-cloud environments via Azure Arc—is under continuous, intelligent security
surveillance.

2. Business Context

The modern threat landscape, characterized by sophisticated ransomware, state-
sponsored attacks, and complex phishing campaigns, necessitates a proactive and
automated security posture. Traditional perimeter-based security models are
ineffective in the cloud, where the perimeter is dissolved and identity is the new
control plane.

The Problem: Security Blind Spots and Alert Fatigue

Many organizations operating in Azure suffer from fragmented security visibility.
Security data is scattered across multiple services (e.g., NSG flow logs, Azure AD sign-in
logs, VM agent logs), leading to security blind spots and delayed threat detection.
Furthermore, the sheer volume of security alerts often leads to alert fatigue, where
critical incidents are missed amidst the noise of low-priority notifications. Manual
incident response is slow, costly, and cannot scale to meet the velocity of cloud-scale
attacks, resulting in a high Mean Time to Respond (MTTR).

The Solution: Unified, Intelligent, and Automated Security

PRJ-AZURE-SEC-057 addresses these challenges by creating a single, unified security
operations platform.

Unified Security: Azure Sentinel acts as the central hub, aggregating security
data from all sources, including Microsoft Defender for Cloud, Azure AD, and
third-party tools. This provides a single pane of glass for security analysts.

Intelligent Detection: Azure Sentinel leverages Microsoft’s vast threat
intelligence and machine learning capabilities to correlate low-fidelity signals
into high-fidelity, actionable incidents, significantly reducing alert noise.

Automated Response (SOAR): The implementation includes pre-built and
custom SOAR playbooks (Azure Logic Apps) that automatically execute incident
response tasks, such as isolating a compromised VM, blocking a malicious IP
address, or notifying the security team.



Quantified Business Value and ROI

The implementation of this architecture delivers significant, quantifiable business
value:

Metric
Before
Implementation

After Implementation
(Projected)

Business Value/ROI

Mean Time to
Respond
(MTTR)

4 hours (Manual)
30 minutes
(Automated)

87.5% Reduction. Faster
containment minimizes
breach impact and
regulatory fines.

Security
Analyst
Efficiency

60% on
Triage/Response

80% on
Investigation/Hunting

20% Efficiency Gain.
Automation frees up analysts
to focus on complex, high-
value threats.

Compliance
Score

65% (Reactive) 90%+ (Proactive)

Improved Audit Readiness.
Continuous CSPM ensures
adherence to regulatory
benchmarks, reducing audit
preparation time and risk of
non-compliance penalties.

Cost Savings
(Breach
Avoidance)

High Risk
Significantly Reduced
Risk

The cost of a data breach is
estimated at millions of
dollars; proactive defense
provides substantial risk
transfer and cost avoidance.

Operational
Simplicity

Multiple
Consoles/Tools

Single Azure Sentinel
Console

Reduced complexity lowers
training costs and
operational overhead.

Risk Mitigation

This architecture is specifically designed to mitigate the most critical cloud security
risks:

Ransomware and Malware: Defender for Cloud’s CWPP capabilities provide
real-time monitoring and behavioral analysis to detect and block malicious



payloads. Automated playbooks can immediately isolate infected hosts.

Credential Theft and Phishing: Azure AD Conditional Access and Multi-Factor
Authentication (MFA) prevent unauthorized access, while Sentinel monitors sign-
in logs for anomalous behavior (e.g., impossible travel).

Advanced Persistent Threats (APTs): Sentinel’s correlation engine links
seemingly disparate events across the kill chain, revealing complex, multi-stage
attacks that would otherwise go unnoticed.

3. GRC Mapping

Governance, Risk, and Compliance (GRC) are foundational to this project. The
integrated security services provide the necessary technical controls and audit
evidence to align with major industry and regulatory frameworks.

Compliance Frameworks and Control Mapping

The solution directly addresses controls within the following frameworks:



Framework Control/Baseline Description of Alignment

Microsoft Cloud
Security
Benchmark
(MCSB)

All Controls

Defender for Cloud continuously assesses and
enforces the MCSB, which is Microsoft’s
security baseline built on industry best
practices.

NIST
Cybersecurity
Framework
(CSF)

Detect (DE) and
Respond (RS) Functions

DE.AE-1 (Alerts): Azure Sentinel generates
high-fidelity alerts. DE.CM-1 (Monitoring):
Sentinel provides continuous monitoring of
all security events. RS.RP-1 (Response Plan):
SOAR playbooks implement the automated
response plan.

ISO/IEC
27001:2022

A.8.16 (Monitoring),
A.8.23 (Vulnerability
Management), A.8.24
(Incident
Management)

Monitoring: Centralized logging in Sentinel
meets the requirement for continuous
monitoring. Vulnerability Management:
Defender for Cloud provides continuous
vulnerability scanning and remediation
recommendations. Incident Management:
SOAR playbooks automate the incident
response process.

SOC 2 Type 2

CC7.2 (System
Monitoring), CC7.3
(Security Event
Management)

The core functions of Azure Sentinel (SIEM)
and Defender for Cloud (CSPM/CWPP) directly
satisfy the criteria for monitoring system
components and managing security events to
detect and prevent unauthorized access.

MITRE ATT&CK
Cloud Tactics and
Techniques

Azure Sentinel’s analytics rules and hunting
queries are mapped to the MITRE ATT&CK
framework, allowing security teams to
understand and defend against real-world
attack patterns, such as Initial Access,
Persistence, and Lateral Movement.

Regulatory Alignment

The technical controls implemented by this project support compliance with key
regulations:



GDPR (General Data Protection Regulation): Article 32 (Security of
Processing) is addressed by the continuous monitoring and threat detection
capabilities. Article 33 (Notification of a personal data breach) is supported by
SOAR playbooks that can automate the initial steps of breach notification and
documentation.

HIPAA (Health Insurance Portability and Accountability Act): §164.308(a)(6)
(Security Incident Procedures) is enforced through automated SOAR
playbooks, ensuring that security incidents involving Protected Health
Information (PHI) are handled consistently and rapidly.

PCI DSS (Payment Card Industry Data Security Standard): Requirement 10
(Track and Monitor All Access) and Requirement 11 (Regularly Test Security
Systems) are met by Azure Sentinel’s centralized log collection and analysis, and
Defender for Cloud’s continuous security assessments.

Audit Evidence Generation

The architecture automatically generates the necessary artifacts for compliance
audits:

1. Security Posture Assessments: Compliance scores and detailed
recommendations from Microsoft Defender for Cloud serve as evidence of
continuous security control enforcement.

2. Incident Records: Azure Sentinel maintains a complete, immutable record of all
security incidents, including the initial alert, the investigation timeline, and the
final resolution.

3. SOAR Execution Logs: Logic App run history provides irrefutable evidence of
automated response actions, demonstrating that security policies were executed
without human intervention, which is critical for demonstrating consistent
control operation.

4. Configuration Baselines: Azure Policy integration (managed by Defender for
Cloud) ensures that resource configurations remain compliant with defined
security baselines.



4. Prerequisites

Successful deployment requires specific accounts, tools, and permissions to be in
place.

Required Accounts and Permissions

Requirement Description
Minimum Required
Role

Notes

Azure
Subscription

An active, non-trial
Azure subscription.

Owner or User Access
Administrator

Required to assign the
necessary permissions and
enable Defender for Cloud
at the subscription level.

Deployment
User

The user executing
the deployment
commands.

Contributor on the
target Resource Group

Required for creating the
Log Analytics Workspace
and Logic Apps.

Security
Admin

For configuring
data connectors.

Security
Administrator or
Global Administrator
in Azure AD

Required to configure Azure
AD diagnostic settings and
enable data connectors in
Sentinel.

Azure AD
License

Azure AD P1 or P2
license.

N/A
Required to stream Azure AD
Sign-in and Audit logs to
Log Analytics.

Required Tools and Setup

1. Azure CLI (Command-Line Interface):
Installation: Must be installed on the local machine.

Configuration: The deployment user must run az login  and select the
correct subscription using az account set --subscription
<subscription-id> .

2. Log Analytics Workspace:
A pre-existing or newly created Log Analytics Workspace is required to host
Azure Sentinel. The workspace must be in a supported region.



3. SOAR Playbook Definition:
The conceptual logic-app-definition.json  file must be finalized and
available locally for deployment.

5. Architecture Overview

The security architecture is based on a centralized security hub model, with Azure
Sentinel at its core. This model ensures all security telemetry is aggregated, analyzed,
and acted upon from a single point.

Key Components and Data Flow

1. Identity and Access Control (Azure AD): All access to Azure resources is
mediated by Azure AD. Conditional Access policies enforce Zero Trust principles,
requiring explicit verification (e.g., MFA, compliant device) before granting
access. Logs from Azure AD (Sign-in and Audit) are streamed to Sentinel.

2. Cloud Security and Workload Protection (Microsoft Defender for Cloud):
CSPM: Continuously scans the Azure environment for misconfigurations
and compliance violations, providing a Secure Score.

CWPP: Protects workloads (VMs, containers, SQL) using agents and
agentless scanning, generating security alerts.

3. Data Ingestion and Analysis (Azure Sentinel):
Sentinel connects to Defender for Cloud and Azure AD via built-in data
connectors.

It uses Kusto Query Language (KQL) for data analysis and Analytics Rules
to correlate events and create high-fidelity security incidents.

4. Hybrid/Multi-Cloud Coverage (Azure Arc): For resources outside of Azure (on-
premises servers, VMs in AWS/GCP), Azure Arc extends the Azure control plane.
By onboarding these resources to Arc, they can be protected by Defender for
Cloud and their logs can be ingested into Azure Sentinel, ensuring a truly unified
security posture.

5. Automated Response (SOAR Playbooks):
When an incident is created in Sentinel, an Automation Rule triggers a
linked Logic App (the SOAR playbook).



The Logic App executes pre-defined, automated actions, such as isolating a
VM, resetting a user’s password, or enriching the incident with external
threat intelligence.

Conceptual Data Flow Diagram

While a visual diagram ( architecture.png ) is referenced, the conceptual flow is
critical:

1. Telemetry Generation: Users and resources generate logs (Azure AD, VM logs,
NSG flow logs).

2. Alert Generation: Microsoft Defender for Cloud analyzes resource configuration
and behavior, generating security alerts for threats and misconfigurations.

3. Centralization: All logs and alerts are streamed to the Log Analytics Workspace,
which is the underlying data store for Azure Sentinel.

4. Incident Creation: Azure Sentinel’s analytics rules process the data, correlate
related alerts, and create a unified Incident.

5. Automation: The Incident triggers an Automation Rule, which calls the SOAR
Playbook (Logic App).

6. Action: The Logic App executes the response action (e.g., isolating the VM via the
Azure Compute API).

6. Step-by-Step Implementation

The deployment is executed using the Azure CLI, ensuring a repeatable and scriptable
process.

Step 1: Configure Azure CLI and Define Variables

This step ensures the environment is correctly set up and defines all necessary
resource names and locations.



# 1. Log in to Azure interactively

az login

# 2. Set the target subscription ID

# Replace <subscription-id> with your actual Azure subscription ID

AZURE_SUBSCRIPTION_ID="<subscription-id>"

az account set --subscription $AZURE_SUBSCRIPTION_ID

# 3. Define environment variables for resource naming

RESOURCE_GROUP_NAME="rg-security-057"

LOCATION="eastus" # Choose a region close to your primary resources

WORKSPACE_NAME="log-analytics-ws-057"

SENTINEL_NAME="azure-sentinel-057"

echo "Configuration variables set:"

echo "Resource Group: $RESOURCE_GROUP_NAME"

echo "Location: $LOCATION"

echo "Workspace Name: $WORKSPACE_NAME"

Explanation: Defining variables upfront minimizes errors and makes the script
reusable. The az login  command establishes the session context, and az account
set  ensures all subsequent commands target the correct subscription.

Step 2: Create Resource Group and Log Analytics Workspace

The Resource Group provides a logical container for all security components. The Log
Analytics Workspace is the mandatory prerequisite for Azure Sentinel.



# 1. Create the dedicated Resource Group

echo "Creating Resource Group: $RESOURCE_GROUP_NAME in $LOCATION..."

az group create --name $RESOURCE_GROUP_NAME --location $LOCATION

# 2. Create the Log Analytics Workspace

# Using 'PerGB2018' SKU for modern pricing model.

echo "Creating Log Analytics Workspace: $WORKSPACE_NAME..."

az monitor log-analytics workspace create \

    --resource-group $RESOURCE_GROUP_NAME \

    --workspace-name $WORKSPACE_NAME \

    --location $LOCATION \

    --sku PerGB2018

# Retrieve the Workspace ID for later use

WORKSPACE_ID=$(az monitor log-analytics workspace show \

    --resource-group $RESOURCE_GROUP_NAME \

    --workspace-name $WORKSPACE_NAME \

    --query id -o tsv)

echo "Log Analytics Workspace ID: $WORKSPACE_ID"

Explanation: The Log Analytics Workspace is the central repository for all security
logs. The --sku PerGB2018  specifies the consumption-based pricing tier, which is
generally recommended for flexibility.

Step 3: Enable Microsoft Defender for Cloud

Enabling Defender for Cloud is done at the subscription level. This activates the CSPM
capabilities and allows for the selection of specific CWPP plans.



# 1. Get the subscription ID

SUBSCRIPTION_ID=$(az account show --query id -o tsv)

echo "Subscription ID: $SUBSCRIPTION_ID"

# 2. Enable Auto-Provisioning of the Monitoring Agent

# This ensures the necessary agents (e.g., Log Analytics agent) are 

automatically deployed to supported resources.

echo "Enabling Defender for Cloud auto-provisioning..."

az security auto-provisioning-setting update \

    --name default \

    --auto-provision On

# 3. Enable the Defender for Cloud Standard pricing tiers (CWPP)

# This is a critical step for activating advanced threat protection.

echo "Enabling Standard pricing tiers for key workloads..."

# Virtual Machines (Servers)

az security pricing create -n VirtualMachines --tier Standard

# Storage Accounts

az security pricing create -n StorageAccounts --tier Standard

# Azure Key Vault

az security pricing create -n KeyVaults --tier Standard

echo "Microsoft Defender for Cloud Standard tiers enabled for selected 

workloads."

Explanation: The az security pricing create  command is how you enable the
paid, advanced protection plans (CWPP). It is crucial to only enable the plans relevant
to your environment for cost optimization. The auto-provisioning  setting ensures
that the necessary data collection agents are deployed automatically to new and
existing resources.

Step 4: Onboard Azure Sentinel

This step formally activates Azure Sentinel within the existing Log Analytics
Workspace.



# 1. Onboard Sentinel to the Log Analytics Workspace

echo "Onboarding Azure Sentinel to workspace: $WORKSPACE_NAME..."

az rest --method PUT \

    --uri 

"/subscriptions/$AZURE_SUBSCRIPTION_ID/resourceGroups/$RESOURCE_GROUP_NAME/pro

api-version=2020-01-01" \

    --body "{}"

echo "Azure Sentinel successfully onboarded."

Explanation: Azure Sentinel is a solution layer on top of Log Analytics. This az rest
command uses the underlying Azure Resource Manager API to enable the Sentinel
solution on the workspace.

Step 5: Configure Data Connectors (Azure AD Example)

Data connectors link external data sources to Azure Sentinel. The Azure AD connector
is vital for Zero Trust visibility.



# 1. Retrieve the Tenant ID

TENANT_ID=$(az account show --query tenantId -o tsv)

echo "Tenant ID: $TENANT_ID"

# 2. Configure Diagnostic Settings to stream Azure AD logs to the Log 

Analytics Workspace

# This requires Azure AD P1/P2 license.

echo "Configuring Azure AD Diagnostic Settings to stream logs to 

Sentinel..."

az monitor diagnostic-settings create \

    --name "AzureAD-to-Sentinel-057" \

    --resource 

"/providers/Microsoft.AzureActiveDirectory/diagnosticsSettings/service" \

    --resource-group $RESOURCE_GROUP_NAME \

    --workspace $WORKSPACE_ID \

    --logs '[

        {

            "category": "SignInLogs",

            "enabled": true,

            "retentionPolicy": {"enabled": false, "days": 0}

        },

        {

            "category": "AuditLogs",

            "enabled": true,

            "retentionPolicy": {"enabled": false, "days": 0}

        }

    ]'

echo "Azure AD Sign-in and Audit logs are now streaming to Sentinel."

Explanation: Unlike some connectors, Azure AD logs are streamed using the Azure
Monitor Diagnostic Settings service. We explicitly enable SignInLogs  (for user access
and Conditional Access events) and AuditLogs  (for administrative changes).

Step 6: Deploy SOAR Playbook (Conceptual)

SOAR playbooks are implemented as Azure Logic Apps. The following is a conceptual
deployment, as the full Logic App definition is complex and requires a separate file.



# 1. Create a Logic App (Placeholder for a SOAR Playbook)

LOGIC_APP_NAME="la-isolate-vm-057"

echo "Creating Logic App placeholder: $LOGIC_APP_NAME..."

# NOTE: The logic-app-definition.json must be present in the execution 

directory.

# This command deploys the Logic App definition.

az logic workflow create \

    --resource-group $RESOURCE_GROUP_NAME \

    --location $LOCATION \

    --name $LOGIC_APP_NAME \

    --definition @logic-app-definition.json

echo "Logic App deployed. Next, configure the Automation Rule in Sentinel."

Conceptual logic-app-definition.json  Breakdown:

The Logic App is triggered by an Azure Sentinel incident. The core action is to isolate a
VM by modifying its Network Security Group (NSG) or using the dedicated Azure VM
isolation API.

Component Function Details

Trigger

When a Microsoft

Sentinel incident

is created

Listens for incidents matching specific criteria (e.g.,
high severity, specific entity type like a VM).

Action 1 Get Entities
Extracts the compromised VM name and Resource
Group from the incident details.

Action 2
Isolate VM  (Azure

VM Connector)

Uses the extracted VM details to apply a restrictive
NSG rule or use the VM isolation action, effectively
blocking all inbound/outbound traffic except for
management.

Action 3 Post Message
Sends a notification to Microsoft Teams or an email to
the security team confirming the isolation.



Step 7: Configure Sentinel Automation Rule

The final step is to link the newly deployed Logic App to an incident creation event in
Sentinel. This is done via an Automation Rule.

1. Navigate to Azure Sentinel: Go to the Azure portal, open your Sentinel instance,
and navigate to Automation.

2. Create New Automation Rule:
Rule Name: Auto-Isolate Compromised VM

Trigger: When incident is created

Conditions:
Incident severity  equals High

Incident contains entity  equals Host

Actions:
Run playbook

Select the deployed Logic App: la-isolate-vm-057

3. Save: This rule ensures that any high-severity incident involving a host entity will
automatically trigger the isolation playbook, achieving the SOAR objective.

7. Validation & Testing

Validation ensures that all components are correctly deployed, data is flowing, and the
automated response is functional.

7.1. Service Status Verification

Verify that the core services are enabled and provisioned correctly using the Azure CLI.



# 1. Verify Defender for Cloud pricing tier (should be 'Standard')

echo "Verifying Defender for Cloud pricing tier..."

az security pricing show -n VirtualMachines --query tier

# 2. Verify Log Analytics Workspace provisioning state (should be 

'Succeeded')

echo "Verifying Log Analytics Workspace status..."

az monitor log-analytics workspace show \

    --resource-group $RESOURCE_GROUP_NAME \

    --workspace-name $WORKSPACE_NAME \

    --query provisioningState

# 3. Verify Sentinel is enabled (check for a successful REST call response)

# This is typically verified in the portal, but the successful execution of 

Step 4 confirms it.

7.2. Data Ingestion Check

The most critical validation is confirming that security data is successfully being
ingested into the Log Analytics Workspace.

1. Azure Portal Check: Navigate to Azure Sentinel -> Data Connectors.

Verify that Azure Active Directory and Microsoft Defender for Cloud
connectors show a “Connected” status and display recent data ingestion
activity.

2. KQL Query Validation: Run simple KQL queries in the Sentinel Logs blade to
confirm data presence:

# Check for Azure AD Sign-in logs

SigninLogs

| take 10

| project TimeGenerated, Identity, ResultType, Location

# Check for Defender for Cloud alerts

SecurityAlert

| where ProviderName == "Azure Security Center"

| take 10

| project TimeGenerated, AlertName, Description



If these queries return results, data ingestion is successful.

7.3. SOAR Playbook End-to-End Test

This test validates the entire automation chain from alert to response.

1. Simulate Incident: Create a test VM and intentionally trigger a high-severity alert
that the SOAR playbook is designed to handle (e.g., a suspicious process
execution that triggers a Defender for Cloud alert).

2. Monitor Sentinel: Wait for Azure Sentinel to create a new Incident based on the
alert.

3. Monitor Logic App: Navigate to the deployed Logic App ( la-isolate-vm-057 ) in
the Azure portal and check its Run History.

Verify that the Logic App run is triggered within seconds of the incident
creation.

Confirm that the run status is “Succeeded” and that the Isolate VM
action executed successfully.

4. Verify Isolation: Attempt to connect to the test VM via RDP/SSH. The connection
should fail, confirming that the isolation action (e.g., NSG modification) was
applied.



8. Troubleshooting

Issue Potential Cause Resolution

Defender for
Cloud not
active

Pricing tier not set to
Standard, or
subscription not
registered with the
security provider.

1. Run az security pricing create -n <plan>
--tier Standard  for all necessary plans. 2.
Ensure the subscription is registered: az
provider register --namespace

Microsoft.Security .

Sentinel not
receiving
Azure AD
logs

1. Azure AD P1/P2
license missing. 2.
Diagnostic settings
misconfigured or
pointing to the wrong
workspace.

1. Verify license status. 2. Re-run the az monitor
diagnostic-settings create  command,
ensuring the correct $WORKSPACE_ID  is used. 3.
Check the Azure AD portal for diagnostic settings
status.

SOAR
Playbook
not
triggering

1. Logic App permissions
missing. 2. Automation
Rule misconfigured. 3.
Incident entity type
mismatch.

1. Ensure the Logic App’s Managed Identity has
Contributor role on the resource group
containing the target VM. 2. Verify the Automation
Rule conditions exactly match the incident being
tested. 3. Ensure the Logic App has the necessary
API connections configured and authorized.

KQL queries
return no
data

Data connectors are not
active or have recently
been enabled.

Wait up to 30 minutes for initial data ingestion.
Check the Data Connectors blade in Sentinel for
the last received log time. Verify the Log Analytics
agent is running on monitored VMs.

VM Isolation
fails

Logic App connection to
Azure VM API is
unauthorized.

Ensure the Logic App’s Managed Identity has the
Virtual Machine Contributor role on the
resource group where the VM resides.

9. Cost Optimization

Security services in Azure can incur significant costs, primarily driven by data ingestion
and retention. Proactive cost management is essential.

1. Log Analytics Tier and Data Volume:



SKU Selection: Use the Per GB pricing tier ( PerGB2018 ) for Log Analytics.
This is consumption-based and offers flexibility.

Daily Cap: Implement a daily data ingestion cap on the Log Analytics
Workspace to prevent unexpected cost spikes from runaway logging or
denial-of-service attacks.

Data Filtering: Only ingest necessary logs. For example, avoid ingesting
verbose application logs into Sentinel unless they are critical for security
analysis. Use Azure Monitor to filter logs before they reach the workspace.

2. Data Retention Policy:
Configure a shorter retention period (e.g., 90 days) in Log Analytics for
active analysis.

Use Azure Storage for long-term, low-cost archival of logs (e.g., 7 years for
compliance). This can be configured via Log Analytics export rules.

3. Microsoft Defender for Cloud Plans:
Targeted Enablement: Only enable the specific Defender plans (e.g.,
Servers, Storage, SQL) that are actively protecting resources. Do not enable
all plans globally if you only use a subset of services.

Hybrid Savings: Leverage Azure Hybrid Benefit for Windows and SQL
Server VMs to reduce the base compute cost, which can offset the cost of
the Defender for Servers plan.

4. SOAR Playbook Efficiency:
Logic App Consumption: Logic Apps are billed per execution and per
action. Design playbooks to be efficient, minimizing the number of actions
and external API calls.

Automation Rules: Use precise Automation Rules in Sentinel to ensure
playbooks only run for high-fidelity, critical incidents, preventing
unnecessary executions and associated costs.

10. Security Best Practices

Beyond the core deployment, these best practices ensure the long-term security and
hardening of the Zero Trust architecture itself.

1. Enforce Multi-Factor Authentication (MFA) Everywhere:



Use Azure AD Conditional Access policies to enforce MFA for all users,
especially those with administrative roles (Global Admin, Security Admin,
Contributor).

Require MFA for access to the Azure portal, Log Analytics Workspace, and
any critical application.

2. Implement Just-in-Time (JIT) Access:
Configure Just-in-Time VM access via Microsoft Defender for Cloud. This
minimizes the network attack surface by keeping management ports (e.g.,
3389, 22) closed by default. Ports are only opened for a limited time upon
request and approval.

Extend JIT principles to administrative roles using Azure AD Privileged
Identity Management (PIM), requiring admins to activate their roles only
when needed.

3. Principle of Least Privilege (PoLP) with RBAC:
Apply the Principle of Least Privilege rigorously. Use built-in Azure RBAC
roles (e.g., Log Analytics Reader, Security Reader) instead of broad roles like
Contributor or Owner.

Restrict access to the Log Analytics Workspace and Azure Sentinel instance,
as they contain highly sensitive security data. Only security operations
personnel should have access.

4. Secure Storage and Encryption:
Ensure all data at rest in the Log Analytics Workspace is encrypted (Azure
Storage encryption is enabled by default).

Consider using Customer-Managed Keys (CMK) for Log Analytics
encryption if regulatory requirements mandate it.

5. Continuous Security Posture Review:
Schedule a monthly review of the Microsoft Defender for Cloud Secure
Score. Actively remediate high-priority recommendations to continuously
improve the security posture.

Regularly review and update Azure Sentinel Analytics Rules and SOAR
Playbooks to adapt to new threats and changes in the environment.

6. Use Azure Policy for Governance:



Use Azure Policy to enforce security standards across the environment,
such as requiring all VMs to have the Defender for Cloud agent installed or
ensuring all storage accounts enforce secure transfer (HTTPS).

Appendix: Cleanup

To remove all resources created by this deployment, execute the following command.
Warning: This action is irreversible and will delete all data and resources within the
specified resource group.

# Define the resource group name again for safety

RESOURCE_GROUP_NAME="rg-security-057"

# Delete the entire resource group

echo "Deleting Resource Group: $RESOURCE_GROUP_NAME..."

az group delete --name $RESOURCE_GROUP_NAME --yes --no-wait

echo "Deletion process initiated. The resource group will be removed in the 

background."


